802.1af

B. Moskowitz, P. Congdon, J. Burns

Functional Architecture

J. Vollbrecht,
IEEE Vancouver Interim -- 1/14/2004

< .1af approved key exchange >
(uncontrolled port)
Enable Enable
Session Session
o EAP with .1af defined List of EAP Methods o A
AUhentiCation | e AAA with .1af define list of authorization attributes/levels mmm—]gp{ Authentication
[Cache: (uncontrolled port) [Cache:
Master Key-MK] MK]

Success/Fail,
[f_ail reaso_n], CreateSecure 4 A
CI‘?Paer:s?::te’ {PMK, Discovery MAC specific Discovery

Session  uthorization, g ,ccess/Fail, = Discovery Protocol
Keys (TSK, ar:’a"ab,'te Pairwise  Authenticate 7Y I (uncontrolled port) "

group &  CPhersul e} Master (eap method . Reserve

unicast) Key (PMK), credentials) Invalidate Secure

authorization Connection {connection id
{conr_1ect|on connection
id} attributes}
I v | v \ 4
802 1af .1af Management

[Connection Cache: Connection id, connection attributes (credentials, eap
method), PMK, authorization]

Protocol -

e

(uncontrolled port)

Cipher suite,

A

start, stop, restart ,

802.1af
[Connection Cache: ...]

A

Available cipher suites (and info),

Cipher suite,

Available cipher suites (and info),

Session Info: TSK impending exhaustion of session info

v I

;Session Info: TSK~ impending exhaustion of session info

802.1ae
[Session Cache: Information: TSK]

All other frames
o -

(controlled port)

802.1ae
[Session Cache: Information: TSK]




