
4. Acronyms and Abbreviations 
 
AD P D U    Adv e r t is e m e n t  P r o t o co l  D a t a  U n it  
AD R E Q P D U    Adv e r t is e m e n t  R e q u e s t  P r o t o co l  D a t a  U n it  

 
9 .1 1  E AP O L -Advertisement 
 
T h e  P a ck e t  B o dy  o f  e a ch  E AP O L  P D U  w it h  a  p a ck e t  t y p e  o f  E AP O L -Adv e r t is e m e n t  
co n v e y s  a n  AD P D U .  T h e  de f in it io n  o f  t h e  u s e  o f  t h e  p a r a m e t e r s  is  s p e cif ie d in  C l a u s e  x x ,  
t h is  cl a u s e  s p e cif ie s  t h e ir  e n co din g .   
 
T h e  e n co din g ,  v a l ida t io n ,  a n d de co din g  o f  e a ch  AD P D U  is  co n s is t e n t  w it h  t h e  g e n e r a l  
r u l e s  f o r  E AP O L  P D U s . E a ch  AD P D U  ( F ig u r e  x x ) co m p r is e s  a n  a dv e r t is e m e n t  v e r s io n  
f o l l o w e d b y  a  n u m b e r  o f  T L V s  ( T y p e  L e n g t h  V a l u e s ).   
 

  
T h e  s t a n da r d s p e cif ie s  a n d a dv e r t is e m e n t  v e r s io n  o f  0. T h e  T L V s  co n s is t  o f  a n  o p t io n a l  
g r o u p  o f  G l o b a l  T L V s  f o l l o w e d b y  a  s e r ie s  o f  N I D  e n t r ie s .   An y  u n k n o w n  T L V s  m a y  b e  
ig n o r e d b y  t h e  r e ce iv e r .  
 

 

N I D  E n t r y  
N I D  T L V  

Addit io n a l  T L V s  

 
1 T L V  

0 o r  m o r e  

P r o t o co l  V e r s io n  
P a ck e t  T y p e  =  E AP O L -Adv e r t is e m e n t  

P a ck e t  B o dy  L e n g t h  

P a ck e t  B o dy  
( AD P D U ) 

Adv e r t is e m e n t  V e r s io n  
G l o b a l  T L V s  

N I D  E n t r ie s  

Size  
1 O ct e t  
O p t io n a l ,  
V a r ia b l e  
O p t io n a l ,  
V a r ia b l e  



 
An  AD P D U  s h a l l  h a v e  a t  l e a s t  o n e  N I D  e n t r y . E a ch  N I D  e n t r y  is  de l in e a t e d b y  a  N I D  
T L V .  A N I D  e n t r y  co n s is t s  o f  a  N I D  T L V  f o l l o w e d b y  a  s e r ie s  o f  o p t io n a l  T L V s .  A 
N I D  T L V  m a y  n o t  a p p e a r  in  t h e  G l o b a l  T L V  s e ct io n .    
 
 
9.11.1 T L V  e n c o d i n g   
 
T h e  T L V s  f o l l o w in g  t h e  m e s s a g e  t y p e  a r e  ide n t ica l  in  f o r m a t  t o  t h e  802.1AB  T L V s  a s  
f o l l o w s :  
 
 T L V  T y p e  
( 7 b it s ) 

T L V  
in f o r m a t io n  
s t r in g  l e n g t h  
 ( 9  b it s ) 

T L V  in f o r m a t io n  St r in g     ( 0 < =  n  < =   511) 

 
W h il e  t h e  T L V  f o r m a t  is  t h e  s a m e  a s  802.1AB  t h e  t y p e  s p a ce  is  dis t in ct ,  h o w e v e r  it  is  
de s ir a b l e  t o  b e  a b l e  t o  r e u s e  T L V s  f r o m  802.1AB  in  a n  AD P D U  a n d v ice  v e r s a .  
I m p l e m e n t a t io n s  o f  t h is  s p e cif ica t io n  o n l y  n e e d t o  u n de r s t a n d T L V s  de f in e d in  t h is  
do cu m e n t . T h e  o r de r  o f  t h e  T L V s  is  im p o r t a n t  s in ce  t h e y  m a y  b e  g r o u p e d t o g e t h e r  w it h in  
t h e  co n t e x t  o f  a  m e s s a g e .  V e n do r  s p e cif ic T L V s  m a y  b e  de f in e d u s in g  t h e  
O r g a n iza t io n a l l y  s p e cif ic T L V  ( 127) w h ich  is  ide n t ica l  t o  t h e  O r g a n iza t io n a l l y  Sp e cif ic 
T L V  de f in e d in  802.1AB  s e ct io n  9 .6.  T h e  f o l l o w in g  T L V s  a r e  de f in e d in  t h is  
s p e cif ica t io n  
 

 
T L V  t y p e  T L V  N a m e  
0-123 r e s e r v e d 
124 C ip h e r s u it e s  
125 K e y  M a n a g e m e n t  D o m a in  
126 N I D -T L V  
127 O r g a n iza t io n a l l y  Sp e cif ic T L V  

  
 
9.11.1.1 N I D  T L V  
 
T h e  n e t w o r k  I de n t it y  T L V  co n t a in s  b a s ic in f o r m a t io n  a b o u t  a  n e t w o r k  s u ch  a s  it s  n a m e  
a n d it s  a u t h o r iza t io n  p r o ce du r e  r e q u ir e m e n t s .  
 
N I D  T L V  
( 7 b it s ) 

T L V  
I n f o r m a t io n  
St r in g    
l e n g t h  
( 9  b it s ) 

N I D  
Au t h z 
M e ch  
C o u n t   
( 1b y t e ) 
 

N I D  Au t h z 
M e ch ( s ) 
( 1..n   
1 b y t e  e a ch  
)) 

N I D  N a m e  
( 0 < = n  < = 255) 

 



T h e  N I D  n a m e  is  a  U T F -8 e n co de d s t r in g  u s e d t o  ide n t if y  a  n e t w o r k  p r o f il e  s u p p o r t e d b y  
t h is  a u t h e n t ica t o r .  I t  is  in t e n de d t o  b e  g l o b a l l y  u n iq u e .  T h e  m a x im u m  l e n g t h  f o r  a  N I D  
n a m e  is  255 b y t e s . 
 
T h e r e  is  a  l is t  o f  a u t h o r iza t io n  m e ch a n is m s  a s s o cia t e d w it h  a  N I D .  E a ch  e n t r y  in  t h e  l is t  
is  1 b y t e  l o n g  co n s is t in g  o f  a  m e ch a n is m  I D  ( M e ch I D ) a n d a  f a l l b a ck  in dica t o r .  T h e  
f o r m a t  o f  a  l is t  e n t r y  is  g iv e n  in  t a b l e  x x . 
 
B it  7 B it  6 B it  5 B it  4 B it  3 B it  2 B it  1 B it  0 
M o d r e s v  r e s v  M e ch I D  M e ch I D  M e ch I D  M e ch I D  M e ch I D  
 
T h e  m e ch a n is m  I D  is  5 b it s  ( b it s  0-4).  B it  7 is  s e t  t o  in dica t e  if  t h e  m e ch a n is m  is  a  
f a l l b a ck  m e ch a n is m  a v a il a b l e  if  t h e  a u t h o r iza t io n  p r o ce s s e s  de s cr ib e d in  t h is  do cu m e n t  
f a il .   B it  5  a n d 6 a r e  r e s e r v e d.  T h e y  a r e  s e t  t o  ze r o  ( 0) b y  t h e  s e n de r  a n d is  ig n o r e d o n  
r e ce iv e .   
 
Au t h o r iza t io n  M e ch a n is m  I D s  a r e  l is t e d in  t a b l e  y y .  
 
 

Au t h z M e ch  I D  Au t h  M e ch  
0 O p e n  a cce s s  
1 E AP   
2 M K A 
3 E AP  +  M K A 
4 M K A +  M AC SE C  
5 E AP  +  M K A +  M AC SE C  
6 H ig h e r  L a y e r  Au t h o r iza t io n  
7 R e s t r ict e d Acce s s  
8 V e n do r  Sp e cif ic 

7-255 R e s e r v e d 
 
 
I f  Au t h z-M e ch -I D  =  8 is  u s e d ( v e n do r  Sp e cif ic),  t h e  in cl u s io n  o f  a n  O r g a n iza t io n a l l y  
Sp e cif ic T L V  t o  p r o v ide  in f o r m a t io n  o n  t h e  s p e cif ic m e ch a n is m  is  r e q u ir e d in  t h e  N I D  
e n t r y .  
 
9.11.1.2 Organizationally Specific TLV 
 
O r g a n iza t io n a l l y  s p e cif ic T L V s  a r e  de f in e d a s  in  802.11AB .  
9.11.1.3  C iph ers u ite TLV 
 
C ip h e r s u it e  
T L V  ( 7 b it s ) 

T L V  
in f o r m a t io n  
s t r in g  l e n g t h  

C ip h e r s u it e  C o u n t  
( 1 b y t e ) 

C ip h e r s u it e  
( 1..n   
8 b y t e s  



( 9  b it s ) e a ch ) 
 
W h e n  t h e  cip h e r s u it e  T L V  is  in cl u de d in  a  N I D  e n t r y  in  a  E AP O L -AD  m e s s a g e  it  
co n t a in s  a  l is t  o f  802.1AE  cip h e r s u it e s  s u p p o r t e d b y  t h e  N I D .   
9.11.1.4  K ey M anagem ent D om ain TLV 
T h e  k e y  m a n a g e m e n t  do m a in  T L V  is  a s s o cia t e d w it h  a  N I D  e n t r y  t o  p r o v ide  in f o r m a t io n  
a b o u t  t h e  t r a n s m it t in g  a u t h e n t ica t o r ’ s  k e y  m a n a g e m e n t  do m a in .  T h is  is  u s e f u l  in  
ide n t if y in g  w h ich  ca ch e d k e y s  a r e  u s a b l e  in  a  p a r t icu l a r  l o ca t io n .  
 
K e y  
M a n a g e m e n t  
do m a in  T L V  
( 7 b it s ) 

T L V  
in f o r m a t io n  
s t r in g  l e n g t h  
 ( 9  b it s ) 

K e y  M a n a g e m e n t  D o m a in  St r in g     ( 0 < =  n  < =   255) 

 
T h e  k e y  m a n a g e m e n t  do m a in  T L V  in f o r m a t io n  s t r in g  co n t a in s  a  s t r in g  o f  U T F -8 
ch a r a ct e r s  u p  t o  255 b y t e s  in  l e n g t h .  P o r t s  t h a t  s h a r e  t h e  s a m e  K e y  M a n a g e m e n t  D o m a in  
T L V  ca n  b e  a s s u m e d t o  s h a r e  t h e  s a m e  k e y  ca ch e .   
 
 

9 .1 1  E AP O L -Ad-R eq  
 
T h e  P a ck e t  B o dy  o f  e a ch  E AP O L  P D U  w it h  a  p a ck e t  t y p e  o f  E AP O L -AD -R E Q  co n v e y s  
a n  AD R E Q P D U .  T h e  de f in it io n  o f  t h e  u s e  o f  t h e  p a r a m e t e r s  is  s p e cif ie d in  C l a u s e  x x ,  
t h is  cl a u s e  s p e cif ie s  t h e ir  e n co din g .   
 
T h e  e n co din g ,  v a l ida t io n ,  a n d de co din g  o f  e a ch  AD P D U  is  co n s is t e n t  w it h  t h e  g e n e r a l  
r u l e s  f o r  E AP O L  P D U s . E a ch  AD P D U  ( F ig u r e  x x ) co m p r is e s  a n  a dv e r t is e m e n t  v e r s io n .   
 

 C o n s is t e n t  w it h  t h e  p r o t o co l  v e r s io n in g  r u l e s  ( 9 .5),  E AP O L  P D U s  w it h  t h is  P a ck e t  T y p e  
a r e  p r o ce s s e d a s  n o r m a l  e v e n  if  t h e y  co n t a in  a  P a ck e t  B o dy . B o t h  t h e  co n t e n t s  o f  t h e  
P a ck e t  B o dy  L e n g t h  f ie l d,  a n d t h e  co n t e n t s  o f  a n y  P a ck e t  B o dy  o r  s u b s e q u e n t  o ct e t s  a r e  
ig n o r e d. 
 
 

P r o t o co l  V e r s io n  
P a ck e t  T y p e  =  E AP O L -Adv e r t is m e n t  

P a ck e t  B o dy  L e n g t h  
P a ck e t  B o dy  
( AD P D U ) Adv e r t is e m e n t  V e r s io n  

Size  
1 O ct e t  



11 E AP O L  Advertisement p rotocol  
 
T h e  E AP O L  a dv e r t is e m e n t  p r o t o co l  co n s is t s  o f  t w o  P D U  t y p e s .  T h e  AD R E Q P D U  is  
u s e d b y  a  s u p p l ica n t  t o  r e q u e s t  a n  a dv e r t is e m e n t  f r o m  t h e  n e t w o r k .  T h e  AD P D U  is  u s e d 
t o  de l iv e r  t h e  a dv e r t is e d n e t w o r k  ca p a b il it ie s  t o  t h e  s u p p l ica n t .   
 
T h e  AD R E Q P D U  m a y  b e  s e n t  t o  a n y  v a l id u n ica s t  o r  m u l t ica s t  a ddr e s s  de f in e d in  s e ct io n  
9 .1.1.  T h e  s u p p l ica n t  s h o u l d u s e  t h e  h ig h e s t  s u p p o r t e d a dv e r t is e m e n t  v e r s io n  t h a t  t h e  
Su p p l ica n t  s u p p o r t s .   T h e  AD R E Q P D U  m a y  b e  s e n t  a t  a n y  t im e .   U p o n  a t t a ch in g  t o  a  
p o r t  t h e  s u p p l ica n t  s h o u l d w a it  a  s h o r t  a m o u n t  o f  t im e  b e f o r e  s e n din g  a n  AD R E Q P D U  t o  
l is t e n  f o r  u n s o l icit e d m u l t ica s t  a dv e r t is e m e n t s  f r o m  t h e  a u t h e n t ica t o r . U p o n  r e ce iv in g  a n  
AD R E Q P D U  a n  a u t h e n t ica t o r  s h o u l d r e s p o n d w it h  a n  AD P D U  w it h in  a  s h o r t  a m o u n t  o f  
t im e  ( h o w  m u ch ? ).    
 
T h e  AD P D U  m a y  b e  s e n t  t o  a n y  v a l id u n ica s t  o r  m u l t ica s t  a ddr e s s  de f in e d in  s e ct io n  
9 .1.1.  I t  m a y  b e  s e n t  o u t  u n s o l icit e d w h e n  t h e  a u t h e n t ica t o r  f ir s t  b e co m e s  a w a r e  o f  a  
s u p p l ica n t  a n d p e r io dica l l y  t h e r e a f t e r .  I f  n o  AD R E Q P D U s  h a v e  b e e n  r e ce iv e d t h e n  t h e  
a u t h e n t ica t o r  s h o u l d s e n d t h e  h ig h e s t  s u p p o r t e d a dv e r t is e m e n t  v e r s io n .  I f  a n  
AD R E Q P D U  is  s e n t  b y  a  s u p p l ica n t  t h a t  o n l y  s u p p o r t s  a  l o w e r  v e r s io n  t h e  a u t h e n t ica t o r  
s h o u l d s e n d a  r e s p o n s e  o f  t h a t  v e r s io n  t o  t h e  s u p p l ica n t .   T h is  r e s p o n s e  m a y  b e  s e n t  
u n ica s t  o r  m u l t ica s t .   T h e  p r o ce s s in g  o f  a n  AD R E Q P D U  o r  t h e  s e n din g  o f  a n  AD P D U  
s h o u l d n o t  cr e a t e  s t a t e  o n  t h e  a u t h e n t ica t o r .   
 
U p o n  r e ce iv in g  t h e  n e t w o r k  a dv e r t is e m e n t  f r o m  t h e  a u t h e n t ica t o r  t h e  s u p p l ica n t  s h o u l d 
p a r s e  t h e  N I D  e n t r ie s  t o  de t e r m in e  w h a t  n e t w o r k  ca p a b il it ie s  a r e  a v a il a b l e .  
 
11.1 N I D  E n t r y  p r o c e s s i n g  
 
E a ch  N I D  e n t r y  b e g in s  w it h  a  N I D  T L V .  W it h in  t h e  N I D  T L V  is  a  n e t w o r k  I D  a n d a  l is t  
o f  a u t h o r iza t io n  m e ch a n is m s .  T h e  r e s t  o f  t h e  N I D  T L V  is  co m p r is e d o f  a  s e r ie s  o f  
o p t io n a l  T L V s .  T h e  n e x t  N I D  e n t r y  b e g in s  w it h  t h e  n e x t  N I D  T L V .  I f  a n  u n r e co g n ize d 
T L V  is  e n co u n t e r e d t h e n  t h a t  T L V  s h o u l d b e  ig n o r e d. 
 
T h e  n e t w o r k  I D  is  a  s t r in g  u s e d t o  ide n t if y  a  n e t w o r k .  T h is  n a m e  is  u s e f u l  in  a idin g  t h e  
s u p p l ica n t  t o  ch o o s e  t h e  r ig h t  ide n t it y  a n d cr e de n t ia l s  t o  u s e  w h e n  a u t h e n t ica t e d t o  a  N I D .  
 
T h e  l is t  o f  a u t h o r iza t io n  m e ch a n is m s  de s cr ib e s  w h a t  a u t h o r iza t io n  s e r v ice s  a r e  a v a il a b l e .  
An y  N I D  m a y  s u p p o r t  a  co m b in a t io n  o f  a u t h o r iza t io n  m e ch a n is m s .  A m e ch a n is m  m a y  
b e  m a r k e d a s  “f a l l b a ck ”  w h e n  a  m e ch a n is m  is  m a r k  a s  f a l l b a ck  t h e n  a t  l e a s t  o n e  o t h e r  
m e ch a n is m  n o t  m a r k e d a s  f a l l b a ck  m u s t  b e  a t t e m p t e d b e f o r e  a  f a l l b a ck  ch o ice  is  
a v a il a b l e .  At  l e a s t  o n e  m e ch a n is m  s h a l l  n o t  b e  m a r k e d f a l l b a ck  f o r  a  p a r t icu l a r  N I D .   I t  
is  n o t  r e q u ir e d t h a t  a  N I D  co n t a in  a  f a l l b a ck  m e ch a n is m . T h e  s in ce  “f a l l b a ck ”  in dica t e s  
w h a t  is  a v a il a b l e  w h e n  t h e  p r o ce s s e s  de s cr ib e d in  t h is  do cu m e n t  f a il  t h e  f o l l o w in g  
a u t h o r iza t io n  m e ch a n is m s  s h o u l d n o t  b e  l is t e d a s  f a l l b a ck :  
 

E AP  



M K A 
E AP  +  M K A 
M K A +  M AC SE C  
E AP  +  M K A +  M AC SE C  

 
I n  a ddit io n  s in ce  it  is  co u n t e r  t o  s e cu r it y  g o a l s  O p e n  Acce s s  s h o u l d n o t  b e  m a r k e d a s  
f a l l b a ck .  
 

 
T h e  f o l l o w in g  a u t h o r iza t io n  m e ch a n is m s  a r e  de f in e d in  t h is  s p e cif ica t io n  
 
Open A cces s   
 
A n e t w o r k  t h a t  p r o v ide s  o p e n  a cce s s  t o  a n y o n e .  O p e n  Acce s s  a u t h o r iza t io n  m e t h o d s h a l l  
n o t  b e  m a r k e d f a l l b a ck .  
 
E A P  
 
A n e t w o r k  s u p p o r t in g  E AP  ( E AP O L -E AP ) a u t h o r iza t io n  de f in e d in  t h is  do cu m e n t .  E AP  
a u t h o r iza t io n  m e ch a n is m  s h a l l  n o t  b e  m a r k e d f a l l b a ck . 
 
M K A  
 
A n e t w o r k  s u p p o r t in g  M AC SE C  K e y  a g r e e m e n t  de f in e d in  t h is  do cu m e n t .  T h e  k e y  
M a n a g e m e n t  do m a in  T L V  m a y  b e  in cl u de d t o  p r o v ide  t h e  s u p p l ica n t  w it h  a n  in dica t io n  
o f  t h e  s co p e  o f  t h e  k e y  ca ch e  f o r  M K A k e y s .  M K A a u t h o r iza t io n  m e ch a n is m  s h a l l  n o t  b e  
m a r k e d f a l l b a ck . 
 
 
E A P  +  M K A  
 
A n e t w o r k  s u p p o r t in g  E AP  f o l l o w e d b y  M K A a s  de f in e d in  t h is  s p e cif ica t io n . T h e  k e y  
M a n a g e m e n t  do m a in  T L V  m a y  b e  in cl u de d t o  p r o v ide  t h e  s u p p l ica n t  w it h  a n  in dica t io n  
o f  t h e  s co p e  o f  t h e  k e y  ca ch e  f o r  M K A k e y s .  E AP + M K A a u t h o r iza t io n  m e ch a n is m  s h a l l  
n o t  b e  m a r k e d f a l l b a ck . 
 
 
M K A  +  M A C S E C  
 
A n e t w o r k  s u p p o r t in g  M K A a n d M AC SE C  a s  de f in e d in  t h is  s p e cif ica t io n  a n d 802.1AE .  
An  o p t io n  T L V  m a y  b e  in cl u de d in  t h e  N I D  e n t r y  t o  in dica t e  w h ich  M AC SE C  
cip h e r s u it e s  a r e  s u p p o r t e d.  T h e  k e y  M a n a g e m e n t  do m a in  T L V  m a y  b e  in cl u de d t o  
p r o v ide  t h e  s u p p l ica n t  w it h  a n  in dica t io n  o f  t h e  s co p e  o f  t h e  k e y  ca ch e  f o r  M K A k e y s . 
M K A+ M AC SE C  a u t h o r iza t io n  m e ch a n is m  s h a l l  n o t  b e  m a r k e d f a l l b a ck . 
 
 



E A P  +  M K A  +  M A C S E C   
 
A n e t w o r k  s u p p o r t in g  E AP  ( E AP O L -E AP ) f o l l o w e d M K A a n d M AC SE C  de f in e d in  t h is  
s p e cif ica t io n  a n d 802.1AE .  An  o p t io n  T L V  m a y  b e  in cl u de d in  t h e  N I D  e n t r y  t o  in dica t e  
w h ich  M AC SE C  cip h e r s u it e s  a r e  s u p p o r t e d.  T h e  k e y  M a n a g e m e n t  do m a in  T L V  m a y  b e  
in cl u de d t o  p r o v ide  t h e  s u p p l ica n t  w it h  a n  in dica t io n  o f  t h e  s co p e  o f  t h e  k e y  ca ch e  f o r  
M K A k e y s . E AP + M K A+ M AC SE C  a u t h o r iza t io n  m e ch a n is m  s h a l l  n o t  b e  m a r k e d 
f a l l b a ck . 
 
 
H i g h er  l a y er  a u t h o r i z a t i o n  
 
A m e ch a n is m  t h a t  ch a l l e n g e  t h e  u s e r  u s in g  a  h ig h e r  l a y e r  p r o t o co l  s u ch  a s  w e b  
a u t h e n t ica t io n .   
 
R es t r i ct ed  A cces s   
 
An  o p e n  n e t w o r k  t h a t  o n l y  p r o v ide s  a cce s s  t o  a  co n s t r a in e d s e t  o f  s e r v ice s .  R e s t r ict e d 
a cce s s  m a y  n o t  b e  m a r k e d r e q u ir e d.   
 
V end o r  S peci f i c  
 
A n e t w o r k  s u p p o r t in g  v e n do r  s p e cif ic a u t h o r iza t io n  m e ch a n is m s .  An  o r g a n iza t io n a l l y  
s p e cif ic T L V  s h o u l d b e  in cl u de d in  t h e  N I D  T L V  t o  p r o v ide  m o r e  in f o r m a t io n .  
 
E x a m p l e s  
 
I n  t h e s e  e x a m p l e s  “s u p p o r t e d”  m e a n s  “f a l l b a ck ”  is  n o t  s e t .   
 

1. U n iv e r s it y  o r  E n t e r p r is e  s ce n a r io .  T o  g e t  f u l l  a cce s s ,  u s e r  ca n  do  H ig h e r  l a y e r  
a u t h o r iza t io n ,  E AP ,  E AP  +  M K A,  o r  E AP  +  M K A +  M AC SE C . H o w e v e r ,  it  is  
r e q u ir e d t h a t  t h e  u s e r  f ir s t  a t t e m p t  802.1X  b e f o r e  do in g  h ig h e r  l a y e r  a u t h .  

 
T h is  is  in dica t e d b y  s e t t in g ,  E AP ,  E AP  +  M K A,  o r  E AP  +  M K A +  M AC SE C  . t o  
“Su p p o r t e d” ,  a n d R e s t r ict e d Acce s s  a n d H ig h e r  l a y e r s  “F a l l b a ck ” , .  

 
2. I n f r a s t r u ct u r e  s ce n a r io .  T o  g e t  f u l l  a cce s s ,  de v ice  ca n  do  M K A +  M AC SE C .   I f  

t h is  f a il s  a u t h ,  t h e y  g e t  R e s t r ict e d Acce s s .  E AP ,  E AP  +  M K A o r  E AP  +  M AC  +  
M AC SE C  is  n o t  s u p p o r t e d.  

 
T h is  is  in dica t e d b y  s e t t in g  M K A +  M AC SE C  t o  “Su p p o r t e d” ,  a n d R e s t r ict e d 
Acce s s  t o  “F a l l b a ck ” .  

 
3. H o t s p o t  s ce n a r io .  T o  g e t  f u l l  a cce s s ,  u s e r  ca n  do  H ig h e r  l a y e r  o r  E AP .  I f  

a u t h o r iza t io n  f a il s ,  t h e  u s e r  ca n  g e t  R e s t r ict e d Acce s s .  
 



T h is  is  in dica t e d b y  s e t t in g  H ig h e r  L a y e r  a n d E AP  t o  “Su p p o r t e d”  a n d R e s t r ict e d 
Acce s s  t o  “F a l l b a ck ” .   


