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•  This presentation is available at: 
http://www.ieee802.org/1/files/public/docs2012/bz-nfinn-
soln-architecture-0113-v01.pdf 

•  It attempts to answer one of the questions raised by: 
http://www.ieee802.org/1/files/public/docs2012/bz-
nfinn-pt-to-pt-problem-list-1112-v02.pdf
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8.2 Bridge architecture

A Bridge comprises at least one bridge component. A bridge component comprises

a) A MAC Relay Entity that interconnects the Bridge’s Ports;
b) At least two Ports;
c) Higher layer entities, including at least a Spanning Tree Protocol Entity. 

The VLAN-aware Bridge architecture is illustrated in Figure 8-2. The MAC Relay Entity handles the media
access method independent functions of relaying frames among Bridge Ports, filtering frames, and learning
filtering information. It uses the Enhanced Internal Sublayer Service (EISS) (6.8, 6.9) provided by each
Bridge Port.

Each Bridge Port also functions as an end station providing one or more instances of the MAC Service. Each
instance of the MAC Service is provided to a distinct LLC Entity that supports protocol identification,
multiplexing, and demultiplexing, for PDU transmission and reception by one or more higher layer entities.

NOTE 1—In most cases, each Port provides a single instance of the MAC Service, to an LLC Entity that supports all
Higher Layer Entities that require a point of attachment to the Port. Further instances are only provided when the
specifications of the Higher Layer Entities require the use of different instances of the MAC service or of different
source addresses.

An LLC Entity for each Bridge Port shall use an instance of the MAC Service provided for that Port to
support the operation of LLC Type 1 procedures in order to support the operation of the Spanning Tree

Figure 8-2—VLAN-aware Bridge architecture

NOTE—The notation “IEEE Std 802.n” in this figure indicates that the specifications for these functions can be
found in the relevant standard for the media access method concerned; for example, n would be 3 (IEEE Std 802.3)
in the case of Ethernet.
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aggregate MAC protocol data unit (A-MPDU) aggregation. IEEE Std 802.1X-2004 may block the MSDU
at the Controlled Port. At some point, the data frames that contain all or part of the MSDU are queued per
AC/TS.

During reception, a received data frame goes through processes of possible A-MPDU deaggregation, MPDU
header and cyclic redundancy code (CRC) validation, duplicate removal, possible reordering if the Block
Ack mechanism is used, decryption, defragmentation, integrity checking, and replay detection. After replay
detection (or defragmentation if security is not used), possible A-MSDU deaggregation, and possible MSDU
rate limiting, one or more MSDUs are, delivered to the MAC_SAP or to the DS. The IEEE 802.1X
Controlled/Uncontrolled Ports discard any received MSDU if the Controlled Port is not enabled and if the
MSDU does not represent an IEEE 802.1X frame. Frame order enforcement provided by the enhanced data
cryptographic encapsulation mechanisms occurs after decryption, but prior to MSDU defragmentation;
therefore, defragmentation fails if MPDUs arrive out of order.

Figure 5-1—MAC data plane architecture
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•  This arrow shows a flow from AP through 802.1 relay back to AP.  
An 802.1 relay cannot do this unless it sees different stations as 
different ports.  Arrow makes no sense if this is not baggy pants. 

•  Also, without mesh, 802.1 is the only relay for an RSNA AP. 
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)

Replay Detection
(optional for non-

mesh STA)
MSDU Integrity 
and Protection 

(optional)

Defragmentation

MPDU Decryption 
and Integrity

(optional)

Block Ack 
Reordering

Duplicate Removal

MPDU Header + 
CRC Validation

A-MSDU 
De-aggregation

A-MPDU 
De-aggregation

Address 1 address 
filtering

PS Defer Queuing
(AP, IBSS STA, or 
mesh STA only)

Sequence Number
Assignment

MSDU Integrity
and Protection

(optional)

Fragmentation

MPDU Encryption
and Integrity

(optional)

MPDU Header + 
CRC

A-MSDU 
Aggregation

A-MPDU 
Aggregation

Replay Detection
(optional for non-

mesh STA)
MSDU Integrity 
and Protection 

(optional)

Defragmentation

MPDU Decryption 
and Integrity

(optional)

Block Ack 
Reordering

Duplicate Removal

MPDU Header + 
CRC Validation

A-MSDU 
De-aggregation

A-MPDU 
De-aggregation

Address 1 address 
filtering

LLC/SNAP
Controlled 

port filtering 
(optional)

Uncontrolled 
port filtering

802 .1X PAEs, 
etc

MAC-SAP

LLC/SNAP
Controlled 

port filtering 
(optional)

Uncontrolled 
port filtering

802 .1X PAEs, 
etc

MAC-SAP

PHY in channel 1

TX MSDU Rate 
Limiting

PS Defer Queuing
(AP, IBSS STA, or 
mesh STA only)

Sequence Number
Assignment

MSDU Integrity
and Protection

(optional)

Fragmentation

MPDU Encryption
and Integrity

(optional)

MPDU Header + 
CRC

A-MSDU 
Aggregation

A-MPDU 
Aggregation

M
SD

U
Fl

ow
-T

ra
n

sm
itt

in
g

Intra BSS Relay (pre – RSNA AP only)

IEEE 802.11 Mesh Forwarding Entity

IEEE 802 .1X
Controlled Port

Filtering
(optional)

IEEE 802.1 MAC
Relay Entity

(RSNA AP only)

IEEE 802 .1X
Controlled Port

Filtering
(optional)

MSDU
Flow

M
SD

U
Flow

–
R

eceiving

Same 
security
keys & 

PN 
counter

TX MSDU Rate 
Limiting

RX MSDU Rate 
Limiting

RX MSDU Rate 
Limiting

Transparent FST EntityTransparent FST Entity

Same 
security
keys & 

PN 
counter

Same 
security
keys & 

sequence 
counter

Same 
security
keys & 

sequence 
counter

PHY in channel 2 PHY in channel 1 PHY in channel 2

•  The FST (Fast Session Transfer) diagram clarifies this.  The 
empty box in 5-1 is three entities all accessing the MAC-SAP. 

•  The double-ended arrows seem to be a little confused, given the 
one-way port representation, but the meaning seems clear. 
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.
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Insert the following figure, Figure 5-2, after Figure 5-1:

5.2 MAC data service specification

5.2.2 MA-UNITDATA.request

5.2.2.2 Semantics of the service primitive

Change the fifth paragraph of 5.2.2.2 as follows:

The data parameter specifies the MSDU to be transmitted by the MAC sublayer entity. For IEEE Std 802.11,
the length of the MSDU shall be less than or equal to the value shown in Table 8-0a2304 octets.

Figure 5-2—MAC data plane architecture (transparent FST)
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•  In 802.11 a good deal of 802.11-specific processing (queuing, 
fragmentation/defragmentation, etc.) is above the encryption/
decryption layers and the SecY (controlled/uncontrolled port split) 
in the stack.  The SecY is several layers below the MAC-SAP. 

•  In 802.1Q, encryption/decryption (MAC security) and the SecY 
are just above the MAC-SAP. 

•  Hence, between the empty box serving the LLC/SNAP port 
“baggy pants pocket” and the SecY, frames must be marked 
(using the equivalent of an extra ISS parameter) as belonging to 
the “controlled” or “uncontrolled” port. 

•  Putting the controlled/uncontrolled filtering as a Y at the top of the 
802.11 stack (below the blank box) is equivalent to having the 
SecY at that location, and that architectural gap is bridged. 
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•  The Bridge relay needs a separate instance of the MAC service 
for each connection to a station attached to this AP (whether AP 
or non-AP). 

•  Right now, AP offers one instance, the Portal. 

•  What can we do? 
  On ingress, the Transmitter Address can be used to drive a multiplexer that 

selects an ingress Bridge Port.  Or, what should be the same thing, the 
security association ID can drive it. 

  On egress, the choice of output Bridge Port(s) drives the selection of 
Receiver Address, and thus the security association ID. 

  Of course, the real issue is, “What parameters go up and down the stack in 
the current AP specification.”  If the answer is that the Destination Address 
feeds the egress stack, there could be a problem. 

  Of course, the bridge’s Filtering Database can be used to select the security 
association ID. 
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•  If the AP and its associated non-AP stations emulate a shared 
medium (fat yellow coax), the need for a separate MAC interface 
per associated non-AP station is not a problem. 

•  It would not be acceptable for the AP to broadcast every bridged 
frame to all bridges, whether the destination address was known 
to the AP, or not.  So, presumably, the AP has a MAC address 
table large enough to contain addresses for the whole 
network, and can select the station / bridge to which a frame 
should be sent.  But, that is all the point-to-point model asks for. 

•  In other words, unless the AP really is flooding every bridged 
frame everywhere, the data-plane requirements to be a “smart” 
implementation of a fat yellow coax are pretty much the same as 
that required to be a combined AP/bridge in the point-to-point 
model. 


