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Abstract 10 

This document identifies security use cases that apply to IEC/IEEE 60802 ‘TSN Profile for 11 

Industrial Automation’ and shall be addressed by its security profile.  12 

The security use cases are complementary to the industrial use cases that apply to IEC/IEEE 13 

60802 ‘TSN Profile for Industrial Automation’  (see [15]). The union of the industrial use cases 14 

and security use cases are meant to be applicable to production sites/cells that are operated 15 

based on TSN-IA and that employ security. 16 

 17 

Note: this version is a quick first write-up based on the identification of security use cases 18 

discussed in the IEC/IEEE 60802 working group on 2021-04-26. The goal is to kick-off 19 

discussion in the ad-hoc meeting 2021-04-30. Further elaboration (content, illustrations, 20 

form, and structure) is needed. The markup ‘TODO’ is used to identify open action items  21 
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Abbreviations 125 

AEAD  Authenticated Encryption with Added Data 126 

BRSKI  Bootstrapping Remote Security Key Infrastructure 127 
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CA  Certification Authority 128 

CMS  Cryptographic Message Syntax 129 

CoAP  Constrained Application Protocol 130 

DHCP  Dynamic Host Configuration Protocol 131 

DNS  Domain Name Service 132 

DTLS  Datagram Transport Layer Security 133 

EE  End Entity 134 

FW  FirmWare 135 

HTTP  Hypertext Transfer Protocol 136 

HW  HardWare 137 

IA  Industrial Automation 138 

ID  IDentifier 139 

IDevID  Initial Device ID 140 

IoT  Internet of Things 141 

IT  Information Technology 142 

LDevID  Locally significant Device ID 143 

MASA  Manufacturer Authorized Signing Authority 144 

NETCONF NETwork CONFiguration 145 

OT  Operational Technology 146 

PRNG  Pseudo Random Number Generator 147 

RNG  Random Number Generator 148 

SW  SoftWare 149 

SZTP  Secure Zero Touch Provisioning 150 

TLS  Transport Layer Security 151 

TOFU  Trust On First Use 152 

TRNG  True Random Number Generator 153 

TSN  Time-Sensitive Networking 154 

1. Use case 01: Checking the equipment under control 155 

1.1 General 156 

This security use case serves to motivate and explain the checking (actual vs. expected) of IA 157 

components as prerequisite before imprinting keys/credentials for security and using the IA 158 

component. 159 

1.2. Useful resources/mechanisms 160 

• See [10] and [11] for an elaboration of this concern for the case of human beings (not IA 161 

components) 162 

TODO: further elaboration 163 

2. Use case 02: Imprinting during bootstrapping/commissioning 164 

2.1 General 165 

This security use case serves to motivate and explain the supply production site/cell-specific 166 

keys and credentials the first time. Following aspects are considered: 167 

• Taking possession: an owner/operator obtains new equipment (IA device/controller)  and 168 

wants to equip it with keys/credentials that are specific for the production site  or cell – 169 

using engineering (or similar) tools 170 

• Device replacement without engineering (use case 35 in [15]): an owner/operator wants 171 

to (ad-hoc) replace a broken IA device and needs to equip the replacement IA device with 172 

keys/credentials that are specific for the production site or cell – without using engineering 173 

(or similar) tools 174 

• Modular machine assembly (use case 19 in [15]): an owner/operator wants to (ad-hoc) 175 

re-use a priorly deployed IA device in another machine and needs to equip the re-used IA 176 

device with keys/credentials that are specific for the new production cell – without using 177 

engineering (or similar) tools 178 
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2.2 Constraints 179 

• IA components without periphery/interfaces for human user interaction (display, 180 

keyboard…) 181 

• IA components with/without IDevID 182 

• TODO: briefly introduce IDevID/LDevID (probably in an Annex) 183 

2.3 Actor concerns 184 

• Manufacturers: design of IA components, selection of sub-modules as well as underlying 185 

standards, supply of IDevIDs 186 

• Distributors: originality checking (e.g., using IDevID) of random sample 187 

• Machine builder: equipment originality checking (e.g., using IDevID) 188 

• System integrator: equipment originality checking (e.g., using IDevID), supply of 189 

production site/cell-specific keys and credentials (e.g., LDevID) 190 

• Owner/operator: originality checking (e.g., IDevID or LDevID), supply of production 191 

site/cell-specific keys and credentials (e.g., LDevID*) 192 

2.4 Lifecycle concerns – IA component 193 

• Manufacturing: optionally equip IA component with IDevID(s)  194 

• Bootstrapping: supply LDevIDs or other production site/cell-specific keys/credentials by 195 

protected credential management tasks 196 

• Operating: establish/update1 long/short-lived security association keys, use them for 197 

protecting actual payload exchanges e.g., network configuration, stream establishment  198 

• Maintaining: update2 LDevIDs or other production site/cell-specific keys/credentials, use 199 

protection for these key and credential management tasks  200 

• Terminating: erase3 LDevIDs or other production site/cell-specific keys/credentials (but 201 

keep IDevID), use protection for these key and credential management tasks  202 

2.5 Useful resources/mechanisms 203 

See Annex A for a description of useful mechanisms.  204 

2.6 Functional aspects 205 

2.6.1 Taking possession 206 

The fitness assessment for the described mechanisms is:  207 

• IETF BRSKI: if LDevIDs (CA certificates and EE certificates) shall be supplied and the IA 208 

components and production site/cell meet the above identified properties  209 

• IETF SZTP: if LDevIDs CA certificates shall be supplied and the IA components and 210 

production site/cell meet the above identified properties  211 

2.6.2 Device replacement without engineering 212 

The fitness assessment for the described mechanisms is:  213 

• IETF BRSKI: as for taking possession above and modulo: an additional trigger for security 214 

bootstrapping than factory reset is needed 215 

————————— 
1 Updating is part of another use case and mentioned here to reflect an overall perspective 

2 Updating is part of another use case and mentioned here to reflect an overall perspective  

3 Erasing is part of another use case and mentioned here to reflect an overall perspective  
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• IETF SZTP: as for taking possession above and modulo: an additional trigger for security 216 

bootstrapping than factory reset is needed 217 

2.6.3 Modular machine assembly 218 

The fitness assessment for the described mechanisms is: 219 

• IETF BRSKI: as for taking possession above and modulo: an additional trigger for security 220 

bootstrapping than factory reset is needed 221 

• IETF SZTP: as for taking possession above and modulo: an additional trigger for security 222 

bootstrapping than factory reset is needed 223 

3. Use case 03: Instructing equipment about security 224 

3.1 General 225 

This security use case serves to motivate/explain the instructions about security that apply to 226 

IA components. 227 

3.2 Functional aspects 228 

• Per owner/operator entity (all equipment in a site/cell) : security-only by default 229 

• Per individual IA component: security always-on or on/off, enabled cryptographic 230 

algorithms… 231 

• Per application/communication relation between IA components: security on/off, 232 

authentication-only/authenticated encryption, instance of protection algorithm 233 

TODO: further elaboration 234 

4. Use case 04: Peer entity authentication 235 

4.1 General 236 

This security use case serves to motivate/explain (peer) entity authentication and its inherited 237 

features, e.g., authenticated key agreement or authorization. The consideration of (peer) entity 238 

authentication also includes checking actual vs. expected. 239 

4.2 Useful resources/mechanisms 240 

• See [5] for an elaboration of checking actual vs. expected (as part of peer entity 241 

authentication) in IT 242 

TODO: further elaboration 243 

5. Use case 05: Message exchange protection 244 

This security use case serves to motivate/explain the protection of communications between 245 

stations including its prerequisites, in particular peer entity authentication (including 246 

identification). 247 

Note: this security use case overlaps with use case 30 in [15] (“Security”). It is proposed to 248 

serve as a candidate to transfer the content of this use case from the industrial use case 249 

document [15] to an emerging security use case document. 250 

 251 

TODO: further elaboration 252 

6. Use case 06: Proving self-asserted information 253 

This security use case serves to motivate and explain bindings between peer entity 254 

authentication and self-asserted information e.g., topology discovery data  or identification and 255 

maintenance data. 256 

 257 

TODO: further elaboration 258 
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7. Use case 07: Resource access authorization 259 

This security use case serves to motivate/explain access control and its prerequisites, in 260 

particular peer entity authentication (including identification) . 261 

 262 

TODO: further elaboration 263 

8. Use case 08: Credential/key update during operation 264 

This security use case serves to motivate/explain the handling of key aging in the case of 265 

planned/scheduled expiry, considers/establishes bumpless-ness. 266 

 267 

TODO: further elaboration 268 

9. Use case 09: Credential/key revocation/invalidation during operation 269 

This security use case serves to motivate/explain the handling of premature termination of 270 

key/credential lifetime.  271 

 272 

TODO: further elaboration 273 

10. Use case 10: Crypto algorithm-expiry/agility 274 

10.1 General 275 

This security use case serves to motivate/explain the handling of the dawn of crypto algorithms 276 

(symmetric or asymmetric). 277 

10.2 Useful resources/mechanisms 278 

• See [7] for IETF guidelines for cryptographic algorithm agility 279 

TODO: further elaboration 280 

11. Use case 11: Robust supply of security core function 281 

11.1 General 282 

This security use case serves to identify/explain foundational principles of security – when using 283 

cryptography. Following aspects are considered: 284 

• Authenticated encryption (AEAD) vs. classical schemes (first-sign-then-encrypt or first-285 

encrypt-then-sign; sidenote: encrypt-only is no safe harbor) 286 

• Key protection  287 

• Randomness for symmetric and asymmetric keys, nonces 288 

• Dedicated HW for accelerating cryptographic operations and protecting keys/credentials 289 

especially long-lived ones 290 

11.2 Constraints 291 

• IA components without periphery/interfaces for human user interaction (display, 292 

keyboard…) 293 

• IA components with computational limitations (memory, processor etc.)  294 

• IA components with/without (good) sources of entropy 295 

11.3 Actor concerns 296 

• Manufacturers: design of IA components, selection of sub-modules as well as underlying 297 

standards 298 

• Distributors: n.a. 299 

• Machine builder: selection of machine modules 300 
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• System integrator: selection of IA components/machines 301 

• Owner/operator: selection/operation of IA components/machines 302 

11.4 Lifecycle concerns – IA component 303 

• Manufacturing: exercise good security practices during product definition and 304 

development phases, optionally equip IA component with IDevID(s)  305 

• Bootstrapping: supply LDevIDs (when using X.509 public key certificate credentials) or 306 

other production site/cell-specific keys/credentials, use protection for key and credential 307 

management 308 

• Operating: establish/update long/short-lived security association keys, use protection for 309 

actual exchanges (network configuration, stream establishment) 310 

• Maintaining: update LDevIDs (when using X.509 public key certificate credentials) or other 311 

production site/cell-specific keys/credentials, use protection for key and credential 312 

management 313 

• Terminating: erase LDevIDs (when using X.509 public key certificate credentials) or other 314 

production site/cell-specific keys/credentials (keep IDevID), use protection for key and 315 

credential management 316 

11.5 Useful resources/mechanisms 317 

• See [3] for an interface and algorithms for authenticated encryption 318 

• See [8], [9], and [18] for NIST recommendations on random number generation  319 

11.6 Functional aspects 320 

11.6.1 Authenticated encryption 321 

TODO: further elaboration 322 

11.6.2 Key protection 323 

Cryptographic keys and their management must be protected – no matter which cryptographic 324 

scheme (symmetric or asymmetric) is used. This is rooted in the fundamental pattern behind 325 

cryptographic security: 326 

• The to-be-protected input is transformed into a protected output (symmetric and 327 

asymmetric schemes) 328 

• In contrast to data, the key remains unaltered by this transformation and must be 329 

protected (symmetric and asymmetric keys)  330 

 331 
Figure 1: Pattern behind cryptographic security 332 

Critical items: 333 

• Symmetric and private keys: authenticity and confidentiality  of the key 334 

• Public keys and trust anchors (CA certificates): authenticity  of the key resp. CA 335 

certificate 336 

Pitfalls (deciphering the basics behind public key infrastructure):  337 

• Signatures in self-signed (CA) certificates only provide the integrity of the certificate 338 

object, but no authenticity 339 

• Signatures in EE certificates provide the authenticity of the certificate object, but no 340 

authentication for a claimant who/which is presenting this object 341 

o Note: this document assumes EE certificates to be never self -signed 342 
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11.6.3 Randomness 343 

TODO: further elaboration 344 

11.6.4 Dedicated HW 345 

TODO: further elaboration 346 
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Annex AKey and credential imprinting models and procedures 347 

A.1 General 348 

This annex digests important models and procedures for imprinting keys and credentials that 349 

are applicable to industrial components.  350 

A.2 The Resurrecting Duckling 351 

TODO: digest/elaborate on [1], a foundational model introducing TOFU 352 

A.3 IEEE 802.1AR Device Identity 353 

TODO: digest/elaborate on [13], a foundational model introducing IDevID/LDevID  354 

A.4 IETF BRSKI 355 

A.4.1 General 356 

An IETF procedure (see [23] and [16] for protocol exchanges between system components) that 357 

allows to incarnate the imprinting model established in IEEE 802.1AR Device Identity .  358 

A.4.2 Synopsis 359 

IETF BRSKI cares about LDevID-by-IDevID supply to IoT/OT components - without touching 360 

them. This comprises (see [23]): 361 

• LDevID CA certificate-by-voucher supply via “PROVISIONAL accept of server cert” . 362 

The voucher object is a manufacturer-signed container comprising the LDevID CA 363 

certificate (local trust anchor). The voucher object is specified in [16]. By consuming a 364 

voucher (after its successful validation), a new trust anchor (LDevID CA certificate) is 365 

imprinted to the IoT/OT component 366 

• LDevID EE certificate-by-IDevID supply via plain-vanilla (D)TLS. BRSKI supports key 367 

pair generation internally on the IoT/OT component as well as external key pair 368 

generation. The decision which key pair generation mode is used is allocated with the 369 

IoT/OT component. 370 

A.4.3 Digest 371 

IETF BRSKI mandates IoT/OT components to be equipped by an IDevID and describes the 372 

LDevID-by-IDevID trick on the base of 2 actors, 4 system components and 4 exchanges:  373 

• Actors:  374 

1. Owner/operator (running a production site or cell, called “domain” in IETF 375 

BRSKI) 376 

2. Manufacturer (of the IoT/OT component) 377 

• System components:  378 

1. IoT/OT component (called “pledge” in IETF BRSKI, an IA device/controller or 379 

station in TSN-IA terms), aiming to join a production site or cel l esp. its 380 

applications (1) 381 

2. Join proxy, a part of the production site or cell (1)  382 

3. Registrar, a part of the production site or cell (1)  383 

4. MASA (Manufacturer Authorized Signing Service) , a service of the 384 

manufacturer of the IoT/OT component (1)  385 

• Exchanges: 386 

1. Voucher exchange: imprinting the LDevID CA certificate to the IoT/OT 387 

component (using voucher objects and “PROVISIONAL accept of server cert”) 388 

2. Voucher status exchange: okay/not okay feedback for the voucher exchange 389 

by the IoT/OT component 390 

3. Enrollment exchange: imprinting a LDevID EE certificate to the IoT/OT 391 

component 392 

4. Enrollment status exchange: okay/not okay feedback for the enrollment 393 

exchange by the IoT/OT component 394 
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Note: the (default/specified) trigger for performing these exchanges is: IoT/O T 395 

components starts (power-on) in factory default state 396 

 397 

The IETF BRSKI actors, system components and exchanges are digested in following figure:  398 

 399 
Figure 2: IETF BRSKI actors, components and exchanges 400 

A.4.4 Properties 401 

IETF BRSKI comes with several assumptions and properties. The most relevant ones are:  402 

• Is not specifically geared towards NETCONF 403 

• Requires IoT/OT components to possess IDevIDs. Assumes IDevID EE certificates to 404 

contain a MASA URI extension 405 

• Supports arbitrary LDevID EE and CA certificate contents 406 

• Demands production site/cell to run a service (“Registrar”) that conducts the joining 407 

process and acquires (from manufacturer through its MASA) and supplies voucher objects 408 

to imprint LDevID CA certificates as (new) trust anchors to IoT/OT components 409 

• Covers the pull model (IA components need to proactively apply at the registrar for their 410 

joining). Does not cover the push model. 411 

• Uses HTTP(-over-TLS) and/or CoAP(-over-DTLS) for its exchanges: 412 

• IoT/OT component/registrar exchanges: HTTP-over-TLS or CoAP-over-DTLS 413 

• Registrar/MASA exchanges: HTTP-over-TLS 414 

• Extends the functional behavior of (D)TLS by “PROVISIONAL accept of server cert”  415 

• Requires manufacturer to run a service (“MASA”) that issue objects (vouchers) that are 416 

specific to instances of IA components (this assumption is relaxed by draft-richardson-417 

anima-voucher-delegation-03, work-in-progress) 418 

• Allows arbitrary strategies for deciding about joining requests (at production site/cell; 419 

represented by the registrar) in order to match actual vs. expected 420 

• Allows arbitrary strategies for deciding about voucher issuance/assignment (manufacturer; 421 

represented by the MASA) 422 

• Can support ownership tracking (manufacturer)  423 

A.5 IETF SZTP 424 

A.5.1 General 425 

Another IETF procedure (see [19] and [16] for protocol exchanges between system 426 

components) that allows to incarnate parts of the imprinting model established in IEEE 802.1AR 427 

Device Identity. IETF SZTP emerged from the NETCONF WG and is a native building b lock of 428 

NETCONF security.  429 
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A.5.2 Synopsis 430 

IETF SZTP cares about LDevID CA certificate-by-initial key/credential e.g., IDevID supply to 431 

IoT/OT components - without touching it.  432 

IETF SZTP is not limited to an imprinting of LDevID CA certificate and can also supply: 433 

• Boot image 434 

• Configuration information 435 

This supply can happen in protected (or plain) way. The protection of SZTP bootstrap data 436 

employs object security, uses basic object security means e.g., CMS. This protection is profiled 437 

by SZTP. 438 

IETF SZTP does not cover LDevID EE certificate-by-initial key/credential e.g., IDevID supply 439 

A.5.3 Digest 440 

IETF SZTP requires IoT/OT components to possess initial keys/credentials, that were 441 

established before SZTP exchanges take place (this may be IDevIDs). SZTP uses 2 actors, 2 442 

system components and 2 exchanges: 443 

• Actors:  444 

1. Owner/operator (running a production site or cell) 445 

2. Manufacturer (of the IoT/OT component) 446 

• System components:  447 

1. IoT/OT component (called “device” in IETF SZTP, an IA device/controller or 448 

station in TSN-IA terms), aiming to join a production site or cell esp. its 449 

applications (1) 450 

2. SZTP Bootstrap server or DHCP/DNS server supplying SZTP artifacts (0..n) 4.  451 

▪  452 

• Exchanges: 453 

1. Redirect exchange: imprinting the LDevID CA certificate to the IoT/OT 454 

component (using voucher objects, not employing “PROVISIONAL accept of 455 

server cert”) 456 

2. Bootstrap exchange: supplying boot image, configuration info (protected on 457 

object-level based on keys/credentials that can be deprotected based on the 458 

trust anchor and key material established in the redirect exchange) 459 

Note: the (default/specified) trigger for performing these exchanges is: IoT/OT 460 

components starts (power-on) in factory default state 461 

The IETF SZTP actors, system components and exchanges are digested in following figure:  462 

TODO 463 

A.5.4 Properties 464 

IETF SZTP comes with several assumptions and properties. The most  relevant ones are: 465 

• Emerged from the NETCONF WG and is specifically geared towards NETCONF  466 

• Requires IoT/OT components to possess initial keys/credentials, that were established 467 

before SZTP exchanges take place (this may be an IDevID) 468 

• Supports arbitrary LDevID CA certificate contents  (does not cover LDevID EE certificates) 469 

• Demands production site/cell to run a SZTP service (“Bootstrap server”). Alternatively, a 470 

production site/cell may supply SZTP artifacts through DHCP/DNS servers. Using 471 

removable storage is another option for supplying SZTP artifacts.  472 

• Covers the pull model (IA components need to proactively apply at the registrar for their 473 

joining). Also covers the push model (removable storage) but demands phy sical access 474 

for push. 475 

• Uses HTTP(-over-TLS) or DHCP/DNS for its exchanges 476 

————————— 
4 Removable storage also allows to do SZTP bootstrapping with no SZTP Bootstrap server and no DHCP/DNS server 

supplying SZTP artifacts 
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• Allows (not: requires) manufacturer to run a service (“Boo tstrap server”) that issues SZTP 477 

artifacts. Demands manufacturers to issue voucher objects but does not demand 478 

manufacturer services such as MASA. 479 


