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4.8.6 Secure Device Identity 10 

Note to editor: this covers the informative aspects of a ‘Secure Device Identity’ profile for 11 

IEC/IEEE 60802. This text is meant to replace D1.4, chapter 4.8.6 Secure device identity. 12 

4.8.6.1 Device Identity 13 

The term ‘device’ originates from IEEE STD 802.1AR (Secure Device Identity). It matches an 14 

IA-station in IEC/IEEE 60802. 15 

The device identity refers to a set of information items about a device resp. IA-station that:  16 

• Describes a device as a physical or virtual entity in a distributed system (identifier and/or 17 

attribute information). 18 

• Is used by a device to describe itself as such entity (identifier and/or attribute information). 19 

• Allows to interact with this device (addressing information i.e., a specific identifier class). 20 

The targeted use case e.g., application data exchanges, configuration exchanges, inventory or 21 

ordering determines the required amount of identity information about a device resp. IA-station. 22 

The device identity of any single IA-station encompasses: 23 

• MAC addresses, IP addresses, TCP ports, DNS names  24 

• ietf-hardware YANG module contents (IETF RFC 8348) 25 

4.8.6.2 Verifiable Device Identity 26 

Certain aspects of device identity demand verification before relying on them during online 27 

interactions. Examples are:  28 

• DNS names or IP addresses are used to call the management entity of an IA-station i.e., its 29 

NETCONF/YANG server. Their value represents the caller's expectation on the identity of 30 

their responder in network communications. Its verification allows to defeat DNS spoofing, 31 

component impersonation and man-in-the-middle attacks. This is mandated by IETF RFC 32 

7589 and described in IETF RFC 6125. Passing this check is a prerequisite before 33 

NETCONF application exchanges can happen. 34 

• mfg-name values in instances of the ietf-hardware YANG module. They make claims about 35 

the IA-station manufacturer. Their verification is a means to protect against counterfeiting. 36 

The verification of IA-station identity happens according to a model that is fully specified by 37 

IEC/IEEE 60802 and whose checking can be done in a manufacturer-agnostic manner. This 38 
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verification is important before supplying locally significant credentials especially LDevID-39 

NETCONF to IA-stations that are in factory-default state. 40 

Note to editor: there is ongoing work to analyze attack vectors for layer 2 communications in 41 

IEC/IEEE 60802. Depending on its outcome, MAC addresses or other items might 42 

additionally appear in the set of verifiable device identity items. 43 

4.8.6.3 Verification Support Mechanisms 44 

4.8.6.3.1 General 45 

This section considers mechanisms that support device identity verification during online 46 

interactions with IA-stations. 47 

4.8.6.3.2 Secure Transports 48 

Sending information in plain form over a protected channel, e.g., ietf -hardware YANG module 49 

contents via NETCONF-over-TLS protects the transferred information during its transit through 50 

the network but does not vouch for the correctness of the received information e.g., the mfg-51 

name value. 52 

4.8.6.3.3 Secure Information 53 

Protecting information objects by means of cryptographic checksums allows to verify the 54 

authenticity and integrity of the provided information. Cryptographic checksums may use 55 

symmetric or asymmetric schemes. In case of asymmetric schemes, raw and self-signed public 56 

keys need to be distinguished from CA-signed public keys.  57 

Asymmetric schemes with CA-signed public keys are preferable for the verifiable device identity 58 

use case: claimants and verifiers share a public key; the claimant possesses the corresponding 59 

private key. The establishment and storage of the shared public keys uses public key 60 

certificates. For this approach self-signed CA certificates are to be established in an authentic 61 

manner. Their amount is independent from the number of verifiers (CNCs) as well as claimants 62 

(IA-stations). It may be a 1-digit number. 63 

4.8.6.4 IDevID and LDevID Credentials 64 

IDevID and LDevID credentials are specified by IEEE STD 802.1AR. These objects are 65 

comprised of a certification path and a private key. The certification path encompasses an end 66 

entity certificate which contains verifiable device identity in a CA-signed form. The device 67 

identity verification happens after validating the certification path (IETF RFC 5280) and 68 

checking the proof-of-possession for the private key (IETF RFC 5246 in case of TLS 1.2). The 69 

certification path validation demands trust anchors as input arguments (IETF RFC 5280, section 70 

6.1.1 input argument (d)). 71 

Two types of credentials are distinguished by IEEE STD 802.1AR: 72 

• IDevIDs are issued by device manufacturers. They represent an initial identity as it is known 73 

at device production-time. The initial device identity is not locally significant: it cannot 74 

contain deployment-specific information such as DNS names or IP addresses. 75 

• LDevIDs are issued by other actors e.g., a device user. They represent a locally significant 76 

device identity: they can contain deployment-specific information e.g., DNS names or IP 77 

addresses. 78 

IEEE STD 802.1AR uses signature suites to describe the subject public key and the signature 79 

fields in IDevID and LDevID certification paths. This notion is different from TLS cipher suites.  80 

Note: IDevID and LDevID credentials also serve purposes beyond secure device identity , for instance the realization 81 

of secure transports. This facilitates the use case of NETCONF/YANG security setup from factory default state. 82 

4.8.6.5 IDevID Items Beyond IEEE STD 802.1AR  83 

IEEE STD 802.1AR represents the initial device identity as serialNumber (OID 2.5.4.5) attribute 84 

in the subject field of the EE certificate. Its value provides the serial number of the device. This 85 

value is required to be unique within the domain of significance of the EE certificate issuer. The 86 

serialNumber attribute is an optional capability. This allows to verify following identity items:  87 
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• Certificate issuer (not necessarily: manufacturer) by issuer field (data type: ASN.1 Name) 88 

• If present: device instance by serialNumber value (data type: ASN.1 PrintableString) 89 

Note: this verification can happen after certification path validation (IETF RFC 5280) and the proof-of-possession 90 

checking for the private key (IETF RFC 5246 in case TLS 1.2). 91 

The following describes options for verifying the device identity of IA-stations in factory default 92 

state. It also identifies informational items needed for the corresponding checks: 93 

• IA-station manufacturer check: using names that identify IA-station manufacturers e.g., mfg-94 

name in ietf-hardware YANG module. 95 

Note: IEEE STD 802.1AR does not require issuer names to refer to a manufacturer. 96 

• IA-station type check: using attributes that identify IA-station types e.g., model-name, hw-97 

revision, description in ietf-hardware YANG module. 98 

• IA-station instance check: using values that identify IA-station instances e.g., serial-num in 99 

ietf-hardware YANG module. 100 

Note: the product serialNumber is optional in IEEE STD 802.1AR  101 

Following model applies to the verification of the initial device identity of IA-stations: 102 

• The set of to-be-conducted checks is determined by IA-station and CNC users. 103 

• An IA-station uses IDevID credentials to prove its device identity. The checking happens by 104 

means of online interactions in the operational network. It happens automatically and is 105 

done by CNCs. This does not depend on configuration-domain external repositories. 106 

• Other stakeholders e.g., middleware/application consortia or individual manufactures are 107 

allowed to additionally express information items in IDevID credentials to reflect their device 108 

identity model. CNCs do not assess such additional information. 109 

4.8.6.6 Device Identity Representation in IDevID and LDevID Credentials 110 

The best practices for representing verifiable device identity information in IDevID and LDevID 111 

credentials are: 112 

• Corresponding information (actual values or references to them) appears in EE certificates: 113 

- IDevID EE certificates bind initial device identity items that are known by the device 114 

manufacturer at production time e.g., mfg-name. 115 

- LDevID EE certificates bind locally significant device identity items that are known by 116 

other actors such as device users e.g., DNS names or IP addresses. They may also 117 

bind initial device identity information. 118 

• Items that encode device naming information appear in the subjectAltName extension. 119 

Note: this is required by IETF RFC 5280 (section 4.2.1.6). It is also backed by IETF RFC 6125 (section 2.3).  120 

• A binding can take one of following forms. Multiple forms can appear in one EE certificate: 121 

- By-value: the verifiable device identity information is represented by its value inside the 122 

IDevID resp. LDevID EE certificate. Examples are: 123 

o The product serialNumber in IDevID credentials (IEEE STD 802.1AR) 124 

o The hostname of the NETCONF/YANG server in LDevID-NETCONF credentials 125 

(IETF RFC 7589 and 6125) 126 

- By-ref: the verifiable device identity information is represented by a reference inside the 127 

IDevID resp. LDevID EE certificate, not by its value: 128 

o The actual value may be provided by the device itself or by a device-external source. 129 

o If it is provided in form of an unprotected information object, then the reference 130 

object that is embedded to EE certificates should include a digest value. 131 

  132 
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6  133 

6.3  134 

6.3.3 IDevID Profile 135 

Note to editor: this covers the normative aspects of a ‘Secure Device Identity’ profile for 136 

IEC/IEEE 60802. This text is meant to replace D1.4, chapter 6.3.3 Factory default state. 137 

6.3.3.1 General 138 

IA-stations shall possess IDevID credentials according to the profile in this clause. CNCs shall 139 

contain trust anchors for validating IDevID credentials. 140 

6.3.3.2 Object Contents 141 

6.3.3.2.1 General 142 

The IDevID credential contents shall comply to IEEE STD 802.1AR and the profile in this clause. 143 

6.3.3.2.2 IA-Station Identity  144 

Any IDevID EE certificate of an IA-station shall take one of the following forms: 145 

• Raw form: the IDevID EE certificate complies to IEEE STD 802.1AR 146 

• Extended form: the IDevID EE certificate complies to IEEE STD 802.1AR and the 147 

requirements provided in this clause. 148 

The extended form of an IDevID EE certificate shall be constructed as follows: 149 

• The verifiable device identity shall appear as a URN in a GeneralName of type 150 

uniformResourceIdentifier in the subjectAltName extension. 151 

• The URN value shall be constructed according to IETF RFC 8141 and as follows: 152 

- Namespace identifier: ieee (IETF RFC 8069) 153 

- Namespace-specific string: iec-ieee-60802#verifiable-device-identity 154 

- q-component (see IETF RFC 8141, 2.3.2) to parameterize the named resource: an 155 

ampersand-separated list of keyword=value tuples with following keywords and values. 156 

These tuples can appear in any order inside the q-component: 157 

o The keywords: description, hardware-rev, serial-num, mfg-name, model-name 158 

o Their corresponding values from the single ‘component ’ list entry in the ietf-159 

hardware YANG module that represents the management entity of the IA-station 160 

resp. from its pre-material form in percent-encoding (IETF RFC 3986). 161 

Note: these are the items with the YANG property config-false from the ‘component’ list entry  that represents the 162 
management entity of the IA-station. The config-false items firmware-rev and software-rev are excluded to avoid 163 

IDevID credential updates in case of FW or SW updates. 164 

Note: an object looks like urn:ieee:iec-ieee-60802#verifiable-device-identity?=mfg-name=<mfg-name>&model-165 
name=<model-name>&hardware-rev=<hardware-rev>&serial-num=<serial-num>&description=<description> 166 

Note: one IDevID EE certificate can have one subjectAltName extension which can have one or more GeneralName 167 

entries. In particular: there can be one or more GeneralName entries of type uniformResourceIdentifier. This allows 168 
other organizations e.g., middleware and application consortia or individual manufacturers to also represent their 169 
perception of verifiable device identity  in addition to the IEC/IEEE 60802 perception. 170 

Note to editor: additional normative references (IETF RFC 3986, 8069 and 8141) are needed 171 

Note to editor: in case of IA-stations whose functional units cannot change after 172 

manufacturing more ietf-hardware items (other child elements) may be included. If this 173 

results in increased structural complexity the embedding approach might change (by-ref). 174 

6.3.3.2.3 Signature Suites 175 

An IDevID shall utilize one signature suite from the following list of signature suite names: 176 

• RSA-2048/SHA-256 according to IEEE STD 802.1AR, clause 9.1 177 

• ECDSA P-256/SHA-256 according to IEEE STD 802.1AR, clause 9.2 178 
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• ECDSA P-521/SHA-512 179 

• ECDSA ed25519/SHA-256 180 

• ECDSA ed448/SHA-512 181 

• RSA-4096/SHA-512 182 

Note: the utilization of RSA for the establishment of shared secret keys  is deprecated by IETF RFC 7525 and 183 
discontinued by IETF RFC 8446. (TLS 1.3). 184 

Note to editor: additional normative references (IETF RFC 7525, 8446) are needed 185 

Note to editor: signature suite descriptions are required for ECDSA P-521/SHA-512, ECDSA 186 

ed25519/SHA-256, ECDSA ed448/SHA-512, RSA-4096/SHA-512. This should be provided 187 

in IEC/IEEE 60802 until they get covered by IEEE STD 802.1AR. 188 

Note to editor: to support signing according to RSA additional TLS cipher suites are needed: 189 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 190 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 191 

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 192 

6.3.3.3 Information Model 193 

6.3.3.3.1 General 194 

The information model for IDevID credentials and trust anchors shall comply to YANG and 195 

NMDA, in particular the YANG modules ietf-keystore and ietf-truststore, as well as the profile 196 

in this clause. 197 

6.3.3.3.2 Entries 198 

IDevID credentials shall be provided in form of built-in keys of an IA-station by its manufacturer. 199 

In YANG they are modeled as config-false nodes and are represented in the ‘keystore’ container 200 

that is instantiated by the YANG module ietf-keystore. The private key shall use the private-201 

key-type choice hidden-private-key i.e., the IDevID private key is not presented in 202 

NETCONF/YANG. The details of storing and protecting IDevID private keys as well as using 203 

them for signing purposes are implementation-specific.  204 

Trust anchors for IDevID credentials are CNC user-configured data objects: these objects shall 205 

be available as applied configuration (IETF RFC 8342) upon CNCs. In YANG they are modeled 206 

as config-true nodes and are represented in the ‘truststore’ container that is instantiated by the 207 

YANG module ietf-truststore. 208 

Note: IA-station built-in trust anchors for use cases such as FW/SW update are out -of-scope in IEC/IEEE 60802. 209 

6.3.3.3.3 Entry Manifoldness 210 

An IA-station shall support at least one IDevID credential, one per supported signature suite. If 211 

an IA-station possesses multiple IDevID credentials, then they shall be issued by the same 212 

organization (the IA-station manufacturer). Their EE certificates shall contain the same device 213 

identity information. 214 

A CNC shall support at least one trust anchor for IDevID credentials per supported IA-station 215 

manufacturer.  216 

6.3.3.3.4 Entry Naming 217 

IDevID credentials shall be present in an ‘asymmetric-key’ entry that is identified as follows: 218 

/ietf-keystore:keystore/asymmetric-keys/asymmetric-key/name= 219 

IDevID-<SignatureSuiteName>-<CertificateSerialNumberOfEECertificate> 220 

IDevID trust anchors shall be present in ‘certificate’ entr ies that are identified as follows: 221 

/ietf-truststore:truststore/certificate-bags/certificate-bag/certificate/name=  222 

IDevID-<SignatureSuiteName>-<CertificateSerialNumberOfCACertificate> 223 

Such entries shall be present underneath a ‘certificate-bag’ entry that is identified as follows: 224 
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/ietf-truststore:truststore/certificate-bags/certificate-bag/name=IDevID 225 

6.3.3.4 Processing Model 226 

6.3.3.4.1 General 227 

The processing model for IDevID credentials and trust anchors shall comply to IEEE STD 228 

802.1AR as well as the profile in this clause. 229 

6.3.3.4.2 Credentials 230 

6.3.3.4.2.1 General 231 

IDevID credentials are used in following use cases: 232 

• NETCONF/YANG security setup from factory default; the number of such events scales with 233 

the number of factory resets i.e., this use case is performed sporadically. It is conducted by 234 

CNCs and encompasses a device identity verification. 235 

• Device identity verification happens as a subtask during NETCONF/YANG security setup 236 

from factory default. It may also happen additionally according to CNC user discretion. The 237 

details of device identity verification are also subject to given policy. 238 

In these use cases, IA-stations act in claimant role and CNCs act in verifier role: 239 

• IA-stations shall present the certification path of and prove private key possession for an 240 

IDevID credential. 241 

• CNCs shall validate the certification path, check the proof-of-possession for the private key, 242 

and verify the obtained device identity information. 243 

6.3.3.4.2.2 Creation 244 

IA-station manufacturers select the form factor for representing verifiable device identity in 245 

IDevID credentials: raw or extended form. The details of the IDevID credential issuance process 246 

are manufacturer-specific and out-of-scope for IEC/IEEE 60802. 247 

IA-station manufacturers are not required to offer an update feature for IDevID credentials.  248 

6.3.3.4.2.3 Distribution 249 

IA-stations shall supply IDevID credentials in form of built-in keys, see 6.3.3.3. 250 

6.3.3.4.2.4 Use 251 

Verifiers (CNCs) shall perform the following checks when they challenge claimants (IA-stations) 252 

to authenticate themselves by means of an IDevID credential:  253 

• IDevID certification path validation according to IETF RFC 5280. Whether this validation 254 

happens with or without revocation checks is at the discretion of the CNC user.  255 

- It is the responsibility of the CNC user to supply a trust anchor configuration (set of 256 

trusted certificates or trusted public keys), a revocation check instruction (Boolean) and 257 

optionally CRL objects to CNCs. 258 

Note: the certification path validation is passed if and only if the IDevID EE certificate is the leaf of a valid certification 259 
path that ends with a CA certificate which is signed by a configured trust anchor and which is not revoked (if 260 
revocation check is enabled).  261 

• Proof-of-possession checking for the private key according to IETF RFC 7589 and 5246. 262 

Note: the proof-of-possession check is passed if and only if the IA-station possesses the private key which matches 263 
the public key in the IDevID EE certificate. 264 

• Device identity verification:  265 

- It is the responsibility of the CNC user to establish and supply to CNCs: a device identity 266 

verification policy which determines the verifiable device identity subset that shall be 267 

checked by the CNC for the IA-stations in a configuration domain. This is a subset of 268 

{description, hardware-rev, serial-num, mfg-name, model-name}. The empty subset 269 

(“no-identity-check”) as well as the whole set are allowed. 270 

- The device identity verification for an IA-station instance shall behave as follows: 271 
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o If this subset is empty, then the device identity check is passed.  272 

o If this subset is non-empty, then the CNC performs following expected vs. actual 273 

check for each verifiable device identity item in this subset: 274 

▪ The check for any item in this subset is passed if the expected value (from 275 

ietf-hardware YANG module) matches the actual value (from the verifiable 276 

device identity URN value for IEC/IEEE 60802 in the subjectAltName 277 

extension of the IDevID EE certificate). 278 

Note: this check fails if the IDevID has raw form. 279 

▪ The device identity check is passed if it is passed for all items in the subset. 280 

Note: the device identity verification is passed if and only if  all values in the verifiable device identity URN for 281 

IEC/IEEE 60802 match the values in the ietf -hardware YANG module – for all items in the device identity verification 282 
policy (unless “no-identity-check” is configured) . This protects against accidental or intentional ietf-hardware YANG 283 
module content modifications – to an extent that is subject to CNC user policy. 284 

IDevIDs in raw form (without IEC/IEEE 60802 verifiable device identity URN) may be used if 285 

the device identity verification setting option “no-identity-check” is employed. This allows to 286 

perform the NETCONF/YANG security setup from factory default for IA-stations with IDevID 287 

credentials in raw form. From CNC perspective these IA-stations remain anonymous.  288 

Note: this document does not specify a mechanism for device identity verification for IDevIDs in raw form. Whether 289 
and how device identity checks for such IA-stations are done in an offline mode is at the discretion of CNC users.  290 

6.3.3.4.2.5 Storage 291 

IDevID credentials shall be stored persistently upon an IA-station. The details for implementing 292 

this persisted storage are IA-station manufacturer-specific and out-of-scope for IEC/IEEE 293 

60802. 294 

6.3.3.4.2.6 Revocation 295 

It is the responsibility of IA-station manufacturers to report revocation for the IDevID credentials 296 

issued by them in form of X.509 CRL objects. These objects are made available in a form that 297 

allows relying parties i.e., CNC users to retrieve them at their own discretion. 298 

CNC users decide whether they support IDevID certification path validation with or without 299 

revocation: 300 

• If revocation checks are disabled, then certificate path validation shall be performed 301 

according to IETF RFC 5280, 6.1 Basic Path Validation. 302 

• If revocation checks are enabled, then certificate path validation shall be performed 303 

according to IETF RFC 5280, 6.1 Basic Path Validation and 6.3 CRL Validation. 304 

Note: it is the responsibility of CNC users to obtain up-to-date X.509 CRL objects from manufactures and make them 305 
locally available for verifiers. 306 

6.3.3.4.3 Trust Anchors 307 

6.3.3.4.3.1 General 308 

Trust anchors are input arguments for certification path validation according to IETF RFC 5280, 309 

section 6.1.1 input argument (d). Relying parties decide about these input arguments in a 310 

discretionary fashion i.e., these objects are not created and distributed as literal trust anchor 311 

objects but in a pre-material form of self-signed certificate objects. 312 

Note: the digital signature in self-signed certificates do not vouch for authenticity of this object : Actor X can issue 313 

self-signed certificates featuring the name of actor A that cannot be distinguished from self-signed certificates issued 314 
by A. Out-of-band mechanisms are needed to verify the authenticity of self -signed certificates.  315 

The trust anchors for use cases where IA-stations act in claimant role are determined by CNC 316 

users. 317 

6.3.3.4.3.2 Creation  318 

The details of the issuance and update processes for self-signed root certificates for validation 319 

of IDevID credentials are out-of-scope for IEC/IEEE 60802.  320 
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6.3.3.4.3.3 Distribution 321 

With respect to use cases where IA-stations act in claimant role e.g., NETCONF/YANG security 322 

setup and device identity verification the following model applies: 323 

• Issuers (IA-station manufacturers) create and distribute self-signed root certificates. Issuers 324 

also provide out-of-band means that allow relying parties to check the authenticity of these 325 

objects. 326 

• Relying parties (CNC users) check the authenticity of self-signed root certificates by out-of-327 

band means and decide about their acceptance as trust anchors for certification path 328 

validation in a discretional manner and configure their verifiers (CNCs) accordingly.  329 

Specifying details of out-of-band distribution and validation of self-signed root certificates is 330 

out-of-scope for IEC/IEEE 60802. 331 

6.3.3.4.3.4 Use 332 

Trust anchors for IDevID credentials are used for certification path validation according to IETF 333 

RFC 5280. This concerns CNCs with respect to the use cases NETCONF/YANG security setup 334 

from factory default, device identity verification. 335 

6.3.3.4.3.5 Storage 336 

Trust anchors for IDevID credentials shall be stored persistently upon CNCs. The details for 337 

implementing this persisted storage are out-of-scope for IEC/IEEE 60802. 338 

6.3.3.4.3.6 Revocation 339 

IA-station manufacturers are not required to support an authority revocation feature for IDevID 340 

credential certification authorities. 341 

Note to editor: an adoption of this contribution is meant to have following impact on the D1.4: 342 

- Chapter 4.8.6 in this contribution replaces the chapter 4.8.6 Secure device identity 343 

- Chapter 6.3.3 in this text contribution replaces the chapter 6.3.3 Factory default state 344 

- Additional normative references (D1.4 clause 2): IETF RFC 3986, 7525, 8069, 8141 and 345 

8446 346 

- Additional TLS cipher suites to support RSA-based signing as an option (D1.4 clauses 347 

5.6.3, 6.3.2.1.1):  348 

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 349 

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 350 

TLS_ECDHE_RSA_WITH_CHACHA20_POLY1305_SHA256 351 


