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Topic 5: PFC Management

Review current PFC management and determine new content for enhanced PFC

functions?




Existing PFC Management Contents in Spec

Variables of existing PFC management in 802.1Q( Rev d1-02) includes managed objects and DCBX TLVs.

Managed
objects

* PFCLinkDelayAllowance
* PFCRequests
* PFCIndications

12.23 Priority-based Flow Control objects

Table 12-21—Priority-based Flow Control objects

Name

Data type

Operations
supported®

(.‘onformanceh

PFCLinkDelayAllowance unsigned integer RW BE
PFCRequests unsigned integer R BE
PFCIndications unsigned integer R BE

2R =Read only access; RW = Read/Write access.
bp= Required for Bridge or Bridge component support of PFC: E = Required for end station support of PFC.

DCBX TLVs

e dcbxSet
* PFC configuration TLV
* Willing
e MBC
* PFCcap
 PFCEnable

D.1 Requirements of the IEEE 802.1 Organizationally Specific TLV sets

Table D-1—IEEE 802.1 Organizationally Specific TLVs

IEEE 802.1 TLV name TLV set TLV reference Feature clause
subtype name reference
o Priority-based Flow Control debxSet D.2.10 Clause 38
Configuration TLV

D.2.10 Priority-based Flow Control Configuration TLV

TLV type =] TLV information 802.1 OUI 8021 Willing MBC Re- PFC PFC Enable
127 string length = 6 00-80-C2 Bubtype = 11 served | cap
7 bits 9 bits 3 octets 1 octet 1 bit 1ot 2bits 4 bits 1 octet
..‘_ TLV header ....' TLV information string = 6 octets ’.

Figure D-10—Priority-based Flow Control Configuration TLV format




Existing PFC Management Contents in Spec

MIB is defined for managed objects in 802.1Q clause 17 .

Managed objects

* PFCLinkDelayAllowance
* PFCRequests
* PFClndications

Clause 17. Management Information Base (MIB)+

-'I 7.2 Structure of the MIB-

| 17.2.17 Structure of the [EEEBD21-PFC-MIB

— Table 17-23—PFC-MIB structure |

17.3 MIB module relationships

[17.3.17 Relationship of the IEEE8021-PFC-MIB to other MIB|
|modules

174 Security considerations |

| 17.4.17 Security considerations of the IEEEB021-PFC-MIB

U PFCLinkDelayAllowance |

17.7 MIB modules

—|1 7.7.17 Definitions for the IEEE8021-PFC-MIB module




Existing PFC Management Contents in Spec

MIB is defined for DCBX TLVs in 802.1Q Annex D.

DCBX TLVs

e dcbxSet
* PFC configuration TLV
* Willing
« MBC
* PFCcap
 PFCEnable

‘ D.5 IEEE 802.1/LLDP extension MIB+ |

MIB for TLVs

Table D-14—IEEE 802.1 extension MIB object group
conformance requirements

\D.5.2 Structure of the IEEE 802.1/LLDP |

extension MIB | Table D-15—IEEE 802.1/LLDP extension MIB object cross

* | reference

15) lldpXdot1debxLocPFCBasicTable
. I‘I 6) lldpXdot1dcbxLocPFCEnableTable
) — { 20) lldpXdot1dchxAdminPFCBasicTable
'D.5.4 Security considerations for IEEE 802.1| | | 21) lldpXdot1 dcbxAdminPFCEnableTable
" |LLDP extension MIB module } | ‘15} lldpXdot1dcbxRemPFCBasicTable
" | I-"'15) lidpXdot1dcbxRemPFCEnableTable
\h | 20) lldpXdotidcbxAdminPFCBasicTable
| 21) lldpXdot1dcbxAdminPFCEnableTable

D.5.5 IEEE 802.1 LLDP extension MIB module
—version 2

[vdort P € oy [ DCBXAM | DCBNM | CXBXM
LidgiXdot) debnConfigPF CTabde
lidpXdotl debuConfigPFCTxEnsble DI
PFCBasac Table
HdpXdat] debnl ocPFC Willing D1103
HdpXdotl debad ccPFCMBC D104
TdpXdot 1 debaL ocPFCCap D103
elpNedot | debosLocFFC ErableTable
[ o kL ocPFC EnablePrictit D106
| HdpXdotl dcbod ocPFCEmblEnsbied D106
[ [ 3ot debRensPFCBasic Takle
B3 Ndot | dcbe e FCWilling FENTES
ot dcbrRenP FCMBC D204
B3N dot | debeRenFFCCap D210
UdpXdot dcbrRensFFCEnsble Table
1bpXidot L dcbreR D106
(B dortd D206
TldpXdotldebxAdminPFC Basic Table
lldpXdot ] debx AdmmPFCWillmg D103
D1104
D105
HdpXdotldebxAdminPFC EnableTable
oot debx AdminPFC EmblePriamity D106
ldpXdot] debx AdeninPFCEsableEnabled D206




Existing PFC Management Contents in Spec

YANG is defined for DCBX TLVs in P802.1Qcz Annex D.

| D.6 IEEE 802.1/LLDP extension YANG+ > ‘

DCBX TLVs

[0,6.2 Security considerations |

flidp/port/pfc-tlv-extension/pfc-willing
~ D.6.2.3 Security considerations of the ieee802-dot1q-lldp- _| /lldp/port/pfc-tiv-extension/pfc-macsec-bypass-capable
| debx-tlv YANG module Slidp/port/pfc-tlv-extension/pfc-number-tc-capable
' | Ndp/port/pfe-tlv-extension/pfe-enable

* dcbxSet —
 PFC configuration TLV
* Willing
 MBC
* PFCcap |
* PFCEnable '.

1 D.6.3.3 IEEE B02.1/LLDF extension dcbxSet YANG model - Figure D-6—dcbxSet TLV modellldpname

D.6.3 IEEE 802.1 Organizationally Specific TLV |
YANG data models

D.6.4 Structure of the IEEE 802.1/LLDP |

. . Table D-15—Structure of the YANG modules & [mmissms [omr | mowmmmzrm oo
extension YANG model : =

Jaugment Jdp:lldp/lldp:port:
f :

| +--rw pfc-tiv-extension
| | +--rw willing? boolean
| +--rw macsec-bypass-capable? boolean
| +--rw number-tc-capable? dot1g-typesinum-traffic-class-

- . | type
D.6.5 Definition of the IEEE 802.1/LLDP | D.6.5.3 Data scheme definition for the ieee802-dot1g-lidp- | +--rw enable? bits
extension YANG modules | decbx-tlv YANG madule ’{augment,-"IIdp:IIdp,-’lIdp:porr,-’lIdp:remote-systems-data:|

+--ro pfc-tlv-extension
| +--ro willing? boolean
| +--ro macsec-bypass-capable? boolean
|| +--ro number-tc-capable? dot1g-types:inum-traffic-class-
type
| +--ro enable? bits

[.6.6.3 Definition for the ieee802-dot1g-lldp-dchx-tiv

D.6.6 [EEE 802.1/LLDP extension YANG modules |- ¢, o~




Problem of Existing PFC Management Contents in Spec

1) In clause 36, there is no subclause of PFC variables while other datacenter functions(e.g congestion

notification, ETS) have.

v H 36 Priority-based Flow Control (PFC)

v D 36.1 PFC operation
H 36.1.1 Overview
[d 36.1.2 PFC primitives

[1 36.1.3 Detailed specification of
PFC operation

v H 36.2 PFC-aware system queue
functions

[1 36.2.1 PFC Initiator

[] 36.2.2 PFC Receiver

PFC

Proposal

VS.

v [ 32 Congestion notification protocol

32.1 CND operations

\

32.2 CN component variables

32.3 Congestion notification
per-CNPV variables

32.4 CND defense per-Port per-CNPV

variables /

CN (QCN)

v [J 37. Enhanced Transmission Selection
(ETS)
> [d 37.1 Overview

[ H 37.2 ETS configuration parameters]

[l 37.3 ETS algorithm

D 37.4 Legacy configuration

ETS

: Subclause for PFC variables should be added.




Problem of Existing PFC Management Contents in Spec

2) Besides managed objects, PFC variables should contain internal variables.

There are internal variables related description in 36.1.3 Detailed specification of PFC operation, see figure 36-2.

BEGIN

y
PRIORITY_N_NOT_PAUSED

Priority_Paused[n] = FALSE

PRIORITY_N_PAUSED

Priority_Paused[n] = TRUE
Start priority_timer[n] (time[n] * pause_quantum)

(PFC.indication with (e[n] == 1) &&
(time[n] = 0))

(priority_timer[n] ==0) ||
(PFC.indication with (e[n] == 1) && (time[n] ==

i l(PFC.indication with (e[n] == 1) && (time[n] != 0))

)

Figure 36-2 shows several variables.
* Priority_Paused[n]

e priority_timer[n]

* pause_quantum

* e[n]

* time[n]

Figure 36-2—PFC Receiver state diagram for priority n



Problem of Existing PFC Management Contents in Spec

2) Besides managed objects, PFC variables should contain internal variables.

Priority Paused[n] :
* “The PFC Receiver entity maintains ... the Priority_Paused[n] variables, indicating the state of each of the eight
priorities.”

priority_timer[n]:
* No clear definition, only could be inferred from below description.
e “priority_timer[n] (time[n] * pause_quantum)”

pause_quantum

* No clear definition, only could be inferred from below description in later subclause (36.1.3.3 Timing
considerations)

* “This delay is equivalent to 12 pause quanta (i.e., 6144 bit times) at the speed of 10 Gb/s, 48 pause quanta (i.e.,
24 576 bit times) at the speed of 40 Gb/s, and 120 pause quanta (i.e., 61 440 bit times) at the speed of 100
Gb/s.”



Problem of Existing PFC Management Contents in Spec

2) Besides managed objects, PFC variables should contain internal variables.

eln]

» “priority_enable _vector: a 2-octet field, with the most significant octet being reserved (i.e., set to zero
on transmission and ignored on receipt). Each bit of the least significant octet indicates if the
corresponding field in the time_vector parameter is valid. The bits of the least significant octet are
named e[0] (the LSB) to e[7] (the MSB). Bit e[n] refers to priority n. For each e[n] bit set to one, the
corresponding time[n] value is valid. For each e[n] bit set to zero, the corresponding time[n] value is

invalid.”
time[n] — -
* “time_vector: a list of eight 2-octet fields, named time[0] to The request_operand_list of a PFC
time[7]. The eight time[n] values are always present !\/I_-CONTROL.request.and the
regardless of the value of the corresponding e[n] bit. Each |nd|cat|on_op.era-nd_.l|st of a PFC
time[n] field is a 2-octet, unsigned integer containing the M_CONTR.OL.mdlcann are composed of
length of time for which the receiving station is requested th_e f9|lowmg operands:
to inhibit transmission of data frames associated with p.r|or|ty_enable_vector
oriority n. ” time_vector




Problem of Existing PFC Management Contents in Spec

2) Besides managed objects, PFC variables should contain internal variables.

e[n] and time[n] come from M_CONTROL primitives.
e[n] and time[n] are used to form PFC pause frame. e[n] is not the same value as TLV field “ PFC Enable”,
: : “« ”
2 octes Control opeode = 01-01 but should be aligned with “PFC Enable”.
2 octets priority_enable_vector D.2.10.6 PFC Enable
2 octets time[0] Table D-6 shows the layout of the PFC Enable bit vector.
r-———-——-—=—-=—=—=—n Table D-6—PFC Enable bit vector
6 % 2 octets I time[n] |
L — — — — — — — — — 4
Octet: 1
2 octets timef7] Priority 7 | Priority 6 | Priority 5 | Priority 4 | Priority 3 | Priority 2 | Priority 1 | Priority 0
Bits: 7 6 5 4 3 2 1 0
iori : . ms octet Is octet
pnonty*emb!jee%:ﬁf;:: - A bit vector of 8 bits, one per priority:
time{n] valid if e[n] = 1 q el <] a) A one indicates PFC is enabled on the priority.
time[n] invalid if e[n] = 0 o o L
b) A zeroindicates that PFC is disabled on the priority.
¢) Local policy in each end of the link decides whether to use the priority if the configuration does not
Figure M-1—PFC PDU format match.

Proposal :
PFC internal variables should include Priority Paused[n], priority timer[n], pause quantum, e[n] and time[n]




Problem of Existing PFC Management Contents in Spec

3) Clause 48 YANG Data Models do not have PFC contents.
Clause 48 is YANG models for managed objects. Existing PFC has 3 managed objects.

Proposal:
YANG models of PFC managed objects should be added in clause 48.




Proposed Fix for Existing PFC Management

PFCLinkDelayAllowance

managed objects -| PFCRequests

PFCIndications
Priority_Paused[n]

.----|36.xvariables-- ST
J priority_timer[n]

internal variables = pause_guantum

Clause 36 PFC+ time[n]

e[n]

v 48.2.xxx PFC model

{43 3 Structure of the YANG models | Table 48-1—Summary of the YANG modules -~ ieee802-dot1q-PFC?

Clause 48 YANG Data Models * H —|48 4 Security con5|derat|ons| 48.4.xxx Security considerations of PFC model

\YANG for managed objects| ~| 48.5 YANG schema tree deﬁmtmnsl 48.5.xxx Schema for the ieee802-dot1qg-pfc YANG module

148 6 YANG dul ] 48.6.2 The ieee802-dot1qg-types YANG module - (add PFC contents)
modutes | 48.6.0xx The ieee802-dot1q-pfc YANG module




New(Qdt--Headroom) for PFC Management in Spec

1) Do we need a new managed object for automatic calculated headroom value?

PFCLinkDelayAllowance

* PFCLinkDelayAllowance is an existing managed object. )
| managed objectss b PFCRequests
* The definition of PFCLinkDelayAllowance is, a {PFCIndications
“PFCLinkDelayAllowance: the allowance made for round-trip

propagation delay of the link in bits” \

 There is a note to describe the function of PFCLinkDelayAllowance.

“NOTE—The PFC Initiator (see 36.2.1) can use the PFCLinkDelayAllowance parameter as one of the factors
to determine when to issue a PFC M_CONTROL.request in order to not discard frames. The parameter can
be written to adjust to different link characteristics that affect the link delay (e.g., link length or link
technology). See Annex N for an example of how to compute this parameter. “ \

Headroom has the same meaning.

 PFCLinkDelayAllowance is manually set by administrator currently. <« | Headroom has the same function,
but is calculated automatically

Proposal :
Use PFCLinkDelayAllowance to represent headroom.
Describe how to use PFCLinkDelayAllowance ------- manual setting will override automatic calculated value.




New(Qdt--Headroom) for PFC Management in Spec

2) New added TLVs.

 Two new fields in DCBX TLVs are proposed for automatic headroom calculation.

HDR cap:

1 bit taken from Reserved field, indicating if automatic headroom calculation is supported.

Internal delay:
2 octets added at the tail, representing the length of time for which the device process received PFC pause frame.

]

Proposal :

TLV type = TLV information 802.1 OUI 802.1 - Re- HDR
127 string length = 8 00-80-C2 | subtype =11 Willing MBC serveL cap JPFC cap PFC Enable Internal delay
7 bits 9 bits 3 octets 1 octets 1 bit 1bit 1bit 1bit 4 bits 1 octets 2 octets
¢—— TLV header —plg TLV information string = 8 octets >

Update D.2.10 Priority-based Flow Control Configuration TLV, adding the 2 new fields in TLV




New(Qdt--Headroom) for PFC Management in Spec

3) MIB for new added TLVs.

Proposal :
Update D.5 IEEE 802.1/LLDP extension MIB, adding contents for new added TLVs.

4) YANG for new added TLVs.

Proposal :
Update D.6 IEEE 802.1/LLDP extension YANG (in P802.1Qcz) , adding contents for new added TLVs.




Proposed Updates for New(Qdt--Headroom) PFC Management

PFCLinkDelayAllowance = Describe the relationship with headroom, and how to use it.

managed objects . PFCRequests

[ | PFCIndications

_— |
' . N Priority_Paused[n]
Clause 36 PFC# |36 variables - prmnwy_nmer[n]
- I'-, internal variables |: pause_guantum
l| time[n]
| eln]
Figure D-10—Priority-based Flow Control Configuration _ l-—l i | B o] ™ [ I|__4|
D 2 Organizationally Specific TLV definitions + }40210 PFC configuration TLV |- [ TLV format - ﬂe'_.l,._ds R
D.2.10.x HDR cap

|—
| D-2.10.x Internal delay




Proposed Updates for New(Qdt--Headroom) PFC Management

Table D-14—IEEE 802.1 extension MIB object group o
conformance requirements )

n
| X ot b onfaPFCTable
| ||'.d|'.X.:'n|I.¢:ha('wngFfoIlqu DIl
| [
g ot 1AL o PEC Willng D203
| g dot1dcbaL ocPECMBC D104
ot 1 kLo PEC Crgs |paans
| g dondobrL o PECEnahleTable I
|t dirt 1 dckm Lo PO EnablePrioriny -D: 106
1dp¥dot I dchL ocPECEnableEnabled D206

| add fields for 'local' : "HDR cap”, "internal delay”

' 1 | [ 1hdgcdon | debocRunnPFC Biasic Tt

D.5.2 Structure of the IEEE 802.1/LLDP | S e g ST
[lextension MIB | Table D-15—IEEE 802.1/LLDP extension MIB object cross T ot | ok R TCMBC DIlod
| | reference TepXdot | dckeRenBFCCap D2l0s

[ ’ et dbeRemPFCEnsbleTable
| Hdp X dot 1 debo BesPFC EnablePriosicy D106
| | Mot | e RessBFC EnableErbiled D204

| |

| add fields for ‘'remote’ "HDR cap” , "internal delay”

- ) | Tdpidot | debnAdminFFC Basic Table
D'S IEEE 802'1/LLDP EXtenSIOH MIBf Hdpebot | dese A oo FOW il D2103
ldp ot deliseA P FOMBC DI04

MIB for TLYs ' lidpXdos | debea i FOCap Dzios

Hdp ot ] deboAdminPFC EnableTahle

Ndp ot | dckee A dhrise FCEnushl ePriaity D.2i0s
NidpXos | debAdmimPFCEnableEnabled D2l06

| l. add fields for ‘admin’; "HDR cap®, "internal delay”

| 15) lldpXdot1dcbxLocPFCBasicTable

‘I I.' 16) lldpXdotldcbxLocPFCEnableTable

|| g) r 20) lidpXdot1decbxAdminPFCBasicTable
[

[ | 21) ldpXdot1dcbxAdminPFCEnableTable
i . . - | | . n " " "
||/ D.5.4 Security considerations for IEEE 802.1 | | add fields : "HDR cap®, "internal delay

| LLDP extension MIB module | 15) llidpXdot1dcbxRemPFCBasicTable

[ 16) lldpXdot1dcbxRemPFCEnableTable

" 20) IidpXdot1dcbxAdminPECBasicTable
21) lidpXdot1dcbxAdminPFCEnableTable
| | add fields : "HDR cap®, "internal delay"

III h}

—_—

= [contains PFC) = add fields : "HDR cap® , "internal delay"

\(D.5.5 IEEE 802.1 LLDP extension MIB module |
—version 2

J



Proposed Updates for New(Qdt--Headroom) PFC Management

‘ D.6 IEEE 802.1/LLDP extension YANG+ -
|YANG far TLvs|

D.6.2.3 Security considerations of the ieee802-dot1g-lldp-

— D.6.2 Security considerations | | debx-tlv YANG module

Hldp/port/pfc-the-extension/pfc-willing
Hidp/port/pfe-thv-extension/pfc-macsec-bypass-capable
/dp/port/pfc-thr-extension/pfc-number-tc-capable

. /ldp/port/pfc-tiv-extension/pfc-enable

\D.6.3 IEEE 802.1 Organizationally Specific TLV

y D.6.3.3 IEEE 802.1/LLDP extension dcbxSet YANG model

\ add fields : "HDR cap” . "internal delay”

Figure D-6—dcbxSet TLV medellldpname

| | YANG data models

D.6.4 Structure of the IEEE 802.1/LLDP \ Table D-15—5tructure of the YANG modules

extension YANG model

extension YANG maodules | debx-tly YANG maodule

|I add fields : "HDR cap” , "internal delay”

I,.....-h....u.... [P e ————— ]

laug ment l|"||::|F|:||[!|:;.|"||=:|F|:|:||:|rt:|

l +--rw pfc-tlv-extension

| | +--rw willing? baolean
| +--mw macsec-bypass-capahble? boolean

| | +--rw number-tc-capable? dotlg-types:num-traffic-class-
type
| +--rw enable? bits

_.D.G.S Definition of the |IEEE 802.1/LLDP _ D653 Data scheme definition for the ieeeB02-dot1q-lidp- Ll ‘|"“='d fields : "HDR cap”, “interna ‘J‘—'l'd}"|

~ED.6.5 IEEE 802.1/LLDP extension YANG modules}-

augment flldplldp/lldp:port/lldpremote-systems-data: |

+--ro pfc-tlv-extension

| +--ro willing? boalean

| +--ro macsec-bypass-capable? boolean

| +--ro number-tc-capable? dotlg-types:num-traffic-class-
type

| +--ro enabla? hits

-|.Jdd fields : "HDR cap” , "internal delay”



New(Qdt--MACsec) for PFC Management in Spec

Do we need a variable to enable/disable MACsec protection on PFC frame?

Discussion: how does MACsec enabled on normal MAC data frames? Any variable is defined?

Proposal : Reflect MACsec protection capability in PFC configuration TLV

1) Option 1: Reuse existing field ‘MBC’ in TLV

2) Option 2: Add a new field in TLV



New(Qdt--MACsec) for PFC Management in Spec

TLV type =
127

TLY information
string length = 6

802.1 OUI
00-80-C2

8021

subtype = 17

Willing MBC Re- PFC
served cap

PFC Enable

1) Option 1: Reuse existing field ‘MBC’ in TLV —

e Whatis MBC?

9 bits

‘_ TLY header_-,

3 octets

g

1 octet 1 bit W 2 bits 4 bits

TLV information string = 6 octets

1 octet

Figure D-10—Priority-based Flow Control Configuration TLV format

“The MACsec Bypass Capability Bit. If set to zero, the sending station is capable of bypassing MACsec processing when
MACsec is disabled. If set to one, the sending station is not capable of bypassing MACsec processing when MACsec is

disabled (see Clause 36).”

MACsec does not support PFC. So “MACsec is disable’ talks about MACsec protection on normal MAC data frames.

The station supports MACsec but it can enable or disable the capability. If MACsec is disabled, extra delay still has to be

considered for headroom when MBC is set to one.

This is aligned with description in clause 36.1.3.3 Timing considerations.
“If MACsec is supported but not used, the delay computation has to take into account the MACsec Bypass Capability
(MBC) bit in the PFC configuration TLV of DCBX (see IEEE Std 802.1Qaz subclause 38.5.4), that indicates if the link peer
needs the extra time for MACsec. If the MBC bit is set to zero, the maximum PFC delay is 614.4 ns. If the MBC bit is set
to one, the maximum PFC delay is 614.4 ns + ‘SecY transmit delay’. ”




New(Qdt--MACsec) for PFC Management in Spec

1) Option 1: Reuse existing field ‘MBC’ in TLV

* ‘MBC’ has different meaning with PFC MACsec capability.

Condition A queue shall go into paused state in no more,
: ~— enabled -t 614.4 ns + ‘SecY transmit delay’ i
! — Support — : | :
: — MBC=1 ;i 614.4 ns + ‘SecY transmit delay’ :
' Normal MACsec — — disabled —— ; ; ;
: ~—— MBC=0 i i+ 614.4ns i
: — Notsupport .l: fffffff 614.4 ns :
Condition Internal delay needs ,
! ——— Support (enabled) : ****** ‘SecY transmit delay’ (for PFC frame ?) :
. PFC MACsec b |
: — Not support (disabled) L 0 !

“‘SecY transmit delay’ is defined as the
wire transmit time for a maximum sized
MPDU + 4 times the wire transmit time for

ion1hasi MBC cann r .
Optio as issue, MBC cannot be reused 64 octet MPDUSs. ”




New(Qdt--MACsec) for PFC Management in Spec

2) Option 2: Add a new field for MACsec protection on PFC frame in TLV

 MACsec cap: The MACsec capability bit. If set to zero, the sending station is NOT capable of protecting PFC frame
by MACsec. If set to one, the sending station is capable of protecting PFC frame by MACsec.
* Take the reserved 1 bit as MACsec cap field. TLV information string length does not change.

MACsec
cap
TLV type = TLV information 802.1 OUI 802.1 - Re- HDR
127 string length = 8 00-80-C2 subtype =11 Willing MBC served | cap PFC cap PFC Enable Internal delay
7 bits 9 bits 3 octets 1 octets 1 bit 1 bit 1 bit 1 bit 4 bits 1 octets 2 octets
4—— TLV header —— |- TLV information string = 8 octets >
TLV type = TLV information 802.1 OUI 802.1 - MACsec || HDR
127 string length = 8 00-80-C2 subtype =11 Willing MBC cap cap PFC cap PFC Enable Internal delay
7 bits 9 bits 3 octets 1 octets 1 bit 1 bit it 1bit 4 bits 1 octets 2 octets
¢——— TLV header —— - TLV information string = 8 octets >

Option 2 is preferred.




Proposed Updates for New(Qdt--MACsec) PFC Management (option 2)

5 N 2 il
R — | TLY mlormialan #ing = B ets 4-|
)\ add fields : "HDR cap” , "internal delay”
| add field : "MACsec cap”

-

Figure D-10—Priority-based Flow Control Confnguratinnx
TLV format

D.2.10 PFC configuration TLV &+ |
._ J|~D.2.10.x HDR cap

'.I"'~-| D.2.10.x Internal delay

\/D.2.10.x MACsec cap




Proposed Updates for New(Qdt--MACsec) PFC Management

Table D-14—IEEE B02.1 extension MIB object group
B

D.5 IEEE 802.1/LLDP extension MIB+

MIB for TLVs:

'D.5.2 Structure of the IEEE 802.1/LLDP |
If" extension MIB

conformance requirements

| Table D-15—IEEE 802.1/LLDP extension MIB object cross
| reference

|| e

15) lldpXdot1debxlocPFCBasicTable

[ 16) lldpXdot1debylacPFCEnableTable

20) ldpXdotldcbxAdminPFCBasicTable

- 21) lldpXdot1 debxAdminPFCEnableTable

II add fields : "HDR cap” , "internal delay”

|| D.5.4 Security considerations for |[EEE 802.1|
LLDP extension MIB module

| add field : "MACsec cap”

15 ldpXdaotldebxRemPFCBasicTable

—version 2

l'r 16) ldpXdotldecbxRemPFCEnableTable

[ 20} lldpXdot1dcbxAdminPFCBasicTable

2 1721) IldpXdot! decbxAdminPFCEnableTable

add fields : "HDR cap® , "internal delay®

l.l add field : "MACsec cap”

| D.5.5 |EEE 802.1 LLDP extension MIE module \ (contains PFC)

option 2

' L
ipXdkoe | debaonfigf P Table

|IHI\WI¢hEulhiPIFTwEvNe Dz

Dot Lo PP Willing
T Xobo Lol o PEOMBE

Tt b PO Cap D110

U | Al o PFCEnlsle Takle

Ddp ot b bocl o PEC Enabd e Py D2H0E

Tk Xabot b bl PP ErableEnabled D2

|r add fields for ‘local’ : "HDR cap® , “internal delay”

| add field for ‘local' : "MACsec cap®

i T Xcdot bR FCRasic Table

Tk b PO Wil Ly

g Ndod | b PO MR

I bR PO ap

T Kot bl FC Frable Takla

|Ilrl,-\.|=~n|=.m>\.m-'| © Enablabrionty [R0T

|Il.l;WLA.Lu3u||?F\.'Eu!lchlblc|.l D2I0s

add fields for ‘remote’: "HDR cap” , "internal delay”

| add field for ‘remote’ : "MACsec cap”

[ MedpM ok | detre A chronPFC Rasic Table

e kb FC Wil D21}

L D2ins

T Cop D2ins
gkt e AP FC st Tk

[T e Ty D216

M A e PP C Bt beErbled [p2ms

add fields for "admin’: "HDR cap” , "internal delay”

| add field for "admin’ : *“MACsec cap”

add fields : "HDR cap” , "internal delay”

[ add field : "MACsec cap”




Proposed Updates for New(Qdt--MACsec) PFC Management (option 2

Adp/portfpfc-the-extensian/pfe-willing
/dp/port/pfc-thv-extension/pfc-macsec-bypass-capable

- - - 1 D2 : | i ftha i 2-dotla-ldn-  /dp/port/pfe-th-extension/pfc-number-tc-capable
|D.6.2 Security considerations 1, dch:_flfﬁ,;”':g :‘i';ﬂf:'at'”"” the leeed02-dot1q-lkp- o 1o rpartspfc-thv axtension/pfcanabla

[ L add fields : "HDR cap” . "internal delay”
| | add field : "MACsec cap”

| |D.6.3 IEEE 802.1 Organizationally Specific TLV
[|YANG data models

y D.6.3.3 |EEE 802.1/LLDP extension dcbxSet YANG model -« Figure D-6—dcbxSet TLV modellldpname

| add fields : "HDR cap” , “internal delay”
| add field : "MACsec cap”

H D.6 IEEE 802.1/LLDP extension YANG=~ [|

YANG for TLVs extension YANG model , Table D-15—>5tructure of the YANG modules e i i'*"“"“‘" 52| Ottty Opr=: TU ]

] augment .-'IIdp:IIdp.-'IIdp:pnrt:l

! +--rw pfc-tiv-extension
| | +--rw willing? baolean
| | +--rw macsec-bypass-capable? boolean
| ‘ | +--rw number-tc-capable? dotlg-types:num-traffic-class-

| type
|| | +--rw enable? bits

|| add fields : "HDR cap” , "internal dclu}"l
I'._ [0.6.5 Definition of the |EEE 802.1/LLDP _ D.6.5.3 Data scheme definition for the ieeeB02-dot1q-lidp- -|é“1d field : "MACsec cap”
‘ extension YANG modules | debx-tlv YANG module augment /lldplidp/lidp port/lidp:remote-systems-data: |

| +--ro pfe-tiv-extension

| +--ra willing? boolean
| | +--ra macsec-bypass-capable? boolean

| +--ro number-tc-capable? dotlg-typesinum-traffic-class-
| type

| +--ra enable? bits

add fields : "HDR cap” , "internal oelay‘_

| -|add field : "MACsec cap”
|

{D.6.6 IEEE 802.1/LLDP extension YANG modules k&
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Topic 1: PFC interface stack diagram (1/2)

Figure 36-1 in 802.1Q seems to illustrate a simple PFC interface stack. However, the

figure has issues.

* |t draws the wrong boundary between 802.1 and 802.3.

* |t does not reflect the correct logic of the PFC mechanism.

* |tshows communication between transmission queues to the same LAN, but PFC asserts back pressure
from a reception queue on the LAN to a transmission queue. Or propagates back through a bridge

through the reception queue to the transmission queue.

Explanation/Solution:

* Adda new figure showing how PFC propagate hop by hop across the network.

PFC pause frame is initiated when ingress port receiving queue is above headroom threshold.
Pause frame stops upstream port egress transmit queue.

The pause on the port egress transmit queue impacts different port ingress receive queues of the same switch.
This is internal backpressure.

* Internal backpressureis implementation dependent.
Higher layer entities (e.g. spanning tree) have no direct interaction with the PFC entity. When higher layer
entity frames are put in a PFC enabled queue it may be paused by PFC.

*  Most likely, higher layer entity frames are putinto a high priority queue which does not apply PFC.

* Addinformative text

Describe bridge internal backpressure which is importantin PFC propagation, but implementation dependent.
Describe higher layer entity relationship with PFC entity.

Station 1

SRS

Transmission
selection

PFC ) amememmmn

M_CONTROL

M_CONTROL

Station 2

Transmission
selection

point-to-point full duplex link

Figure 36-1—PFC peering
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Topic 1: PFC interface stack diagram (2/2)

* Redraw figure 36-1, still focus
on PFC peering.

e 802.1/802.3 boundary is
between MACsec and MAC
control.

 Clearly distinct reception queue
and transmission queue on each
peer.

* Add MACsec protection on PFC
into the figure

PFC capable entity

PFC Entity

M_CONTROL.requrest

PFC Initiator

Bridge Port Connectivity

M_UNIDATA.requrest l

(1sS)

(Iss)
MACsec

(MCF)
MAC Control

MA_DATA.requrest \|/

\I/ MA_DATA requrest
(MAC) ———

MAC

PFC aware entity

v

PFC Entity

M_CONTROL.indication

PFC Reciever

Bridge Port Connectivity

_UNIDATA.indication

(1sS)

MA_CONTROL.indication

(MCF)
MAC Control

MA_DATA.indication /|\
— (MAC)

(MAC)
MAC

Point-to-point full duplex link

MCF: Interface to MAC client
MAC: interface to subordinate sublayer

T MA_DATA.indication



Topic 2: PFC and link aggregation

How does PFC function when the link is an aggregated link? Do we pause each physical

queue independently?

Explanation:
e 802.1 hasno clear description how PFC works

together with link aggregation. PEC swareicapable entities .
_ _ . Logical queuesis LT
* Implementations typically assert PFCon a Ry oty Entty  Eniy
single physical link, not the logical link. ‘ﬂI: H é é
F 3 F 3
* .1Qclause 36.1 specifies “PFCis a function = 5 (E55) = 3
) ) O a8 Support of the EISS (802.1Q 6.9) o 3
defined only for a pair of full duplex MACs 32 B 8 ——ps8 — 5|2 25
o ) pa] A= o Bridge Port Connectivity (802.1Q 8.5.1) S A=]
(e.g., IEEE 802.3 MACs operating in point-to- B 2 (58) |
. -.'En- 3 Framalﬂnlla-c.mn and I:Ilrsl.nl:uumn % 3
point full-duplex mode) connected by one A B Link Aggregation (802.1AX) -—-—---—--— o B
Agagregston/Parser Multiplexer Aggregston/Parser Mulbiplexer
int-to-point link” = 159 = =
po 0-po MAC Cortrol MAC Control

* Figure on the right implies the queue on the

MAC MALC
logical port, is not aware of PFC status of I 2

individual physical ports.

Proposal: add PFC and link aggregation relationship contents in annex, describing pause one link leading to pause all aggr links



Topic 3: MAC privacy protection(802.1AEdk) on PFC

MACsec protects PFC payload, but it is still possible for an attacker to observe the pattern of PFC

frames ( transmission frequency, packet size etc.) and obtain privacy information. Important in high

security cases (e.g. government, financial). Do we need more secured way to protect PFC?

Explanation/Solution:

e Using MAC privacy protection on PFC has Pros & Cons.

* Pros: Protect privacy information, more secured.

* Cons: Introduce extra delays for transmission, hard to get
headroom, may require a larger buffer as headroom; Privacy
channel will tunnel PFC to remote and possibly multiple
destinations.

* Solution: PFC stays above MAC Privacy protect layer

* By default, PFC passes through the layer

* If PrYis enable for PFC, describe the limitation.

802.1

802.3

PFC Initiator PFC Reciever
PFC Entity PFC Entity
M_CONTROL.requrest M_CONTROL.indication
Bridge Port Connectivity Bridge Port Connectivity
(1sS) (1sS)
M_UNIDATA.requrest:]/ M_UNIDATA.indication
(1sS) (1ss)
MAC privacy protection MAC privacy protection
(1ss) @1ss)
MACsec MACsec
MA_CONTROL.requrest MA_DATA.requrest MA_CONTROL.indication MA_DATA.indication
— (MCF) (MCF) — (MCF) (MCF)
MAC Control MAC Control
MA_DATA.requrest \|/ \|/ MA_DATA.requrest MA_DATA.indication T T MA_DATA.indication
— (MAC) (MAC) = — (MAC) (MAC) ——
MAC MAC

Point-to-point full duplex link

MCF: Interface to MAC client
MAC: interface to subordinate sublayer



Topic 4: Where to specify PFC shim?

In previous contributions, the shim (used for mapping MAC control primitives to MAC service primitives) is

proposed to be specified in .1Q clause 6.7 “Support of the MAC Service” . Perhaps this is not the proper

place, otherwise most of 802.1Q (PBNs, PBBNs, CFM, ...) would have been in 6.7 together with 802.1AX,

802.1AE.

Explanation/Solution:

 CFM adds a new clause to specify the shim.

e “CFM Entities (Clause 19) are specified as shims that make use of and provide the ISS

or EISS (IEEE Std 802.1AC, 6.8, 6.17) at SAPs within the network. ”

e “19. CFM entity operation ”

* For PFC shim, propose to add a new subclause under clause 36.



