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PARTICIPANTS HAVE A DUTY TO INFORM THE IEEE

08 June 2021 – Slide 1/4

Participants shall inform the IEEE (or cause the IEEE to be informed) of the 
identity of each holder of any potential Essential Patent Claims of which they 
are personally aware if the claims are owned or controlled by the participant 
or the entity the participant is from, employed by, or otherwise represents

▪ Participants should inform the IEEE (or cause the IEEE to be informed) of the identity of any 
other holders of potential Essential Patent Claims

Early identification of holders of potential 
Essential Patent Claims is encouraged
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WAYS TO INFORM IEEE

08 June 2021 – Slide 2/4

▪ Cause an LOA to be submitted to the IEEE SA (patcom@ieee.org); or

▪ Provide the chair of this group with the identity of the holder(s) of any and all such claims as 
soon as possible; or

▪ Speak up now and respond to this Call for Potentially Essential Patents

If anyone in this meeting is personally aware of the holder of any patent claims that are 
potentially essential to implementation of the proposed standard(s) under consideration by this 
group and that are not already the subject of an Accepted Letter of Assurance, please respond at 
this time by providing relevant information to the WG Chair
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OTHER GUIDELINES FOR IEEE WORKING GROUP MEETINGS

08 June 2021 – Slide 3/4

▪ All IEEE SA standards meetings shall be conducted in compliance with all applicable laws, 
including antitrust and competition laws.

▪ Don’t discuss the interpretation, validity, or essentiality of patents/patent claims. 

▪ Don’t discuss specific license rates, terms, or conditions.

▪ Relative costs of different technical approaches that include relative costs of patent licensing terms may be 
discussed in standards development meetings. 

▪ Technical considerations remain the primary focus.

▪ Don’t discuss or engage in the fixing of product prices, allocation of customers, or division of sales markets.

▪ Don’t discuss the status or substance of ongoing or threatened litigation.

▪ Don’t be silent if inappropriate topics are discussed. Formally object to the discussion immediately.

---------------------------------------------------------------
For more details, see IEEE SA Standards Board Operations Manual, clause 5.3.10 and 

Antitrust and Competition Policy: What You Need to Know at 
http://standards.ieee.org/develop/policies/antitrust.pdf
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PATENT-RELATED INFORMATION

08 June 2021 – Slide 4/4

▪ The patent policy and the procedures used to execute that policy are documented in the:

• IEEE SA Standards Board Bylaws
(http://standards.ieee.org/develop/policies/bylaws/sect6-7.html#6) 

• IEEE SA Standards Board Operations Manual
(http://standards.ieee.org/develop/policies/opman/sect6.html#6.3)

Material about the patent policy is available at
http://standards.ieee.org/about/sasb/patcom/materials.html

If you have questions, contact the IEEE SA Standards Board Patent 
Committee Administrator at patcom@ieee.org

http://standards.ieee.org/develop/policies/bylaws/sect6-7.html#6
http://standards.ieee.org/develop/policies/opman/sect6.html#6.3
http://standards.ieee.org/about/sasb/patcom/materials.html
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IEEE SA COPYRIGHT POLICY

By participating in this activity,
you agree to comply with the IEEE Code of Ethics,
all applicable laws, and all IEEE policies and procedures including,
but not limited to, the IEEE SA Copyright Policy.

▪ Previously Published material (copyright assertion indicated) shall not be presented/submitted to 
the Working Group nor incorporated into a Working Group draft unless permission is granted. 

▪ Prior to presentation or submission, you shall notify the Working Group Chair of previously 
Published material and should assist the Chair in obtaining copyright permission acceptable to 
IEEE SA.

▪ For material that is not previously Published, IEEE is automatically granted a license to use any 
material that is presented or submitted.
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IEEE SA INDIVIDUAL WG PARTICIPANT BEHAVIOR
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IEEE SA INDIVIDUAL WG PARTICIPANT BEHAVIOR



9

IEEE SA INDIVIDUAL WG PARTICIPANT BEHAVIOR



ORGANIZATION PLAN
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FROM SHOR'S ALGORITHM TO MOSCA'S THEOREM

https://arxiv.org/abs/1905.09749v3
https://arxiv.org/abs/quant-ph/9508027


POST-QUANTUM CRYPTOGRAPHY
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Hash
based

Lattice
Based

Multivariate 
based

Current public-key cryptographic standards (RSA - ECC) are based on mathematical problems 
difficult to solve for classical computers but easy to solve for a quantum computer.

Example : Multivariate cryptography → hard problem 
solving a system of non-linear equations

Isogeny
based

POST QUANTUM CRYPTOGRAPHY (PQC)  : NEW HARDER
QUANTUM-RESISTANT MATHEMATICAL PROBLEMS



ON GOING PROCESS OF NEW QUANTUM RESISTANT CRYPTOGRAPHIC STANDARDS THROUGH NIST

POST-QUANTUM CRYPTOGRAPHY
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“Quantum risk is now simply too high and can no longer 
be ignored« , US NIST, 2016.

NIST step 1 - 2016 - 2018

NIST step 2 - 2019 - 2020

NIST step 3 - Final - 2020 - 2022

Several cryptographic functions selected

for standardization in 2022

NEW POST-QUANTUM VERSION OF PROTOCOLS NEED TO BE PROPOSED



Third Round Candidate Announcement (July 22, 2020)
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PUBLIC-KEY ENCRYPTION AND
KEY-ESTABLISHMENT ALGORITHMS

Classic McEliece

CRYSTALS-KYBER

NTRU

SABER

DIGITAL SIGNATURE ALGORITHMS

CRYSTALS-DILITHIUM

FALCON

Rainbow

ALTERNATE CANDIDATES

BIKE

FrodoKEM

HQC

NTRU Prime

SIKE

ALTERNATE CANDIDATES

GeMSS

Picnic

SPHINCS+

https://csrc.nist.gov/News/2020/pqc-third-round-candidate-announcement
https://classic.mceliece.org/
https://pq-crystals.org/
https://ntru.org/
https://www.esat.kuleuven.be/cosic/pqcrypto/saber/
https://pq-crystals.org/
https://falcon-sign.info/
https://www.pqcrainbow.org/
https://csrc.nist.gov/Projects/post-quantum-cryptography


PQC@IETF (1/2)
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IETF

Cryptography

CTRG LAMPS

X.509/CMS

TLS

Hybrid KEM

IPSECME

Hybrid KE/
fragmentation

SAGG

Orphean
protocols

https://standards.ieee.org/project/2995.html
https://standards.ieee.org/project/2995.html
https://standards.ieee.org/project/2995.html
https://standards.ieee.org/project/2995.html
https://standards.ieee.org/project/2995.html
https://standards.ieee.org/project/2995.html


PQC@IETF (2/2)
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✓ Hybrid : post-quantum and classical
✓ Gap : no standard for hybrid 

✓ Global strategy 
✓ First step using a PSK
✓ Second step hybrid KEM
✓ Last step full post-quantum ! Authentication+Key-Exhange

✓ Trend : KEM-based authentication (TLS) 



19

https://datatracker.ietf.org/group/qirg/documents/
https://irtf.org/qirg


20

https://datatracker.ietf.org/doc/draft-hoffman-c2pq/07/
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https://datatracker.ietf.org/doc/rfc8784/
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https://www.ietf.org/id/draft-uni-qsckeys-00.html
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The Security Task Group of the 802.1 WG considers the PQC
for MACsec (Media Access Control Security): MKA (MACsec Key Agreement) and EAP
(Extended Authentication Protocol). A coordination is already initiated and 
needed between 802.1 WG and P1943.

IETF (Internet Engineering Task Force)/IRTF (Internet Research Task Force)



TOWARDS POST-QUANTUM MACSEC

Using a Pre-Shared Key
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TOWARDS POST-QUANTUM MACSEC

Using QKD to secure MacSec
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DURING THIS MEETING

• NIST Standards are coming soon

• IETFs protocols are being adapted

• Proposals already exist for pqMACsec

• Need for unification of transition methods and hybrid 

architecture

FOR THE NEXT WG MEETING

• Join the 802.1 WG as a Member

• Set up a liaison between 802.1 WG and P1943

30


