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DARWINISM AND THE ISM BANDS

JIM LOVETTE
APPLE COMPUTER, INC.

I love fool’s experiments. I am always making them.
Charles R. Darwin, Letters, 1887,

I. INTRODUCTION

Apple has previously described a frequency hopping technology that employs error-correcting
measures to achieve robust data delivery in an inherently hostile spectrum environment. This
paper will trace how the “ISM bands” have developed in the nearly nine years since they were
made available for communications, and will suggest that the 2400 MHz band is following the
development archetype of the 900 MHz band, offset by several years. If so, there are
overwhelming reasons to believe that the 2400 MHz band will be a feral territory for operation of
wireless LANs. The transmission methods most likely to survive are those that are adapted to
this environment and able to deliver customers the quality of service required to create and
expand a viable market, in the presence of the unpredictable interference from primary licensed
users, from high-powered in-band devices and from other unlicensed applications.

We also will briefly discuss implications of last month’s change, resulting from
Congressional action, of the regulatory aegis for much of the 2400 MHz band.

II. THE ISM BANDS

The first thing we have to recognize is that the “ISM” bands were never intended for
communications. They were, and still are, designated primarily for just what their oft-misused
moniker suggests: industrial, scientific and medical uses of RF energy, to heat and light and cure,
to identify and locate, and a myriad other tasks beneficial and even essential to our society. A
close look at the rules for those primary usages of the band show that there are no limits on the
radiated power that ISM devices can emit, within “their” bands. No limits at all.!

Here is the formal descriptor for ISM, as stated in ITU, Radio Regulations, Resolution 68,
Geneva, 1982, and replicated currently in the Definitions in Part 2.1, FCC Rules (CFR 47):

“Industrial, Scientific and Medical (ISM) (of radio frequency energy) Applications.
Operation of equipment or appliances designed to generate and use locally radio-frequency
energy for industrial, scientific, medical, domestic or similar purposes, excluding
applications in the field of telecommunications.”

1 “ISM equipment operating on a frequency specified in §18.301 is permitted unlimited radiated energy in the band
specified for that frequency.” FCC §18.305 (a).
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(emphasis added)

When the inventive Dr. Mike Marcus of the FCC set out in 1981 to find a home for newly
rediscovered spread spectrum technology, many ideas were considered, including allowing the
overlay of 70-Watt devices on TV broadcast spectrum. Ultimately, the FCC decided that, while
the ISM bands were far from ideal, little harm would be done to the ISM emitters by giving
spread spectrum purveyors opportunistic access to what they fondly call the “garbage bands.”

Urged on by an eager communications industry, the FCC adopted Rules on May 9, 1985,
permitting constrained implementations of spread spectrum in the ISM bands.

To the dismay of the FCC, that industry then took its time developing communications
products. The first equipment authorization under the new rules wasn’t granted until four years
later, on August 10, 1988, to Telesystems SLW of Canada. Reflecting the snail’s pace of the
regulatory “un-due process,” almost before products began to be developed, the FCC was asked?
to revise their rules, in some cases to clarify them but also to allow much greater bandwidth for
frequency hopping systems which had been limited to a bandwidth of only 25 kHz .

Even before there was any significant band development, confrontations surfaced between
the upstart unlicensed Part 15 devices and emplaced users of the band,3 a process that continues
and is even heating up today. This provoked the FCC to articulate its philosophies about
communications devices using the ISM bands:

“As far as interference to the Part 15 device is concerned, this was not something we even
really addressed when we opened up bands to Part 15 operation. There was concern over
whether we should even (do so) because of the large and increasing number of high-power
authorized services in (the bands).”4

These philosophies still appear to prevail. One manufacturer asked what would happen when
products receive interference. An FCC spokesperson replied:

“I think that, sir, you have had prior notice that you are operating on a sufferance basis. . .
You made a marketplace decision. If you succeed, then you reap the benefits of the
success. If you fail, then you've taken your chances and lost. Part 15 is still Part 15.” 5

IIl. DEVELOPMENT OF THE ISM BANDS.

Those who cannot remember the past are condemned to repeat it.
George Santayana, 1906.

2 By Apple, California Microwave and others.
e.g., Sensormatic Corporation, maker of anti-shoplifting devices.
4 John Reed, FCC Engineer, during FCC presentation at a TIA-sponsored Part 15 seminary in July, 1989.
5 Frank Rose, of the FCC, at same event. Both as quoted in Federal Communications Technology News (“FCTN").
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In July, 1990, (neatly coinciding with the transmutation of 802.4L to 802.11), the FCC
released its revised, more useful spread spectrum rules, now permitting 0.5 and 1.0 MHz-wide
frequency hoppers. Even at this outset, apprehensions about harmful interference to wireless
LANSs were keenly felt. The PAR for the IEEE Committee read:

“The initial effort will be for the ISM bands and to consider the use of additional bands
beyond ISM. However, these ISM bands are already heavily used, and it is felt that
service degradation from other users will happen, increasing with time.”

Other parties expressed similar concerns. NCR, for example, advised the FCC that while the
ISM bands “currently provide acceptable service to users of wireless LANs, . . . [t}he ISM bands
will necessarily become less and less serviceable for large scale ubiquitously available radio
services over time.”6

IBM stated to the Commission that “[t]he experiences with shared ISM frequencies . . . make
clear that the acceptance of wireless LAN technology depends upon an assurance against
interference.”’

Apple dwelt at length on the subject in its “Data-PCS” petition, saying that:

“Apple has concluded that . . . operation in the ISM bands ultimately will be unworkable,
because there is a strong likelihood of unpredictable, and essentially uncontrollable,
interference in the ISM bands. . . . Accordingly, given present and anticipated operating
conditions in the ISM bands, it would be reckless for the computer industry to ignore these
trends and expect ISM frequencies to be a realistic medium for Data-PCS operation
through the decade.”

IEEE 802 told the Commission that:

“IEEE 802 now has work underway to prepare a LAN standard for data communication
over a radio medium. This work is currently exploring the frequency bands for ISM using
the Commission’s spread spectrum rules. Data communication in the ISM bands is
unprotected from higher power transmitters. . . . In addition, many other services are
evolving under Section 15.247 and the ISM bands will over time have limited usefulness
for data communication.”8

In spite of continuing industry-wide worries about interference, the growth in the rate of
equipment authorizations over the last four years has been remarkably smooth, marred only by a

6 NCR Comments on RM 7618, April 10, 1991.

7 IBM Comments on RM 7618, April 10, 1991

8 Response of the IEEE 802 Local Area Network Standards Committee to the FCC’s PCS NOI., Gen Docket 90-
314.
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slight decline in 1993. The 22 certifications issued for 900 MHz equipment,® and the six issued
for 2400 MHz apparatus, !0 in the first seven weeks of 1994, blizzard shutdowns at the FCC labs
notwithstanding, suggest that the pace may even be accelerating. (See Fig. 1, next page).
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Figure 1. FCC Equipment Authorizations

Most users of the ISM bands, however, including most 802.11 participants, would probably
offer no first-hand anecdotal evidence of harmful interference in the 2400 MHz band from
unknown sources (or even from known sources other than microwave ovens). Why, then, does
Apple advocate a frequency-hopping protocol that is specifically adapted to survive interferers?

IV. SPECIFIC ISM BANDS

9 These include some cordless phones, wireless mikes, a “personal detection unit” and other devices not in 802.11’s

interest areas.

10 Which include products from WINData, Proxim, Symbol Technologies, and two field disturbance sensors.
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A) 900 MHz. Is it a useful prototype?

In spite of concerns about interference, manufacturers started introducing Part 15 products for
communications in the 900 MHz band because there was, in effect, no alternative. In 1990, some
14 consumer/residential video distribution devices alone were certified. More recently, 900 MHz
cordless telephones are proliferating, along with a variety of wireless data devices. RF-actuated
identification transponders, and their sometimes-powerful base stations, are also becoming
ubiquitous, in stores and offices and even along highways.

What is shown in Figure 1, above, is only part of the story; it does not include, among other
things, licensed applications and their related devices (or, of course, microwave ovens).

A case in point:

Last year, the FCC proposed to allow automatic vehicle monitoring (AVM) systems, that
have been developing in the 900 MHz band under interim Rules, to emerge full-blown as a
permanent, primary user of all the 902-928 band, deploying virtually ubiquitous base station
transmitters of 300 watts ERP.!l  Teletrac, for example, has amassed licenses for
constructing at least 986 transmitters in the band, with six or more high power base
transmitters in many cities to assure coverage. Ameritech has obtained hundreds of similar
licenses. As of last June, Teletrac systems in only six cities had been “turned on,” but
Teletrac had already attempted to shut down Part 15 devices because of claimed
interference. 12

Sparked by threats that AVM could render the band unusable by other applications,
unlicensed 900 MHz equipment makers formed the Part 15 Coalition to represent their
interests.13

In pleadings before the FCC on AVM, many companies have described their use of the
900 MHz band in terms that, when taken together, foreshadow an awesome number of
devices and systems “in the works” for deployment in the 902-928 MHz band. Some
highlights:

Itron noted that more than 3 million of its utility meter-reading low-power 900 MHz
transmitters have been installed.

11 See FCC NPRM on RM-8013, released April 9, 1993. To get ahead of the sequence of this paper, the FCC also
calls attention to the availability of 2450-2483.5 MHz for Private Land Mobile stations. See FCC §90.75.

12 This paper will not address the right of a licensed service to force unlicensed operations to be stopped in cases of
interference.

13 Recently, the Coalition counted more than 40 members, including numerous 802.11 participants. The
organization states that its members have invested “nearly 2 billion dollars” to date on 900 MHz equipment. Contact
information: Steve Shear, (408) 735-6690.
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Clinicom represented that it had an installed base of more than 3000 terminals used
by medical professionals on 900 MHz.

American Association of Railroads asserted that it is deploying ID tags on 1.4
million railroad cars by the end of 1995, watched by 3000-5000 tag readers
(transmitters).

American President Companies said that 4.5 million shipping containers are being
tagged.

AMTECH advised they are equipping “nearly 100,000 new vehicles a month.”
AMTECH’s transmitters use 32 watts ERP, but they point out that some systems
will require transmitters operating at 5 KW ERP and mobiles at 50 Watts each.

ADEMCO, the worlds largest maker of security equipment, pointed out that “a host
of new . . . consumer devices will be introduced to the marketplace within the
next few months. . .. The introduction of these new devices is sure to create an
untenable interference situation.”

Norand, which holds equipment authorizations for five 900 MHz devices, claims
more than 2000 installations for industrial data collection.

The Alarm Industry Communications Committee indicated that more than 200,000
alarm systems using Part 15 radio links are currently in operation.

Sensormatic tabulated sales of more than 100,000 anti-shoplifting systems (along
with “billions” of tags and labels).

Recoton said they have sold more than 300,000 consumer devices for the 900 MHz
Part 15 band, used primarily for wireless stereo headsets and speakers.

Compared with the applications mentioned above, ham operations have historically not
caused difficulties for unlicensed services operating on a secondary basis. However, the growth
of 900 MHz ham activities is of interest, since ham operators can use relatively high power
levels. Each repeater tabulated in Figure 2 represents a community of individual operators. 14

14 Note that this chart differs from Fig. 1, in that it shows the cumulative number of outstanding licenses, not new
licenses granted in the time interval.
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Figure 2. Number of HAM Repeaters

This recitation could continue on and on, with similar activities, most of which are only now
making it to the market.!5 Three years ago, it was difficult to find a signal on 900 MHz; today in
some shopping areas and industrial parks, it is almost impossible to find a quiet zone. Both
narrowband and wideband signals proliferate. 900 MHz devices can be bought at corner stores.
When the 900 MHz band has become saturated, with or without AVM, many manufacturers may
direct new product efforts to the next available band, at 2400 MHz. Most of these products will
not be 802.11-compliant.

It took more than four years after adoption of the new Part 15 Rules for 900 MHz products to
start emerging, and four more for broad market development. Now that the onslaught has
commenced, the band is close to overflow. Will the 2400 MHz band develop similarly?

B) 2400 MHz. It’s already a jungle out there.

Now this is the law of the jungle—as old and as true as the sky;
And the Wolf that shall keep it may prosper,

but the Wolf that shall break it must die.

R. Kipling, The Second Jungle Book, 1885.

Most attention of 802.11 is focused now on the 2400 MHz ISM band, even though most
WLAN equipment now being marketed operates in the 900 MHz band. That the 2400 MHz band
is already encumbered by microwave ovens has long been understood and accepted.
Characterization of their impact has been competently addressed in 802.11. Less apparent are

15 See also Ron Schneiderman, “RFID Tags Locate Growing Wireless Market,” Microwaves and RF, February 24,
1994, pp. 31-36. The article describes both 900 and 2400 MHz RF ID technologies.
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other devices that use the band, but anyone who drives with a radar detector knows how
pervasive such devices are.

Just as the specter of an AVM takeover of the 900 MHz band drew forth comments from
intended users, as reported above, a similar threat to communications in the 2400 MHz band
flushed out true “ISM” (Part 18) users of that band.

Microwave powered lighting is a nascent technology that, because it offers high
efficiencies, is being promoted by the Department of Energy and private concerns. Most
installations to date have been in industrial environments, such as parking lots, but office and
residential products will be released this year.

Fusion Systems described their lamps to the Commission: “A typical system employing
two rows of eight, 3000 Watt, lamp modules has a tunnel opening at either end . . . (and)
[o]ur best estimate is that a typical system may measure an average of 5 mW/cm?2 . . . that
computes to 33 Watts of total microwave power radiated out of the system into free space.”
Fusion’s products “currently occupy the entire 100 MHz spectrum” of 2400-2500 MHz.16

Other testimony cites “thousands of microwave powered ultraviolet lamps for industry,
with power levels ranging from 1500 to 6000 Watts per lamp module, " and installations
involving “a 16 module 48,000 Watt microwave powered lamp system.”

In addition to Fusion Systems, both Philips and GE are reported to offer 2400 MHz
lighting systems. The Smithsonian Air and Space Museum in Washington is reportedly
scheduled for installation of microwave lighting this year, and a major federal office building
in Washington may also be retrofit. Lamp modules in the 25 watt (in terms of light) range
are reportedly ready for introduction, which could place them in office locales where wireless
LANSs could be functioning (or just on the other side of a partition).

High power lighting devices which use magnetrons show similar pwave characteristics to
ovens; that is, they nominally are centered in the ISM band and occupy tens of MHz
instantaneously and more during longer periods, and as they age, they tend to drift lower in
frequency and emit more signals into their surroundings. Makers of microwave lighting and
heating devices are aware that it may become necessary to narrow their bandwidth; this can
be accomplished only at a substantial cost.

The Wireless Cable Association advised the FCC in 1991 that their members required the
2400 MHz band to bypass or supplant cable for more than 80 communities, with many
hundreds of thousands of subscribers.

The Association of Home Appliance Manufacturers told the FCC that microwave ovens
are found in 83% of homes, representing some 81 million units that do not include office use.
They also indicated that about 50% of these have been put into service in the last four years
(suggesting that many older, more leaky units still remain).

16 See Comments and Reply Comments of Fusion Systems, Inc., of FCC Docket 89-554 , which addressed satellite
allocation issues in preparation for WARC ‘92.
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The International Microwave Power Institute deduced that, based on market penetration,
over 233 BILLION (their emphasis) heating operations will be performed by microwave
ovens in the next 12 months in the U.S. They report measurements showing that a given
oven can have a radiation field variation at, e.g., 2410 MHz, of “as much as 40 dB during any
few minutes of oven operation.” They conclude that “to commit great sums of money on the
basis of presumed tolerance of microwave-oven noise with its tremendous statistical variation
could be foolhardy, indeed.”17

These comments have a surreal quality to them in the context of a communications industry.
Rarely do manufacturers claim to be vicious, predatory users of the spectrum. However, as the
intended primary beneficiary of the true “ISM” provisions in the rules, these occupants have a
priority over unlicensed wireless LANs. Like cohabiting with that fabled 800-pound gorilla, we
have to adapt to whatever it wants if we are to survive.

This list only touches the surface and has addressed only some of the many non-listening
band users; that is, those who cannot be expected to defer politely, “listen before cook,” or
docilely follow 802.11’s rules.

Obviously, there is a missing element in this discussion: the plans of the attendees and
participants in this and other 802.11 meetings. In the AVM proceeding, the EIA offered a
perspective that may be taken seriously:

“EIA/CEG firmly believes that the product available to date represents a small fraction of
the innovative devices that will soon be available for use. . . . Manufacturers are naturally
reluctant to give their competitors advance knowledge of their product plans, but design
and development work is apparently far along for many new products that use these
frequencies. . . . Scores of manufacturers, thousands of retailers, and millions of
consumers have made investments in Part 15 technologies and products.”!8

If the pattern of equipment approvals shown in Fig. 1 follows true to form, the four-year
offset for the next wave of product introductions is upon us, and products from 802.11 members
will start popping out rapidly. We would be well advised to heed history’s indicators, and
prepare our products to survive a turbulent, untamed environment where we are low on the food
chain.

V. SURVIVAL 1s THE ISSUE. THE KEY WORD IS RELIABILITY.

In this interference-prone context, Apple made its architectural decisions on its frequency
hopping system. There was no expectation that the FCC would offer regulatory palliation of any

17 The two technical reports filed by the IMPI in FCC Docket 89-554 are quite comprehensive. This writer will
provide copies on request.

18 Comments of the Consumer Electronics Group of the Electronic Industries Association, filed on FCC Docket 93-
61, June 29, 1993.
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interference problems. Apple decided at the outset that a responsible product program should use
every technical means to survive and even thrive in a domain replete with interference, and
especially with interference generators that would neither understand nor care that our products
exist.

The largest single temptation was to respond as those whose only experience says “we
haven’t experienced any interference.” Product design would be simplified. Throughput, in
marketing terms, could be somewhat higher in a totally cleared band if no measures are taken to
assure or enhance that throughput in a real life condition. Apple runs the risk of losing “bragging
rights” on performance--for a brief period of history, or until a trade journal runs benchmark tests
in at least an approximation of the real world.

However, the world has been tantalized with wireless, and formed expectations for high
reliability that must be met if the whole market isn’t to be tainted by fragile connectivity that
works part-time. Consummation of communications appears more essential than the rate at
which it is accomplished.

Apple ultimately chose a dual course:

I. To imbed carefully rationalized error-correcting-cum-channel-using schemes, taking
into account the expected nature of interference from all sources. We believe that gaining
extremely high probability of “getting through™ far overshadows any short-burst success
scheme that is intermittently unsuccessful. This approach translated, among other things, to
dispersing any single meta-packet over as much of the available band as possible, loaded with
enough coding that individual channel outages don’t produce failure of the system. This
scheme has been previously described to 802.11. As Apple stated to the FCC three years ago,

“The presence of uncontrollable interference dominates the effort to achieve adequate
throughput rates of data transmission on the ISM bands. . . . In planning spectrum
usage, it is necessary to strike a judicious balance between providing a high quality
transmission environment and burdening the channel with the additional overhead
required to assure robust data transfer.”!9

2. Apple initiated efforts to obtain spectrum that would permit only a limited variety of
defined forms of interference, from equipment intended for similar communications
purposes. At this writing, it is not clear that the allocation thus achieved will come forth
from its regulatory “spectrum purgatory.”20  When that allocation becomes available, we
expect the industry to wheel en masse, like the wildebeests traversing the Serengeti, and head
for a spectrum environment that will not require extraordinary technical measures to convey
data confidently.

19 Apple Petition, Data-PCS, RM 7618, January 28, 1991,

20 Of course, the writer is referring to Apple’s Data-PCS petition that culminated in the FCC’s allocation of a band
encumbered by hundreds of fixed-point microwave stations, that must be removed, at the cost of tens of $ Millions,
before the band can be used for nomadic data communications devices. The task is Jjust getting under way.
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In the meantime, Apple believes that its frequency hopping approach to the medium
represents the most hopeful way to achieve the data integrity called for in the PAR of 802.11.
It’s a matter of adapting to the environment and thriving in spite of it, until we can improve it.

What experience and history teach is this: that people and
governments never have learned anything from history,
or acted on principles deduced from it.

Hegel, 1832.
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Addendum

IMPACT OF THE BUDGET RECONCILIATION ACT OF 1993.

On February 10, 1994, the National Telecommunications and Information Administration
(NTIA) identified to the FCC and Congress a total of 50 MHz that could be transferred virtually
immediately from the primary domain of the NTIA, which administers all federal government
spectrum, to public use administered by the FCC. This was in response to mandates in the
budget bill, which were vestiges of the Emerging Telecommunications Act(s) of 1989-90-91-92-
93, which heretofore had never survived the congressional gauntlet. At a later time, 150 more
MHz will be similarly identified, for transfer between now and the year 2008.

Included in the first 50 MHz was 15 MHz, 2402 to 2417 MHz, that lies squarely amidst the
so-called “ISM” band addressed in this paper.

The most obvious ramification of this transfer is that the Federal Government no longer
intends to assert its right to use the band for high-powered radars. This should gladden the souls
of product designers intending to use this band.

The other side of this picture is that the FCC now will have total dominion over the band, and
can inject licensed services into it, if this seems appropriate. Considering the furor over AVM
systems, discussed above, and the turmoil about PCS, “private PCS” as proposed by public
agencies, direct broadcast satellites and other “emerging technologies,” it would be possible that
the band, bad as it is, could get worse, and be put in the hands of applications with primary status
(such as AVM). In that case, one might anticipate that these licensed primary users might find it
necessary to force interfering unlicensed, secondary services to cease operation.

Instead of assuming that the change in management of part of the 2400 MHz band will
improve our lot, IEEE 802.11 members should be vigilant and head off any measure that would
impair the 2400 MHz band. The most effective weapon will be the development of products for
the band that demonstrate substantial social utility and market success.

Jim Lovette

Apple Computer, Inc.
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Cupertino, CA 95014
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