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Abstract: This paper presents the changes to section 3 in the Draft Standard P802.111D 1 as a result of 
the Response to Draft 01 Letter Ballot processed at the March 1995 Meeting as shown in the companion 
Document P802.11-95/64. Not all Letter Ballot comments were processed at the March 1995 Meeting. 

Action: Adopt the changes in this paper to replace the relevent portions of Section 3 of P802.111D 1. 
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1. 1. 

2. 

3. MAC Service Definition 

3.1 Overview of MAC Services 

3.1.1 General Description of Services Provided 

3.1.1.1 Asynchronous Data Service 

This service provides peer LLC entities with the ability to exchange MAC Service Data Units. To support 
this service, the local MAC will use the underlying PRY-level services to transport an MSDU to a peer 
MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is 
perfonned on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be 
delivered successfully. Broadcast and multicast transport is part of the asynchronous data service 
provided by the MAC. All Stations are required to support the Asynchronlus Data Service. 

3.1.1.2 Time-bounded Services 

Time-Bounded services are implemented within the Point Coordination Function (PCF) 
as connection based data transfers. The access pOint adds connections to the polling-list 
in a best attempt to maintain the requested connection. Maintaining time bounded 
services within an ESS shall be supported. 

Since the PCF is optional. support for Time-bounded Services are also optional. 
=J:~e-boofldeQ..seNires-shaH-be-l~r6¥ided at tlle MACILLC boU8~ 
MAC-SAP}.-··Time·boonded·servWes·shall·not ·be ·intemtpted·when· ·a· statien·r~iates ·with ·a· ·new 
~ftt ESS. No feEiWremeat-is made I:lpen-the-oomintlanoe of time-OOlJllded seF\'iees 
when·a··statWB·assooia1es·with·8f\·aooess·point·that-is··oot·a·member·ef-it5-cw:rent·ESS.-

3.1.1.3 Security Services 

{For dJ .1: any changes to section 5.4 take precidence to text contained in this section} 

Security services in 802.11 shall be provided by a subset of the service described in IEEE Std 802.10-
1992, Secure Data Exchange (SDE), (clause 2) [2], hereafter referred to as SDE. The scope of the security 
services provided is limited to Station-to-Station associations. The minimum service offered by any 
802.11 implementation shall be the enciphennent of the MSOU payload. For the purposes of this 
standard, the SOE is viewed as a logical sub-layer located above the MAC sub-layer as shown in the 
reference model - section 2.4. Actual implementations of the SOE sub-layer is considered transparent to 
the LLC or other layers above the MAC sub-layer. 

The security services provided by the SDE to 802.11 are: 

1) confidentiality; 
2) authentication; and 
3) access control in conjunction with layer management. 

Threats protected against are: 
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1) unauthorized disclosure; 
2) unauthorized resource use; and 
3) masquerade. 

The IEEE 802.10 SDE [2] describes five parts to the SDE]DU: Clear Header, Protected Header, Data, 
Pad, and Integrity Check Value (lCV). 

Only the data is required, all other parts are optional to the particular implementation and the security 
services provided by the application of the SDE. All implelllt!ntations of 802.11 shall provide for 
encipherrnent of data using the default algorithrn(s). The default encipherrnent algorithm is specified in 
section 5.4. (s)-Qftl·for--!tllther-study. 
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Figure 3-1: Construction of the Strooture of,SDE_PDU 

Note 1 - The enciphered data may include expansion and/or cryptographic information. 
The Layer 2 security services provided by the SDE rely on information from non-Layer 2 management or 
system entities. Management entities communicate the information to the SDE entity through a Security 
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Management Information Base (SMIB). The implementation of the SA 1m is a local issue; however, IHU~' 
802.IOj SDE Subla,ver Management, provides information on the managed object classes (lIId allri/Jllles. 
The SMIB provides the interlace between the local System Management Application Entity (SAfAH) alld 
the LM of the protocol stack. This is illustrated in Figure 3-2: 

Remote Local 

u 

LLC 

SDE 

MAC 

Layer 2 
Mana er 

SDE SMIB 
LM 

Figure 3-2: SDE management architecture 

3.1.2 Basic Service and Options 

{For d 1.1: text needed} 

3.1.2.1 Reordering of MPDUs 

The services provided by the MAC Sublayer permit the reordering ofMSDUs. The MAC does not 
intentionally reorder MSDUs. However, since MSDUs can transit a DS, and a DS might reoder MSDUs, 
it is not possible for the MA C to guarantee MSDU ordering. 

'The·5eIViee·pfOYided·by·the·MA-C·-Sublayer·does·ROt·permit·the·rooFderieg·ofMPDUs·uansmitted·wit:h··a 
given-user··priority-:··MA:::UNlTDAT-A:inweation.·-seI'Viee·primi.Uvtls·OOfrespoodieg-te 
MA.::.UNIIDATAreqoost·l*imitives-·with·the·same·reqoostro·priority·are·reGeived··ie·the·same·0Hler··as·the 
requestprimiUvtls·were·prooessed:· 

3.1.2.2 Security Service 

As described in Section 3.1.1 .3 above, all 802.11 Wireless LANs shall provide for data encipherment in 
accordance to the appropriate sections of SDE (2]. Elements of the SDE procedures applicable to 80?.11 , 
including transmission and reception processing, are defined in this sub-clause. Other elements inCluding 
management architecture, addressing, Security Management Information Base (SMIB), and the 
definitions of the managed objects are contained in section 2.3 of IEEE 802.10 SDE [2]. 

During the association exchange, parties A and B exchange of the attribute values of the security 
association managed objects defines in IEEE 802.10 SDE [2]. These values specify the security 
parameters (e.g. algorithm, key, etc.) that will be needed for the association. 
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System I Attribute values for A , System I 

Key Mgmt. 
v J 

Key Mgmt. 
" Attribute values for B 

Figure 3-32: Initial Exchange 

The management entity enters the values for the association objects into the SMIB. This may be done by 
a secure exchange between stations using a higher layer protocol or the SMIB may be pre-established by 
other techniques (e.g. SmartCard). 

Simple Example of Security Management Information Base (SMIB) 

Station ID Remote_SDE Data Privacy Mask Algorithm 
(N-bit ID) (True = 1, (M-bit Data "Key") Number 
(Note 1) 

Sta (a) 
Sla (b) 
Sta (c) 

False = 0) (Note 2) (Note 3) 

abcd1 2987fed .. . O=Default 
0 None 0 
1 abcdef0123456789 2 

Note 1 - The station ID could be 48 bit "Ethernet like" address or other type (this is not 
necessicarily the same as the SID) 

Note 2 - The Data Privacy Mask can be either fixed or variable (max) length to accommodate a 
variety of algorithms. 

Note 3 - Algorithm Number is an algorithm number registered per IEEE 802.10. 

Tr-ansmission·prooeduf'es-;··The·transrnission·prooodufes··are·those·inYOlved·in·prooessing··an·UNITDATA
request:---+Re-fuootioos Bfe repFesenteG-as-a-f}ew-cliaFt-she~lew (Object ... ak:tes are-ooataiaetHft-t:he 
SMIB): 
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Obtain Sec_Assoc. Not Found '\. 
Notify 

from SMIS / Local Mgmt. 

Found 

Remote_SDE= 

True? 

False True 
r-- ' 

Append CRC & PAD 

if necessary 

Encipher using 

alg. & key from SMIS 

Continue MAC 

Processing 

Figure 3-3: Example of soe Transmission Procedure 

Ia·response·te·/lIl·UNITDAT-A-request·.ftem·the·bLG·sOO-layer·;·the·supplied·address·pammeter-s·are·used 
ta·sear()h·rof·Q·seeurity-·assooiatioo·ia·the·SMIB: 

1}·· .. ····!f·the-seMeh·is·suocessfuJ.;·the·data·is·pr-ooessed·ar··passed·W1pfOOOssed·ifthe--SMIB 
indi()8les·thttt·-Remete.::.SDE·=·FaJse: 

·2)·· .. ····.If·na·SOOtlflty··assooiatioo·is fouoo;·the·looal·managemen~·entity·is·RO!ified; ·This·may 
iaitiate·the··assooiatioo·prooedure,· 

Reeeptioo·Prooedures:···When-8ft·UNIIDATA-indWati0a·is-·reeeived;··pr~essiag·()IlIl·-vary-·dependi-n~·on 
the-1ooa!·managemeBt·funetions,···!f·8nY'·sootlfity·-relevant-e;x-eeptions·are·eIlCOOBtcred·during·prooessing·by 
the·.sDE-eatityi·the·looal··man~emeBt·is·RO!ified: 
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Notify 
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Sad CRC , 
/ 

Error 

Handler 

F-iguFe·~4l .. E·xampJe.·of·SDE··ReGeption·.prOGedur~ 

Befere·a·stalion-ean·proooss·an·inooming·PDU;·Q-·seeurity .. assooiatioo·shalJ.-e~st·befer-e·oommunieation·4s 
to·be·allewed: .. A-bootstfap-value,sflaU·have·Q--sooooty·associatiea·in-the .. SMIEHo·pennit-stalioos-to 
beoome-assooiated--tluoogh--a·hlghef·layef·pfOk)ool{)f--a·pre~stablished·assooiatioo: 
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3.2 Detailed Service Specification 

3.2.1 MAC Management Services 

[text needed] 

To facilitate the three distribution system services: 

• Association 

• Reassociation 

• Disassociation - including the detection of link outage 

3.2.2 MAC Data Services 

3.2.2.1 MA_ UNIT _DA TA-Request 

3.2.2.1.1 Function 
This primitive defines the transfer of a MSDU from a Local LLC sublayer entity to a single peer LLC 
sublayer entity, or multiple peer LLC sub layer entities in the case of group addresses. 

3.2.2.1.2 Semantics of the Service Primitive 
The semantics of the primitive are as follows: 

MA UNIT_DATA Request ( 
................................................................ · .... ······························· .. ··········-sour(le:::ackkessj 
----------------------------.--------~d~e~sH~.A~~~ti.e _addre&.r, 
............................... ....... ...... .. ... .... ........................ · .. · .. · .................... ·· .... ··data;· 

---------------------------------;pffirie~·*~ 
.......................................................................................................... ) 

MA_UNITDATA.request ( 
source_address. 
destination_address. 
routing_information. 
data. 
priority. 
service class 
) 

The source_address parameter (SA) shall specify an individual MAC sublayer entity address. The 
destination_address parameter (DA) shan specify either an individual or a group MAC sublayer entity 
address. The routing_information parameter specifies the route desired for the data transfer (a null value 
indicates source routing is not to be used). The data parameter specifies the MAC service data unit 
(MSDU) to be transmitted by the MAC sublayer entity. The length of the MSDU shall be less-than or 
equal to 2304 octets. The priority parameter specifies the priority desiredfor the data unit transfer 
(conention or contention-free). ·The priofity/service_class parameter specifies the pnOtlty/service_class 
desired for the data unit transfer (asynchronous or time-bounded). 
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(For dl . l:need enumeration types/or priority and service _class) 

3.2.2.1.3 When Generated 
This primitive is generated by the LLC sublayer entity whenever a MSDU must be transferred to a peer 
LLC sublayer entity or entities. This can be as a result of a request from higher layers of protocol, or from 
a MSDU generated internally to the LLC sublayer, such as required by Type 2 operation. 

3.2.2.1.4 Effect of Receipt 
The receipt of this primitive shall cause the MAC sublayer entity to append all MAC specified fields, 
including DA, SA, and any fields that are unique to the particular media access method, and pass the 
properly formatted frame to the lower layers for transfer to peer MAC sublayer entity or entities. 

3.2.3 MA_UNIT~DATA-Indication 

3.2.3.1 Function 

This primitive defines the transfer of a MSDU from the MAC sub layer entity to the LLC sublayer entity, 
or entities in the case of group addresses. In the absence of error, the contents of the data parameter are 
logically complete and unchanged relative to the data parameter in the associated MA_UNIT_DATA
Request primitive. 

3.2.3.2 Semantics of the Service Primitive 

The semantics of the primitive are as follows: 

...... ·· .......... ···· .. .... ··· .... · ...... ··· ...... ·····MA:,:UNIT-DATA-indteatien{ 
............................................................................................................. · .. · .... · .......... .. ·SEluroo~addfess-; 
......................................................................................................... · ............ · ...... · .... ·destinatien .. addr-ess·· - , 
.............. .................................................... ................. .. .................... .... ~·· .. · ...... ·· .. ·· .... -data; 
......................................................................................................................... · .. · .... · .. FeGeptiGn-.:.:status· 
........................ - ........................................................................................... · ............ pFieFity/sefVfve...:,-elass 
.............. .......................... .. ................ _ ....... - .... ........... .............. ............. .. .............. ) 

MA _ UNITDATA .indication( 
source_address, 
destination_address, 
routing_information, 
data, 
reception_status, 
priority. 
service class 
} 

The source_address parameter must be an individual address as specified by the SA field of the incoming 
frame. The destination_address parameter shall be either an individual or a group address as specified by 
the DA field of the incoming frame. The routing_infonnation parameter specifies the route desired for 
the data transfer (null for 802.11 MACs) . .. The data parameter specifies the MAC service data unit 
(MSDU) as received by the local MAC entity, and shall be less than or equal to 2304 octets in length. 
The reception_status parameter indicates the success or failure of the incoming frame. The priority 
parameter specifies the priority desiredfor the data unit transfer (conention or contention-free). ·The 
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priority/service_class parameter specifies the priority/service_class desired for the data unit transfer 
(asynchronous or time-bounded). 

{For dJ. J: need enumeration ~vpesfor reception_status, priority, and service _class} 

3.2.3.3 When Generated 

The MA_UNIT_DATA-Indication primitive is passed from the MAC sublayer entity to the LLC sublayer 
entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. Frames are reponed only if 
at the MAC sublayer they are validly formatted, received without error, received with valid (or null) privacy encryption, and their 
destination address deSignates the local MAC sublayer entity as either an individual or group member. When the rf!ceiving MAC 
sublayer entity is operating with a null privacy function, frames that are recei1'ed in error may be reported, at the option of LLC; 
however, when operating with WE? enabled, erroneous reception (e.g. CRC failure) precludes validation of the ICV. so to report such 

frames when operating with WE? enabled could constitute a breach of security. ·Ffatnes·are ·r~poFted·~ly·if.·a .. ·the·MAC 
sublayer·they··are·validly·fGTmatted;·-received·witMttt· ~rr-or;··and·ilieiF·destination·address·desigaates·the 

local··MAC-·sublayer'~Rtity: 

3.2.3.4 Effect of Receipt 

The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content of the 
frame. 

3.2.4 Contention Free Connections 

Connection setup is done once per association with an ESS, and is maintained across BSS transitions 
(reassociationsj but must be reestablished if a disassociation occurs (either due to explicit disassociation 
or timeout). 

3.2.4.1 Access Point Initiates Connection Set-up 

The following exchange will be used when an AP wants to establish a connection. 

I. AP MAC user makes Start Connection Request. lfthe AP MAC believes that it can support 
this connection then the AP MAC generates Start Connection Request frame (otherwise the 
AP MAC asserts a Connection Not Granted Indication). 

2. If the ST A MAC can support this connection then it generates a Grant Connection frame and a 
Grant Connection Indication. On receipt of the Grant Connection Frame a Grant 
Connection Indication is generated. 

Note: Only one connection request may be outstanding, with anyone station, at any given time. The 
exchange fails if no response is received before a time-out (connection set up time-out). This will result in 
a Connection Not Granted Indication. 
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AP 

__ Request Connecllon 
(Payload, Conn [D) 

Connecllon Granted 
(Conn tD) 

STA 

Figure 3-5: Connection Initiated by AP 

3.2.4.2 Station Initiates Connection Set-up 

The following exchange will be used when a ST A ",:ants to establish a connection. 

1. STA MAC user makes a Start Connection Request. If the STA MAC can support this 
connection then it generates a Start Connection Request frame (otherwise it will assert the 
Connection Not Granted Indication). 

2. If the AP MAC believes that it can support this connection request then it will generate a 
Grant Connection frame and a Grant Connection Indication. 

Note: Only one connection request may be outstanding at any given time. The exchange fails if no 
response is received before a time-out (connection set up time-out). 

AP 

Request Connection 
(Payload) 

Connection Granted 
(Conn 10) 

STA 

Figure 3-6: Connection Initiated by STA 

3.2.4.3 End Connection 

Either an AP or a station may end a connection in the following way: 

1. End Connection. 

No MAC layer negotiation is needed to end a connection. 
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Figure 3-7: End Connection 
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