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Abstract: This paper proposes changes to the D1 Draft to reflect the resolution of 
comments on Section 3 during the May 95 meeting. 

Action: Adopt the changes in this paper to update the relevant portions of 
P802.11/D1 

Introduction 
The text of section 3 is modified by this document to reflect work done at the May 1995 meeting. 
The changes are described by the following categories 

• Removal of references to 802.10 
• Removal of "dead" editorial text 
• Restructing of the section to reflect its simpler content 
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1. MAC Service Definition 

1.1. Overview of MAC Services 

1.1.1.General Description of Services Provided 

1.1.2. Asynchronous Data Service 

This service provides peer LLC entities with the ability to exchange MAC Service Data Units. To support 
this service, the local MAC will use the underlying PHY-Ievel services to transport an MSDU to a peer 
MAC entity, where it will be delivered to the peer LLC. Such asynchronous MSDU transport is perfonned 
on a best-effort connectionless basis. There are no guarantees that the submitted MSDU will be delivered 
successfully. Broadcast and multicast transport is part of the asynchronous data service provided by the 
MAC. All Stations are required to support the AsynchronousAsYBemeBms Data Service. 

1.1.3. Time-bounded Services 

Time-Bounded services are implemented within the Point Coordination Function (PCF) as connection based 
data transfers. The access point adds connections to the polling-list in a best attempt to maintain the 
requested connection. Maintaining time bounded services within an ESS shall be supported. 

Since the PCF is optional, support for Time-bounded Services are also optional. 

1.1.4. Security Services 

Security services in 802.11 shall be provided by the Wired Equivalency Privacy mechanisma sabset efthe 
seryiee deserwed Hi IEEE Std g02.10 1992, See\ire Data E].ehange (SDE), (elaHse 2) [2], hereafter referred 
to as WEPSDE. The scope of the security services provided is limited to Station-to-Station asseeiatieBsdata 
exchange. The confidentiali1;yHliNim\im service offered by any 802.11 WEP implementation shall be the 
enciphennent of the MSDU payload. For the purposes of this standard, the WEPSDE is viewed as a logical 
sub-layer located at the top of the allen the MAC sub-layer as shown in the reference model- section 2.4. 
Actual implementations of the WEPSDE sub-layer is considered transparent to the LLC or other layers 
above the MAC sub-layer. 

The security services provided by the WEPSDE inte 802.11 are: 

1) confidentiality; 
2) authentication; and 
3) access control in conjunction with layer management. 

Threats protected against are: 

1) unauthorized disclosure; 
2) unauthorized resource use; and 
3) masquerade. 

The IEEE 802.10 SDE (2] deseribes 'five parts to the SDE_PDU: Clear Header, Protected Header, Data, 
Pad, and Integrity Cheek Vame (ICV). 

_Gely the data is required, all etherpa!1s are optioaal fe the partiCl.!lar implemeetatien aBe the seeurity 
services previded by tile appiieatioe ofthe SDK All irsp.lemeRtat:iOJls ef802.11 skalll"rol,cidefer 
tlneipherment ef data \isiNg the defa\ilt algerithm(s). The defa\ilt eneiphermeBt algerithm is speeified iN 
seetien 5.4. 
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Figyre 3 1: CanstrYGtian of the Sm2_PDU 

Nate I ne eacipaered data 'm-ay induee e)tpaasLoR aReiler cryptograJ*iic iBfel'Rlatien. 
During the authentication ex.chan~e. parties A and B exchange authentication information as described in 
section y.y. 
The Layer 2 security services provided by the WEP800 rely on information from non-Layer 2 management 
or system entities. Management entities communicate the information to the .w:E£800 entity through a set 
ofMIB variables. Security MaRagemeat I-RfeFHIatiefl Base (SMffi). The implell'lsAtatioR ofilie SMlE is a 
lecal issue; hew&ver, IEEe 802. Hlf, SDg Sublayer MaaageRleRt, provides iRformatioR eR tA,e maRaged 
object classes a!~d attributes. Tae 8M:lE ",revides t;bs iflterface between the lecal System Ma!1ageRlent 
ApplicatioB gBtity (8MAg) aBel the LM efthe protocol stack. This is illHstratee is Figure :3 2: 

Remote Local 

I SMAE I I SMAE 

I I 
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I 
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Figyre 3 2: SDEa Management ArGhiteGtYre 
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1.1.5. 8asiG SeF¥iGe and Opti9ns 

1.1.6. Reordering of MPDUs 

The services provided by the MAC Sublayer permit the reordering of MSDUs. The MAC does not 
intentionally reorder MSDUs. However, since MSDUs can transit a DS, and a DS might reorden:eOOef 
MSDUs, it is not possible for the MAC to guarantee MSDU ordering. 

1.1.7.SeGurity SeF¥iGe 

As described iB Sectioa 3.1.1.3 above, all &Q2.11 'Nireless Li'.}Ols shall provide fer data eaciphermeBt iB 
accordaace to the appropriate sectioas of SOO [2]. EiemeRt:s afthe SDB pracedll:fes applicable to &02.11 
iacludiBg transa:Hssiee-aRd receptioeprocessing are dmBed in this subclause. Other elements includiBg 
maeageRleAt arcaiteoture, addressiRg, Secl:lrity MaeagemeRt lFl'fel'l'BatiaFl Base (SMIB), aRa the defi.Bitions 
afthe maaaged objeGts are coatarned iB sectioa 2J ofIEEE &Q2.1Q SDE [2]. 

Duriflg the assaciatioa eXGliaege, flarties A aBa'B eJwliaege of the attribute values of the s8cll:fity assooiatioe 
lllaeagea objects defines iR IEBE &02.10 SOO [2] . These valses spadf)' the seGurit)' parall3:etsrs (e.g. 
algoriHnH, key, etG.) that will be Reeded fer the associatioa. 

System / Attribute values for A , System I 

Key Mgmt. "-
Key Mgmt. 

Attribute values for B 

Figure 3 3: Initial ExGtlange 

T~e maRagement entity eHters tRs , .. alues for the assoeiatioR objects into tile SMIB. This ma)' be dOBe by a 
seCl+fe &xch;mge between stalioBs using a higher layer protoGo) or the SMlB may be pre est:abLished by 
other teclmiqaes (e.g. SmartCard). 

Simple E~i:ample of SecHrity Maaagemeat lafermatioB Base (S~flB) 

Station m Remote SDE Data Pl'i\'aey Masl~ l"-... lgol'ithm 
(N bit ID) ffl'ue 1, (M bit Data "Key") Numbel' 
(Nete--l1 

8ta-W 
Sta:-W 
Stu-(e1 
... 

False 0) ~ ~ 

-1- aecdI29&1fea ... Q Defffilit 
() Nooe () 

-1- aecdetl:l1234561&9 ;1 

... ... .. . 
Note I The statioa ID Gould ee 4& bit "Ethernet like" address or other type (this is Bot 

Becessicarily the same as the SID) 
Note 2 The Data Prh'acy Mask CaB ee either fixed or yariable (max) leBgth to accommoaate a 

'1ariety sf algorithms. 
Note 3 Algorithm. }offimber is aa algorithm BUIBeer registered per IEEE &02.10. 
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1.2. Detailed Service Specification 

1.2.1. MAC Data Services 

1.2.1.1. MA_UNITDATA.request 

1.2.1.1.1 . Function 
This primitive defmes the transfer of a MSDU from a Local LLC sub layer entity to a single peer LLC 
sublayer entity, or multiple peer LLC sublayer entities in the case of group addresses. 

1.2.1.1.2. Semantics of the Service Primitive 
The semantics of the primitive are as follows: 

MA_UNITDATA.request ( 
source_address, 
destination_address, 
routing_information, 
data, 
priority, 
service_class 
) 

The source_address parameter (SA) shall specify an individual MAC sub layer entity address, this SA shall 
be replaced in the MPDUs resulting from this request with the individual MAC sublayer address of the 
MAC entity to which the request is made. The destination_address parameter (DA) shall specify either an 
individual or a group MAC sub layer entity address. The routing_information parameter specifies the route 
desired for the data transfer (a null value indicates source routing is not to be used). The data parameter 
specifies the MAC service data unit (MSDU) to be transmitted by the MAC sublayer entity. The length of 
the MSDU shall be less-than or equal to 2304 octets. The priority parameter specifies the priority desired 
for the data unit transfer (contentionssH8RtisH or contention-free). The service_class parameter specifies 
the service_class desired for the data unit transfer (asynchronous or time-bounded). 

1.2.1.1.3. When Generated 
This primitive is generated by the LLC sublayer entity whenever a MSDU must be transferred to a 
peer LLC sublayer entity or entities. This can be as a result of a request from higher layers of 
protocol, or from a MSDU generated internally to the LLC sublayer, such as required by Type 2 
operation. 
1.2.1.1.4. Effect of Receipt 
The receipt of this primitive shall cause the MAC sublayer entity to append all MAC specified 
fields, including DA, SA, and any fields that are unique to the particular media access method, 
and pass the properly formatted frame to the lower layers for transfer to peer MAC sublayer entity 
or entities. 

1.2.1.2. MA_UNITDATA.indication 

1.2.1.2.1. Function 
This primitive defines the transfer of a MSDU from the MAC sublayer entity to the LLC sublayer 
entity, or entities in the case of group addresses. In the absence of error, the contents of the data 
parameter are logically complete and unchanged relative to the data parameter in the associated 
M~UNIT_DATA-Request primitive. 
1.2.1.2.2. Semantics of the Service Primitive 
The semantics of the primitive are as follows: 

MA_ UN ITDA T A. indication( 

I Submission 

source_address, 
destination_address, 
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) 

routingjnformation, 
data, 
reception_status, 
priority, 
service_class 

The source_address parameter must be an individual address as specified by the SA field of the 
incoming frame. The destination_address parameter shall be either an individual or a group 
address as specified by the DA field of the incoming frame. The routing_information parameter 
specifies the route desired for the data transfer (null for 802.11 MACs). The data parameter 
specifies the MAC service data unit (MSDU) as received by the local MAC entity, and shall be 
less than or equal to 2304 octets in length. The reception_status parameter indicates the success 
or failure of the incoming frame. The priority parameter specifies the priority desired for the data 
unit transfer (contentjonconention or contention-free). The service_class parameter specifies the 
service_class desired for the data unit transfer (asynchronous or time-bounded). 
1.2.1.2.3. When Generated 
The MA_UNIT_DATA-Indication primitive is passed from the MAC sublayer entity to the LLC 
sublayer entity or entities to indicate the arrival of a frame at the local MAC sublayer entity. 
Frames are reported only if at the MAC sublayer they are validly formatted, received without error, 
received with valid (or nUll) privacy encryption, and their destination address designates the local 
MAC sublayer entity as either an individual or group member. When the receiving MAC sublayer 
entity is operating with a null privacy function, frames that are received in error may be reported, 
at the option of LLC; however, when operating with WEP enabled, erroneous reception (e.g. CRC 
failure) precludes validation of the ICV, so to report such frames when operating with WEP 
enabled could constitute a breach of security. 
1.2.1.2.4. Effect of Receipt 
The effect of receipt of this primitive by the LLC sublayer is dependent on the validity and content 
of the frame. 

1.2.2. MAC Management Services 

To facilitate the three distribution system services: 
a) Association 
b) Reassociation 

c) Disassociation - including the detection of link outage 

1.2.3. Contention Free Connection Services 

Contention Free Connections (CFCs) Services is a set of optional connection-oriented services. Connection 
setup is done once per association with an ESS, and is maintained across BSS transitions (reassociations) 
but must be reestablished if a disassociation occurs (either due to explicit disassociation or timeout). 

1.2.3.1. Function 
Semantics of the Service Primitive 

MA_CONNECTION_START.request ( 

When Generated 

Submission 

maximum _ msdu _size, 
normalJequest_ interval 
) 
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Effect of Receipt 

1.2.3.2. Function 
Semantics of the Service Primitive 

MA _CONNECTION _END.request( 

When Generated 

Effect of Receipt 

1.2.3.3. Function 
Semantics of the Service Primitive 

connection id 
) 

MA_CONNECTION_END.indication ( 
connection id 
) 

When Generated 

Effect of Receipt 

1.2.3.4. Function 
Semantics of the Service Primitive 

MA _ CONNECTION_ GRANT. indication ( 
connection id 
) 

When Generated 

Effect of Receipt 

1.2.3.5. Function 
Semantics of the Service Primitive 

MA _CONNECTION_NOT _ GRANTED.indicationO 

When Generated 

Effect of Receipt 
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1.2.3.6. Access Point Initiates Connection Set-up Illustration 

The following exchange will be used when an AP wants to establish a connection. 

1. AP MAC user makes Start Connection Request. If the AP MAC believes that it can support this 
connection then the AP MAC generates Start Connection Request frame (otherwise the AP 
MAC asserts a Connection Not Granted Indication). 

2. If the STA MAC can support this connection then it generates a Grant Connection frame and a 
Grant Connection Indication. On receipt of the Grant Connection Frame a Grant Connection 
Indication is generated. 

Note: Only one connection request may be outstanding, with anyone station, at any given time. The 
exchange fails if no response is received before a time-out (connection set up time-out). This will result in a 
Connection Not Granted Indication. 

{For dl.2: Should "connection not requested due to traffic congestion" be indicated back to the requester?} 

AP 

Request Connection 
(payload, Conn ID) 

Connection Granted 
(Conn ID) 

~ 

STA 

Figure 3-5: Connection Initiated by AP 

1.2.3.7. Station Initiates Connection Set-up Illustration 

The following exchange will be used when a ST A wants to establish a connection. 

1. STA MAC user makes a Start Connection Request. If the STA MAC can support this 
connection then it generates a Start Connection Request frame (otherwise it will assert the 
Connection Not Granted Indication). 

2. If the AP MAC believes that it can support this connection request then it will generate a Grant 
Connection frame and a Grant Connection Indication. 

Note: Only one connection request may be outstanding at any given time. The exchange fails ifno response 
is received before a time-out (connection set up time-out). 
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AP 

Request Connection 
(Payload) 

Connection Granted 
(ConnID) ------

STA 

Figure 3-6: Connection Initiated by STA 

1.2.3.8. End Connection 

Either an AP or a station may end a connection in the following way: 

1. End Connection. 

No MAC layer negotiation is needed to end a connection. 

AP 

I Submission 

End Connection 
__ (COImID) 

Figure 3-7: End Connection 

STA 
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