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Abstract

This submission proposes using the Key Predistribution System (KPS) to enhance WLAN security. The KPS is a method that distributes shared keys for encryption safely. It is easy to generate and control shared keys with  KPS. With the adoption of the KPS, secure communications are realized without impacting on the current IEEE802.11 standard. 

1. Introduction

The IEEE802.11 committee accomplished WLAN the standardization of high data rate transmission with the enthusiastic efforts of its members last year. By standardizing we have achieved a higher vendor free connectivity, and the WLAN market has been proliferating rapidly. However, the standardization unfortunately makes it easier to access other 802.11 compliant systems and therefore, less secure. That means   the standard makes system less secure. 

In order to minimize the chances of any wrongdoing and establish secure communications, we propose using the KPS. The KPS is not cryptography but rather a method to distribute shared keys safely.  The KPS can generate and deliver unique shared keys for every sender/receiver pair without any contact between a pair before they start communication. With the current 802.11 MAC, the method of delivering encryption keys is not specified. The KPS resolves the so-called ‘Key Distribution Problem’, i.e. the difficulty of sharing, delivering and controlling the encryption keys. It also saves the system administrator labor and trouble. 

 Induction of the KPS to 802.11 standard is easy. It does not affect the implementation of current or future cryptography that would be adopted in IEEE802.11 new standard for  enhanced WLAN security. The only item a user need set is whether to use the KPS or not. Furthermore, authentication is performed by an inherent feature in KPS. 

2.
Problems in the current WEP

 The IEEE802.11 WEP standard specifies little to control the keys. Only the space to store a shared key in MIB is specified. Nothing of how the secret keys are to be delivered is specified.

 802.11 WEP employs shared key cryptography. So the sender and receiver should decide a shared key before they start to communicate. The key should be controlled to keep its confidentiality and updated periodically because of the extreme risk of using the same key for long time.

 Some information, such as the Default Key, must be stored somewhere in the system. This information often resides in a memory accessible from external buses. Once someone succeeds in accessing this, he can easily find out the encryption keys.

 There are two methods specified for authentication (MLME-AUTHENTICATE);

· Open System Method

· Shared Key Method

 An open system method allows anyone to communicate and so it will not even reject an attacker. A shared key method is more secure because it authenticates by testing whether a challenge text can be encrypted/decrypted. Nevertheless, once the shared key, which is often stored in MIB, is stolen the authentication can be broken. 

 In the current 802.11 standard there are two WEP options to select shared key(s).

· Method 1: All users share one Default Key (MIB-aWEPDefaultKeys)

· Method 2: Each STA has a unique Key (MIB-aWEPKeyMapping).

 Fig. 1-1 and Fig.1-2 illustrate examples of five STAs for each of the above methods. In Method 1, if the Default Key is attacked, the attacker can eavesdrop on the communications of the whole system. In Method 2, even if the one STA is attacked, communications between other STA pairs are still secure. So, Method 2 would be ideal from the security viewpoint, but the number of keys increases in proportion to about the square of the number of STAs. When there are many STAs, it becomes very difficult to deliver and control the keys. It is practically impossible to handle a lot of unique keys safely. Table 1 shows a comparison between Method 1 and Method 2.

 To summarize the problems of the current standard;

· Methods to control keys are not specified in the current standard. 

· It is difficult to exchange shared keys for current WEP.

· Secret data is stored in MIB, which is accessible by external users.
· Difficult and complicated authentication procedures.
· It is practically impossible to deliver unique keys to every STA pair when there are many STAs in a system.
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fig.1-1 Default Key System
fig.1-2 Ideal Shared Key System

Security
Low

When the Key is stolen, all communications in the system can be eavesdropped on.
High

For example, even when STA E is attacked and KAE, KBE, KCE and KDE are stolen, communications between other STAs are still secure.

Number of Keys
1
n(n-1)/2    (10, when n=5)

Key management
easy
for a large number of STA, practically impossible

Key confidentiality
Low

Information is stored in MIB.
Low

Information is stored in MIB.

                Table 1  Comparison between Default Key and Ideal Shared Key

3.
 Principles behind the KPS in WLAN System

 The KPS provides secure systems as an ideal shared key system, illustrated in fig.1-2, without compelling WLAN users to manage shared keys. This section describes the principles behind the KPS as applied to WLAN systems. For more details refer to [1] and the mathematical description in the Annex.

3.1 Terms

 For the purpose of this submission, the following terms apply:
· Public-ID; A user identifier. Under this proposal, the MAC address is used as a public-ID.

· Private-ID; Secret data which is unique for each user and delivered from the KPS center. The KPS center generates Private-IDs via certain operations between the System-ID and Public-IDs.

· System-ID; Secret data to generate Private-IDs which correspond to each Public-ID. System-ID is a large matrix which consists of random numbers. There is only one System-ID in each WLAN system. 
3.2
Basic Flow and the Principles behind the KPS in WLAN communications
 The following processes are necessary to set up beforehand in preparation for KPS communications;

- Assignment of unique IDs, i.e. Public-IDs, which identify each user.
- Each user sends a Public-ID to the KPS center.
- The KPS center generates Private-ID from the Public-ID sent by each user, and returns it with a KPS module through a secure route.
 Fig.2 illustrates the basic flow of the WLAN system using the KPS. Each STA has a KPS module which consists of Private-ID and a KPS Algorithm. Private-ID is secret data unique to each user and delivered from the KPS center. It is previously stored in the embedded memory of each STA, i.e. when the KPS module is manufactured. The embedded memory bus can be isolated from system buses to prevent access by attackers. The KPS Algorithm is a series of operations that generate a shared key from its Private-ID and the other party’s Public-ID, that is the sender/receiver’s MAC addresses in this proposal. The algorithm and the Private-IDs can be selected to generate encryption keys that have the following characteristics:

KAB = KBA 



(1)
 
KAB ≠ KCA for any of C; C ≠ B

(2)


KBA ≠ KCB for any of C; C ≠ A

(3)

where Kxy  is a key generated by the KPS Algorithm in STA X from its Private-ID X and the party’s

 Public-ID Y, that is the MAC Address of STA Y.
 Needless to say, the Algorithm should be designed so that it is practically impossible to know the Private-IDs from the generated keys.

 At the start of a communication, both sender A and receiver B input their parties’ Private-ID (MAC Address) to the KPS Algorithm to generate the shared key, KAB and KBA. Using this shared key they start the ciphered communications. 





 Under this system, despite the sender and receiver pair having exchanged no other information than their parties’ Public-IDs, the generated keys, KAB and KBA , are the same, following to the equation(1). Even for the first communication, a shared key can be generated just from the Public-ID of the parties. So it is very easy to manage shared keys in this system.

A shared key is only generated at Authenticate internally within both STA and would be lost when the STA was turned off or DeAuthenticated. So there is a great improvement in the security of this system.

The KPS automatically performs authentication by the equation (2) and (3), as referred to in Section 3.4. It is unnecessary to change the current or future security protocols. The implementation of KPS is simple.

3-3 KPS Center

 A KPS center has one System-ID, which is a large matrix consisting of random numbers. It generates and delivers Private-IDs corresponding to the Public-ID of each client. A KPS center consists of one System-ID and software to generate Private-IDs.




 The System-ID is a huge symmetrical matrix generated by random sequence. When there are two systems built with different System-IDs (System-ID1 and System-ID2) which are generated using different random sequences, then those two systems will be closed systems that cannot communicate each other. This is convenient when it comes to making a private system, inaccessible from the outside such as through the Internet, using different System-IDs. 

 Different system-IDs can be generated by setting an arbitrary random number as an initial parameter to the System-ID generator software.

3-4 Authentication











Authentication is easy because of the inherent characteristics of the KPS system. Fig.4 shows a case when an attacker C pretends that his MAC address is STA B. The generated shared keys will therefore be KAB and KCA. These two keys are not the same, so it is impossible for the attacker C to masquerade as someone else. The correct key KBA can only be generated by someone who has Private-ID B.
 In the KPS system a successful communication means that both sender and receiver used the correct Public-IDs and Private-IDs. A right key can only be generated by the correct combination of Public-ID and Private-ID. So the establishment of a connection will lead directly to authentication. Nothing else is necessary for authentication in KPS system.
3-5  Security of KPS system

 The current WEP of IEEE802.11 MAC is designed to achieve a system as secure as a wired system. In this sub-section, the KPS system’s’ security is discussed in comparison with an ordinary wired Ethernet LAN HUB and switching HUB .

 In an Ethernet LAN system a HUB does not filter packets, so every machine connected to the LAN system can monitor every packet. Packets will arrive at all NICs connected to a HUB. An attacker cannot eavesdrop unless he connects to the HUB. Yet if he once succeeds in connecting, he can eavesdrop on all packets.


 Security can be greatly improved with a switching HUB. A switching HUB detects the MAC addresses of each NIC connected to the HUB and only sends packets to a particular NIC address. A packet addressed to NIC1 is not received by any other NICs, so it is much harder to attack.

 Fig.7 illustrates the infrastructure BSS environment of a WLAN with one AP. When the WEP is off, everyone can eavesdrop within the range of the radio wave. When the WEP is on, an attacker needs to know the shared key. This is similar to an attacker not be able to connect to a HUB in a wired network. When an attacker knows the Default Key he can eavesdrop on any packet in the system. 
 In the KPS illustrated in Fig.8, the KPS delivers a unique shared key to every sender/receiver’s pair. So the KPS corresponds to the wired LAN with switching HUBs. No receiver can receive packets not addressed to him.

 The KPS also has following characteristics;

· masquerading is impossible
· It is impossible to steal all the encryption keys


3-6 Comparison with Public Key Cryptography in Key Distribution

 Public-key cryptography also provides measures to deliver encryption keys. In a Public key system, including the Diffie-Hellman system, the Public key often cannot truly confirm the party to be communicated with. If the Public key belongs to an attacker, he can attack the system. So, Public-key systems require an authorized key certification center where Public keys are registered. It is necessary to obtain the Public key of the party with whom you want to communicate and the Public key should be authorized with a signature. Omission of Public key certification center provides an avenue to raid the network. When you intend communicating with a new party, you have to get a new Public key from the center. Once a key is obtained it would usually be stored in local memory.

  The KPS also requires an authorized key certification center, i.e. a KPS center. It differs from Public key cryptography in that the client need only communicate once with the KPS center. After the implementation of Private-ID clients need not to communicate with KPS center any more. Only one piece of information should be exchanged between the parties, i.e. Public-IDs, which are public and unnecessary to register at the center. In the KPS system it is impossible to masquerade because a receiver who has a correct Private-ID corresponding to the Public-ID will succeed in receiving a message, whereas a receiver who does not will fail. A sender can simply send a message encrypted with a shared key generated from the receiver’s Public-ID. That is all that is required. A signature is not necessary in the KPS system.

 It is unnecessary to store the shared key generated when the communication ends. This also minimizes an attacker’s chances to attack.

 There is an essential difference between a KPS and a Public Key system. In a Public key system your initial data are only your secret key, while it is the other party’s Public key. In order to communicate they must exchange their Public keys. Signatures must be attached to confirm that the key belongs to the right party.

 While in the KPS, users have Public-IDs and a Private-ID. The Public-ID is construed from the System-ID extracting only essential data for each user. Public-ID is a part of the System-ID. Every user shares the System-ID, which is only divided into its essential parts for each user. Everyone possesses necessary and sufficient information to generate a unique shared key for any sender/receiver pairs at the beginning. That is why the system is named the ‘Key Predistribution System’. It is an innovative method.

3-7 Conspiracy Attack

 The Private-ID is ordinarily set in a memory, e.g. EEPROM, embedded in a silicon chip, and it is easy to isolate the memory bus from the system bus. So, it can be quite difficult to steal a Private-ID. Even if one Private-ID is stolen, this does not affect the whole system. 

 We know that the System-ID can be broken if a certain number of users conspire. This type of attack is called a ‘Conspiracy attack’, and the minimum number of conspirators required to break the System-ID is called a ‘Conspiracy number’.  If the System-ID is stolen, the attacker can issue any number of Private-IDs, and the system becomes transparent.

 There are some ways of preventing conspiracy attacks:
· Protect Private-ID.
Protecting Private-ID using hardware, software and/or mathematical cryptographies. 

· Increase the conspiracy number.
With a larger conspiracy number the system will be more robust. However, this becomes more difficult to implement as the size of the Private-ID increases. The size of Private-IDs are;
    ( Private-ID size) = ( Conspiracy number) x (Key Length)        (unit = bit )

· Limit the number of Private-IDs.
This is a completely effective way of protecting against conspiracy. 

 There will be trade-offs between protecting Private-ID, conspiracy numbers, the number of IDs issued and the required security level.

4.  Implementing KPS to 802.11 MAC

 This section defines and specifies the actual implementation of this proposal to 802.11 MAC.

4.1 Parameters

Public-ID:
Apply the Public-ID to the MAC Address as it is. Its length is 48 bits.

System-ID:
System-ID size is 1024 x 1024 x 40 bits. 
The conspiracy number is 1024. The Private-ID size is then 5k bytes.

Shared Key:
 Based on the current IEEE802.11 WEP specification, we specified its length 40 bits.

4.2
 KPS Module
Fig. 13 illustrates a block diagram of the KPS Module. It consists of following components:

· KPS Algorithm 
· One -Way Scheme 1 (RC4PRNG Unit)
· One -Way Scheme 2 (RC4PRNG Unit)
· Private-ID (Secret data generated from the MAC address and System-ID by the KPS Center)
· Memory to store Private-ID in



             (PRNG: Pseudo Random Noise Generator)

4.3 One -Way Scheme 1

 A One -Way Scheme 1 transforms Public-ID to Effective-ID to extend its bit sequence. Effective-ID is generated from the Public-ID encrypted by RC4. We consider the RC4 one-way scheme makes it impossible to resolve Public-ID from Effective-ID, even when an attacker knows the Secret Data 1. This is a quite effective way of building a robust system.


4.4  KPS Algorithm

 The KPS Algorithm performs a matrix operation between the Private-ID and Effective-ID. Private-ID (5kBytes) is a matrix of 40bit x 1024 as shown in fig.11. The Effective-ID is also 1024 bits long. The matrix operation is executed as follows. 
 Make the Effective-ID bit sequence and the 1024 matrixes of Private-ID correspond one-to-one. When the Effective-ID bit selects all the matrix elements of the Private-ID (40bit) corresponding with it when it is 1, then it will XOR.





4.5 One -Way Scheme2
 A One -Way Scheme2 transforms the output of the KPS Algorithm (40bit). This output is used as a Shared Key for WEP.

 In RC4 encryption/decryption the following two signals are summed in modulo 2 (exclusive-OR) to get a cipher/plain text. 

· Fixed Data: Secret Value which is common among all STA (5Byte). It should not be changed or disclosed except to manufacturers who implement the KPS modules.
· Default Key #0: First 5 bytes of MIB - a WEP Default Keys sequence (5Byte x 4).


4.6 Private-ID Protection

 The Private-IDs should be kept strictly secret. They should be stored in the safest place of each STA. Memories in which the Private-ID is stored should be physically isolated from external access. One can design the system to erase or write data to memory for the purpose of production, testing or after maintenance, but it should never be read except by a KPS module. It should also be protected by a cryptographic mechanism in case the memory is read.

 SEC9, described more detail in Section 6, protects Private-ID by scrambling and encrypting.

4-7 Add 1 Item to MIB

  Add one item in the MIB privacy group to specify that the KPS has been applied at the data transfer. 

 A KPS Invoked:
       0:KPS is off (default)
1:KPS is on
4-8  IV
 A key for IEEE802.11 WEP is made from a shared key combined with IV, Initial Vector. A Value of IV varies at each frame transmission so that the keys extend their actual life. Fig. 18 shows how to combine a IV and a shared key. When the KPS is not applied a shared key is put on the tail of IV. When the KPS is applied, a shared key is divided into two, i.e. 1 Byte and 4 Bytes, and combined as shown in fig. 13.


5 KPS Center
 A KPS Center knows every Private-ID and so should be controlled very strictly. KPS Centers are required:
· to be robust against attack
· not to grant privileges to anyone.
 In a private system, i.e. one not be accessed by any other systems, each vendor can create System-IDs independently
 There are two possible ideas to meet both conditions above at once for multi-vendor systems.
Idea 1:

 A public organization creates and strictly controls a System-ID. The public organization duplicates and ciphers the System-ID and delivers it with a KPS Center tool to vendors. The KPS Center tool has following features:
· It deciphers the ciphered System-ID internally. 

· It outputs Private-IDs corresponding to MAC addresses and only works when the MAC addresses with a permitted vendor code are applied. 
 Idea 2;

 A public organization creates and strictly controls a System-ID. It issues Private-IDs in response to demands from venders. The organization should inspect whether the demands are from right vendors.
　Idea 2 is more robust than idea 1, though the organization needs to do more. We propose that the IEEE802.11 committee will control the KPS Center. We will give a presentation on the procedure in more detail on another occasion. Seiko Epson Corporation can provide the System-ID generator tool and the KPS Center tool.
6  SEC9H: MAC controller with KPS
 Seiko Epson Corporation has developed a MAC controller chip with a KPS code named SEC9H. We can provide evaluation samples now. In this section we very briefly introduce SEC9H
 - Development code;

SEC9H

 - Target Baseband processor;
HFA3860B (Intersil)





GBT9  (Seiko Epson Corporation)

Features;

· IEEE802.11b protocol compliant

· IEEE802.11 WEP

· KPS. Automatic shared key generation.

· Hi-data rate, 1M/2M/5.5M/11Mbps in combination with Intersil HFA3860B

· Hi-data rate, 1/2Mbps and 3.7M/5.5M / 7.3M / 9.2M / 11.0M / 12.8Mbps with GBT9

· Dual host bus;  ISA and PCMCIA

· 128 pins TQFP
· 3.3, 5 volts Vdd
· Low power consumption

7. Conclusion

 We propose to use the KPS to enhance MAC security. Using the KPS, WLAN systems are enhanced to be as secure as a wired system that includes switching HUBs.

 KPS’s features are:
· It does not require changing current security protocols to implement the KPS.

· It releases the system administrator to control encryption keys.

· The KPS distributes unique shared keys to every sender/receiver pair in a system. The system is extremely robust against abuse.

· The KPS performs authentication inherently with no additional schemes.

· It is easy to use and implement.

Appendix


A-1.  Mathematical Descriptions

 A System-ID, denoted by G, consists of k 

pieces of huge symmetrical matrixes of the n-th 

order, as illustrated in fig.A1, where k is the 

length of a shared key and n is the conspiracy 

number. Conspiracy is described in Section 
3-7.

 Each element of the matrix is a random bit 

Sequence, but the matrix is symmetrical so that
elements of the symmetrical positions are 

identical with each other. All operations are 
executed in modulo 2.

 The Public-ID is an ID which has a certain 

number of bits specified by the system. As 

an example, a case where there are two Public-

IDs, A and B, is discussed in this section.

 An Effective-ID is an extension of a Public-ID 

to extend its length to n. A Public-ID is 

transformed to form a (1 x n) matrix using the 

uni-directional function f1. (See Fig.A2) 

It should be very difficult to solve the 

inverse transform function f1-1 to form the 

characteristics of the KPS. 

IDA=f1 (A)

IDB=f1 (B)

 Private-ID (P) is k sets of an (n x 1) matrix 

obtained from the System-ID multiplied by 
the transposed matrix of the Effective-ID. 

For convenience, this can be regarded as 

one (n x k) matrix, assuming these elements

are vectors. (See fig.A3)

PA=G x IDAT

(PA1=G1 x IDAT,

PA2=G2 x IDAT,
................
Pak = Gk x IDAT)

PB = G x IDBT

(PB1 = G1 x IDBT,

PB2=G2 x IDBT,

................
PBk = Gk x IDBT)

 where PA1 to PAk  are (n x 1) matrices, respectively.

 Shared keys is (1 x n) matrices which can be 

generated by uni-directional transformation of 

the product of the Effective-ID and the Private-ID. 

(See fig A4)

KAB=f2(IDB x PA)

(KAB1=f2(IDB x PA1),KAB2=f2(IDB x PA2),,,,KABk=f2(IDB x PAk))

KBA=f2(IDA?PB)

(KBA1=f2(IDA x PB1),KBA2=f2(IDA x PB2),,,,KBAk=f2(IDA x PBk))

 KAB and KBA  are identical. Because G is a symmetrical matrix

            IDB x G x IDAT=IDA x G x IDBT
 and then

            KAB=f2(IDB x PA)=f2(IDB x G x IDAT)=f2(IDA x G x IDBT)=f2(IDA x PB)=KBA





A-2.  About KPS

 Inventor: 
Prof. Tsutomu Matsumoto, 
Yokohama National University



Prof. Hideki Imai

Tokyo University


 Patents;


Japan;



Name of Patent;

Ciphering Key Sharing Method
Patent number;

1984390


Date of patent;

October 25 1995

USA
Patent number;

5,016,276



Date of patent;

May 14 1991


Europe Patent number;

0 277 247



Date of patent;

04.05.1994

Patent Owner: 
ADVANCE Co.,Ltd:   http://www.advance.co.jp/index-en.html
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fig.1-2 Ideal Shared Key System





fig.1-1 Default Key System
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fig.2 Encrypted Communication with KPS
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fig.3  KPS Center 
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fig. 4  When an attacker feigns his MAC Address to be of STA B


The generated shared keys will be KAB and KCA making it impossible for attacker C to masquerade as a legitimate user..
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fig. 6  Ethernet LAN(Switch)
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fig. 7 BSS-Mode (WEP On)
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fig. 8 BSS-Mode (WEP On, KPS On)
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fig.10  One -Way Scheme1
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fig.11  KPS Algorithm
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fig.12 One - Way Scheme2
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fig.A4  Shared Key
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