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Abstract

This document
 describes coexistence issues between Bluetooth and 802.11b and gives a number of approaches to minimize mutual interference.

1. Introduction

Bluetooth and IEEE 802.11 devices use the same 2.4 GHz band and without further provisions they will interfere each other. This paper looks to the nature of the interference and to modifications in the medium access scheme for both type of devices to minimize the interference risk. These modifications have impact on the link / medium access controller and baseband signal processing. They will not influence the product cost.

The analysis made in this paper is based on the characteristics as described in the Bluetooth WebPages, and IEEE 802.11 specifications for CCK/DS [2] and FH [1]. The 802.11 FH information is applied to estimate some characteristics of Bluetooth. Bluetooth has a bit rate of 1 Mbit/s and for 802.11 CCK/DS we consider the bit rate of 11 Mbit/s. The fallback rates which give more robustness, are not considered in this paper. Lower 802.11 bit rates (5.5 Mbit/s, 2 Mbit/s and 1 Mbit/s) will have more robustness.

There is looked to receive and interference levels around active devices and what signal-to-interference level can be tolerated for both system. Next, three solutions to provide coexistence between the two type of systems have been worked out. These are based on respectively another hopping and power level, medium access control enhancement based on in-channel signal and hop-stretching and packet fragmentation.

2. Earlier work

[3] and [4] analyze the interference probability between Bluetooth and 802.11 CCK based on overlap in time and frequency, with respect to packet transmission time, Bluetooth’s hopping, frequency overlap, fragmentation. Both reference papers show 802.11 CCK throughput results for various (fragmented) packet sizes by deriving the probability of non-corrupted (fragmented) packets. The 802.11 CCK 11 Mbit/s throughput degradation in presence of high activity by Bluetooth can be slightly reduced by fragmentation at the cost of throughput degradation (extra overhead) when Bluetooth is not active. The 802.11 throughput degradation at fallback rates gets more benefit of fragmentation in presence of high activity of Bluetooth due to the longer packet transmission times at the 802.11 fall back rates.

3. Signal and interference levels

Although other transmit power levels can be used, this analysis is based on a 1 mW level for Bluetooth (@ 1 Mbit/s) and 35 mW for the 802.11 (@ 11 Mbit/s). Higher transmit power levels up to the tolerable 100 mW (ETS, Europe) and 1 Watt (FCC, US) will give more robustness. A similar analysis as done in this paper can be made with higher transmit power levels for one or both systems.

The path loss model in this analysis assumes up to 10 meter a free space attenuation (path loss coefficient n =  2) , and above 10 meter a path loss coefficient n = 3.3. This a common path loss model for an open indoor environments. 

A Bluetooth FH system interferes on the 802.11 CCK/DS system as a kind of an interference tone. As long as the 802.11 CCK/DS receiver gets a desired signal which is 10 dB stronger (see [2], Fig. 3.1-1) than the in-channel interference tone, the activity of a Bluetooth device does not harm. In case of Bluetooth interference at a frequency more than 10 MHz from the 802.11 DS system its channel center the Bluetooth signal can 40 dB stronger than the 802.11 DS signal.

An 802.11 CCK/DS system interferes in case of channel overlap on the Bluetooth FH system as narrowband filtered wideband signal. Therefore, the filtered interference signal gets a reduction in power compared to the wideband signal, but this filtered signal looks like a noisy in-channel signal. Based on Bluetooth’s tolerable SNR of 20 dB and a reduction of 10 dB by the smaller bandwidth, the tolerable signal-to-interference ratio at the Bluetooth receiver (antenna) input will be 10 dB. In case of out-of-channel (with more than 10 MHz center-to-center distance) the interference level can be 40 dB stronger.   

4. Interference with both in one computer

Fig. 1 reflects the situation with Bluetooth and 802.11 CCK devices at 20 cm from each other, like in one PC. Fig. 1 shows by the bold red curve the level around an active Bluetooth device at a position of X = -0.1 meter, with at 0.1 meter distance a receive level of –20 dBm. The same figure gives by a bold blue curve the level around an active 802.11 device at position X = +0.1 meter , with at 0.1 meter distance a receive level of –5 dBm. The thin blue and red curves reflect the effective tolerable interference levels. 

The lower thin red curve give the tolerable 802.11 CCK receive level for the given position in case of channel overlap. this curve is 10 dB lower than the bold red one. Therefore, it corresponds to the above mentioned number of 10 dB, which reflects the SNR of 20 dB and the filter effect of 10 dB power reduction. When there is no channel overlap the higher thin red curve is applicable. 

The lower thin blue curve reflects the tolerable Bluetooth receive level for the given position in case the Bluetooth interference falls in the 802.11 CCK/DS band. If not, then the upper thin blue curve is applicable.

From Fig.1 we can see: With channel overlap the Bluetooth device in the PC cannot receive , while the 802.11 CCK device in the same PC is transmitting a frame or responding an acknowledgement. Without channel overlap Bluetooth can receive over 2 meter while 802.11 CCK is active. With channel overlap the 802.11 device cannot receive while the Bluetooth is actively transmitting. Without channel overlap 802.11 can receive over 28 meter (see also Fig. 3). 
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Fig. 1. Receive level and tolerable interference levels around a Bluetooth device (at X = -0.1) and 802.11 device (at X = +0.1)

5. Other interference scenario’s

Figs. 2 and 3 show likewise as Fig. 1 the levels for other positions of the both devices.

Fig. 2 shows that a receiving Bluetooth device allows channel overlap by a transmitting 802.11 CCK device if the Bluetooth transmitter is at 1.5 meter, while the 802.11 CCK transmitter is at 18 meter. This figure illustrates a receiving 802.11 CCK device allows channel overlap by a transmitting Bluetooth device at 8 meter, while it receives over 12 meter. Without channel overlap only a receiving Bluetooth device has a problem with a transmitting 802.11 CCK device within 1.5 meter while it receives over 28 meter. Without channel overlap an 802.11 CCK receiver allows an active Bluetooth device at 10 cm while it receives over 30 meter.

Table 1. Tolerable distances from transmitter and interference source.


With channel overlap


Without channel overlap



Bluetooth receives well ...
Bluetooth transmitter is at less than 1.5 meter and 802.11 interference source is at more than 18 meter

(Say: own transmitter is 10 times closer.)


Bluetooth transmitter is at less than 28 meter and 802.11 interference source is at more than 1.5 meter.

(Say: own transmitter is less than 20 times further away.)

802.11 CCK receives well ...
802.11 CCK transmitter is at less than 12 meter and Bluetooth interference source is at more than 8 meter.

(Say: own transmitter is not further.)


802.11 CCK transmitter is within 30 meter and Bluetooth is further than 10 cm.

(Say: nearly always .)

Between bracket some (maybe over-) simplified conclusions are given. 

With 20 dB more transmit power for Bluetooth its interference sensitivity means roughly 10 times more interference distance robustness, while 802.11 CCK with unchanged transmit power gets a 10 times smaller interference robustness.

A Bluetooth device will be more active when it acts as a master station. An 802.11 Access Point will be more active than stations around him. When both kind of devices are in one PC, it is not very likely that both will be active – transmitting or receiving – due to the process running on the PC. However, for voice applications (Bluetooth)and broadcast message (from Access Point to station), there will be activity by both devices in both devices in one PC. 

Collocated Bluetooth and 802.11 CCK systems will interfere when they are in ranges of several tens of meters. Therefore, a number of solutions is worked out to avoid degradation by both systems and to allow very nearby usage.
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Fig. 2. Receive level and tolerable interference levels around Bluetooth device (at X = -10) and 802.11 device (at X = +10).
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Fig. 3. Receive level and tolerable interference levels around Bluetooth device (at X = -1) and 802.11 device (at X = +20).

6. Solutions

The first one relates to a modification in Bluetooth to allow channel isolation between the two systems:

A Bluetooth device will not hop in frequency over the full 2.4 GHz band but only over 20 MHz. A Bluetooth device has transmit power level of 0.75 mW (instead of 1 mW) to fit to the FCC low power rules which meets also to the ETS rule of 10 mW per MHz. The optional higher power has to be excluded to meet the FCC and ETS rules.  The hopping over a smaller range provides still robustness against multipath fading.

In this way Bluetooth and 802.11 CCK can be configured around center frequencies to avoid channel overlap. This solution will provide in collocated scenario a good Bluetooth behavior for voice-oriented and other real-time applications, and also the full throughput for 802.11 CCK.

The second solution relates to a modification for both systems with respect to medium access to give some medium sharing at channel overlap:

Both Bluetooth and 802.11 CCK have to use a listen-before-talk scheme related to any signal within the bandwidth that  they are using. In this way there is a check if there is any transmission going on that causes channel overlap. With the small detection times for such channel overlap there is a small collision window (relative to the planned transmission time) and therefore, the interference risk is almost nullified. Bluetooth and 802.11 CCK devices can use an energy sense threshold relative to the target receive ranges. This energy sense threshold introduces some dependency on unintentional radiators (like nearby microwave oven) for which could be deferred either.

With a Bluetooth target range of 1 meter the Bluetooth will defer for any in-channel signal arriving above the energy level threshold of –61 dBm, which means it defers for an active 802.11 CCK device at 15 meter. The in-channel SIR for Bluetooth device in between at 1 + 14 meter would be 20 dB. Likewise with Bluetooth target range of 10 meter needs to be –82 dBm.

With a 802.11 CCK target range of 20 meter the 802.11 CCK device will defer for any in-channel signal above the energy level threshold of -78 dBm, which means it defers for an active Bluetooth device at 35 meter. The in-channel SIR for the 802.11 CCK device in between at 20 + 15 meter would be 11 dB. 

The medium access control for the time right after the disappearance of the signal above the energy sense threshold needs to worked out further. (Bluetooth could wait to the next slot, 802.11 CCK could use its random backoff.) Furthermore, some tolerable interframe gap has to be considered (like the 802.11 time between frame and acknowledgement).

The energy sensing is based on the receive filter characteristic, the effective receiver noise bandwidth has to at least at wide as the effective transmitter bandwidth (including sideband regrowth) to exclude mismatch between the sensing and the potential interference.  

The third solution relates to the options already present for both systems to minimize the interference: 

Bluetooth stretches the hop interval to minimize the risk on channel overlap during a 802.11 CCK transmission. 802.11 CCK uses always fragmentation to limit the transmission times. This approach leads to throughput degradation results as described in [3] and [4]. 

Table 2. Overview of solutions to avoid/minimize interference.


Alternative 1

Channel isolation
Alternative 2

Listen-before-talk on energy to provide sharing in case of channel overlap


Alternative 3

Use available options to minimize interference

Bluetooth
No hopping over

full 2.4 GHz band,

but over 20 MHz.

Transmit power level of 0.75 mW.

Select frequency range isolated form 802.11 channel in use.


Use listen-before-talk scheme with and a energy sense threshold of –61 dBm (-82 dBm) to get reliable range of

1 meter (10 meter)
Use hop stretch options to make less hops during 802.11 transmission

802.11 CCK
Select channel isolated from Bluetooth hop range.
Use listen-before-talk scheme with and energy sense threshold of –78 dBm to get a reliable range of 20 meter.


Use fragmentation to avoid more than one interference hits during frame transmission .

Advantages
Full throughput for both,

better voice-oriented behavior.


Only sharing at channel overlap.
Only usage of already available options.

(Less improvement for Bluetooth.)
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