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This ad hoc meeting of TGf was held at 3Com in Santa Clara, CA on December 6, 2000.  The meeting was convened at 9:45 am PST.

Attending:

Dave Bagby

Warren Barkley

Jon Rosdahl

Albert Young

Bob O’Hara

The purpose of the meeting, stated by Dave at the outset, was to come to agreement on the functionality of the IAPP, so that the task of writing the draft can commence. The meeting was held as informal discussion since this was an Ad-Hoc meeting without formal status.

We reviewed the functional requirements previously adopted and then began discussing the operations that the IAPP would need to accomplish to support stations moving from one AP to another.  This lead us back into the extreme complexity of dealing with stations having layer 3 addresses that are arbitrarily related to the layer 3 address of the AP.  At this point we decided to reduce this complexity by requiring that stations must have a layer 3 address that is “local” with respect to the layer 3 address of the AP, e.g., the station must have an IP address that is valid in the subnet in which the AP is operating.  How the station obtains this local address is immaterial to the AP and the IAPP.  A station might perform a DHCP renew on reassociation, or it might be running Mobile IP.  Knowing that all the stations in a BSS will have local layer 3 addresses significantly reduces the complexity of  the task of delivering frames for the stations via the DS.  That task can now be done by the normal routing functions available to any station on the subnet.  Thus the Distribution System Service of Frame Distribution would not require special functionality on the part of the IAPP.

In our discussion of the requirement that the station have a local layer 3 address, we tried to assess what implications this might have.  The only significant implication to come to mind is that any long-lived TCP connection would be terminated when the station moved from one subnet to another, due to the station obtaining a new IP address on the new subnet (if using DHCP to renew the address, this would not be a problem if Mobile IP were in use at the station).  Our belief is that this is no worse than a station would encounter today with some layer two centric DS implementations when it moves from one subnet to another.  The fact that the station is on one subnet and the destination IP address with which its correspondent is attempting to communicate is on a different subnet would cause the connection to fail, because the routers would see to it that the traffic never reached the subnet on which the station has found itself.  We believe that this requirement of a station will not affect most of today’s applications, since the connections used by most applications are not long lived.  Examples of applications that might be adversely affected (without mobile IP) are FTP and Telnet.

Reviewing the functional requirements, again, we determined that the following functional requirements could now be met:

a) Supporting existing 802.11 functions

b) Supporting Distribution System Services

c) Address mapping of wireless medium addresses to distribution system addresses

· This is now automatic, because the layer 3 station address is local

d) Address mapping of wireless medium addresses of “old APs” to distribution system addresses to support the reassociation service

· This can be handled by a simple translation service that may be either centralized or distributed

e) Supporting evolution of the IAPP through multiple versions

· Including a version field in the protocol should be sufficient for this

The functional requirements that now remained to be addressed and how we proposed to deal  with them are the following:

a) Formation of the Distribution System

a. Establish a service to register APs

i. This might be done using the Service Location Protocol (SLP, RFC 2608)

ii. Other ideas were to use UPnP, LDAP, or the Simple Service Discovery Protocol

b. To provide for authentication of APs, in order to register with the service, we discussed requiring 802.1x authentication to be required of the APs, to provide them with a ticket to this service

b) Maintenance of the Distribution System

a. Use the same service as used to form the DS

i. New APs added to a DS simply register with the service

ii. APs taken out of service may de-register with the service

iii. An AP’s registration times out and must be renewed

b. Because any single AP does not need to know all the other APs in the DS, simultaneously, only the service needs to maintain the complete list of APs in the DS

c) Enforcement of a single association for a station

a. Using the “old AP address” in the reassociation frame, an AP can use the registration service to request the IP address of the old AP

b. Once the old AP’s IP address has been obtained, the new AP can send a message to the old AP informing it of the new association

c. If there is no “old AP” address available (ex: association frame), this approach still works.

d) Designed for “reasonably” secure operation

a. Messages between APs must be authenticated, but not necessarily encrypted

b. Messages between APs need no more protection, i.e., encryption, than any other infrastructure configuration messages, such as router protocols like OSPF, EIGRP, or RIP

e) Supporting 802.11 authentication and security, including preauthentication

a. Based on the current standard, there is no IAPP messaging required to support this functionality

b. Based on the work to date in the TGe security subgroup, there is no IAPP messaging required to support this functionality

i. In fact, the current TGe security baseline will not allow preauthentication, since the 802.1x authentication exchange is carried in data frames and data frames are not allowed until a station is associated

f) Supporting AP attributes, including remote configuration

a. A separate service, similar to the AP registration service, would be defined to provide remote configuration capabilities

g) More discussion of potential impacts of TGe QOS will need to wait for the TGE work to proceed further.

At this point, we reviewed what we had accomplished.  We decided that the IAPP as we now envision it will work well in a large enterprise environment, where there are resources in the network to host the services we envision and resources in the IT department to manage them.  A small business may not have either of these resources.  We determined that as long as the ESS in the small business operated on a single subnet, the registration service might be provided by something less complex than SLP and that we would examine this case further at the January meeting.  We also examined the home network case and determined that we believe that an IAPP is not needed in that environment (assuming homes only require one AP, not a full ESS).  We also agree to revisit this at the January meeting, after it has had time to percolate for a while.

The meeting adjourned at approximately 3:45 pm PST.
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