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1.0  IEEE 802.15.4  Regulatory Requirements Introduction

Short range radios are granted allocations for “certified” or “unlicensed” operation where the manufacturer ensures that the product meets technical requirements and the end user does not require a license.  In the United States there are allocations in the 260-470 MHz range (FCC 15.231), and in the 902-928 MHz and 2400-2483.5 MHz Industrial, Scientific, and Medical (ISM) bands (FCC 15.247 and 15.249).  In these bands the 260-470 MHz range is generally restricted on power, duty cycle, and application such that it is primarily used for control and security applications such as keyless entry.  The ISM bands allow continuous transmission at higher power levels, and are thus used for higher end applications.  In Europe the band segment from 433.05 to 434.79 MHz is the common control and security band, and is primarily limited to these applications because of a general 10% duty cycle limit (ERC 70-03E).  Europe does not offer an ISM band from 902 to 928 MHz, but does offer a limited band from 868 to 870 MHz as well as the ISM band from 2400-2483.5 MHz.  Thus 2400-2483.5 MHz is the only worldwide allocation of spectrum for unlicensed usage without any limitations on applications and transmit duty cycle.  It provides up to 1 watt transmit power in spread spectrum modes in the U.S. and up to 100 mW in Europe and Japan.  Based on these regulatory restrictions, 2400-2483.5 MHz has been selected as the primary IEEE 802.15.4 band.  The European 868-870 MHz and the U.S. 902-928 MHz bands, being lower frequency and thus accessible in lower capability processes, are special cases of bands that are still highly useful even though they are not worldwide allocated.  A separate air interface specification will be provided for these bands, so discussion of them is included here also.

The following web sites may be accessed for direct regulatory information:

Table D1:  Useful regulatory related web sites.  

Web Site
Comment

www.fcc.gov
Main U.S. FCC web site, may download Part 15 rules here. 

www.etsi.org
Europe, may download ETSI EN 300 220-1 (test methodology) and ETSI ETS 300 683 (EMC compliance)

www.ero.dk
Europe, may download CEPT ERC Reccommendation 70-03E, general description of allowed applications, bands, powers, etc, adopted by most European nations.

www.tele.soumu.go.jp/e/
General English language Japanese regulatory requirements

www.telec.or.jp/ENG/Index_e.htm
English language Japanese regulatory certification requirements







2.0  Applicable U.S. FCC Rules

The Federal Communication Commission (FCC) rules officially govern operation only in the U.S., but are followed in varying degrees by many other nations in the Americas and the Pacific rim.  There are five specific FCC rules of high interest to designers of IEEE 802.15 class systems.  These sections are 15.35, 15.209, 15.205, 15.247, and 15.249.  

FCC 15.35:  This rule gives the requirements for detector functions for certification measurements, and also for averaging effects that may be useful. FCC 15.35 (b) states that unless otherwise stated (in a separate rule applicable to a special case), that an averaging detector shall be used above 1000 MHz and shall employ a minimum resolution bandwidth of 1 MHz.  FCC 15.35 (c) states that averaging of radiated emission limits may be used,and that allowed peak emissions may be as much as 20 dB in excess of stated limits so long as the maximum averaging time does not exceed 100 mS.  The worst case 100 mS in a longer transmission must be used.  For brief transmissions averaging not only allows higher fundamental power, but also higher harmonic and spurious power.  It must be kept in mind that the FCC rules are referring to "emissions" in terms of radiated rms electric field strength, not directly in terms of power.  

FCC section 15.35 (b) also specifies use of a CISPR quasi-peak detector function when measuring field strength levels at frequencies below 1000 MHz.  Part 15 does not directly define this detector, but instead references Publication 16 of the International Special Committee on Radio Interference (CISPR) of the International Electrotechnical Commission.  ETSI standard EN 300 220-1 also refers to the use of the “CISPR 16” detector.  The specifications on the “quasi-peak” detector are that it is a peak detector with an attack time of 1 mS, a decay time of 500 mS, with IF filtering set to either 9 or 120 KHz (Note from Farron:  I'm about 90% sure of these numbers, but they need confirmation directly from Pub. 16, which I don't have). The measurement time for averaging purposes is generally 100 mS (15.35 paragraph c), meaning that if a transmission is longer than 100 mS, then the 100 mS portion of highest power must be used for compliance testing purposes.)

Most spectrum analysers intended for EMC use include CISPR-specific RBWs (9kHz and 120kHz) and the quasi-peak detector function. These are essential for full compliance tests, but not really necessary for pre-compliance work, where the error introduced by using the normally-available 10kHz and 100kHz bandwidths and a peak detector is swamped by other errors in the measurement setup. 

FCC 15.209:  The so called "general" rule restricts the RF energy that electronic equipment may parasitically emit.  The specific level of emissions is 200 uV/meter at 3 meters test range below 960 MHz, and 500 uV/meter above.  These field strengths are approximately equivalent to about -49 and -41 dBm ERP, respectively.  The formula used to make this conversion from rms electric field Erms to transmitted effective radiated power Pterp is:

Eq. D1:  
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FCC 15.209 (d) calls out the same detector functions over frequency as called out in 15.35 (b), namely that CISPR quasi-peak detectors are used below 1000 MHz and averaging detectors above 1000 MHz.

This rule governs the general spurious non-harmonic emissions that IEEE 802.15.4 can emit, and where harmonics fall into "restricted" bands then it also limits harmonics.  The 2nd and 3rd harmonics of the 2400 MHz ISM band do fall into restricted bands as given in FCC 15.205.  

FCC 15.205:  This section documents the “restricted bands” (Table D2) where only spurious emissions are allowed, and where those must meet the general levels of 15.209.  Above 1000 MHz averaging according to 15.35 may be used.

Table D2:  Partial List of Restricted Frequencies under FCC 15.205

Restricted Frequency Range
Notes

240-285 MHz


322-335.4 MHz


399.9-410 MHz


608-614 MHz


960-1240 MHz


1300-1427 MHz


1435-1626.5 MHz


1645.5-1646.5 MHz


1660-1710 MHz


1718.8-1722.2 MHz


2200-2300 MHz


2310 - 2390 MHz
Spurious emissions from 2400-2483.5 must meet general limit of -41 dBm ERP

2483.5-2500 MHz
Spurious emissions from 2400-2483.5 must meet general limit of -41 dBm ERP

2655-2900 MHz


3260-3267 MHz


4.5-5.15 GHz
Note 2nd harmonic of 2400 MHz band is 4.8 to 4.967 GHz

7.25-7.75 GHz
Note 3rd harmonic of 2400 MHz band is 7.2 to 7.4505 GHz




Note that the 2nd and 3rd harmonics of equipment in the 2400 MHz ISM band falls into restricted bands.  The limit of 500 uV/meter at 3 meters is approximately -41 dBm ERP, so for approximately 0 dBm narrowband transmission greater than 40 dB harmonic suppression is required.  For the direct sequence IEEE 802.15.4 system with approximately 1 MHz 3 dB power bandwidth there is a moderate relaxation of this requirement due to spreading.  At the second harmonic the power bandwidth is approximately 2 MHz, so for a 1 MHz detector bandwidth the requirement is relaxed 3 dB to yield a -38 dBc harmonic suppression requirement.  This is aided by antennas which are far from resonance at the second harmonic.  For a 3 MHz power bandwidth at the third harmonic the relaxation is 4.8 dB.  However, at the 3rd harmonic quarterwave antennas will not only re-resonate but will have greater directivity than at the fundamental, so a significant fraction of this 4.8 dB will be given back.

The restricted band from 2483.5 to 2500 is also a cause for potential concern for close in spurious emissions from 802.15.4 transmissions, with the highest center channel setting at 2475 MHz being only 8.5 MHz away.    

FCC 15.247:  This is the primary category for U.S. operations of IEEE 802.15.4 equipment.  This service category provides the potential for the highest performance of all the unlicensed service categories, and is applicable to the Industrial, Scientific, and Medical (ISM) bands.  The ISM bands are 902 to 928 MHz, 2400 – 2483.5 MHz, and 5725 – 5850 MHz.  Of these only the 2400-2483.5 MHz band provides a nearly worldwide available band of suitable power and freedom from applications restrictions that makes it appropriate for IEEE 802.15.4.  This service category requires either frequency hopping or direct sequence spread spectrum, or a combination.  Allowed transmit power is up to 1 watt delivered at the antenna port, with a maximum antenna gain up to 6 dBi.  For direct sequence systems such as that planned for IEEE 802.15.4, the minimum allowed processing gain is 10 dB, and the maximum spectral density is 8 dBm in any 3 kHz band.  Direct sequence systems must have a minimum bandwidth of 500 KHz at the 6 dB points.  

FCC 15.249:  This service category provides for narrowband (non-spread spectrum) operation in the same ISM band of 902 to 928 MHz, 2300 – 2383.5 MHz, and 5725 – 5850 MHz.  Operation is allowed up to 50 mVrms of electric field strength from a transmitter at a 3 meter test range.  This is equivalent to 0.75 mW effective radiated power (see mathematics below).  The harmonic requirement is – 40 dBc.  Note that while 15.249 class narrowband equipment is electronically the most simple, the harmonic requirement for full power transmission is about -40 dBc.  These harmonics are also subject to the restricted band rules, but since those levels fall at about -41 dBm and the max transmit power is around 0 dBm, the harmonic requirement stays at about -40 dBc.  

3.0  Applicable European Rules
There is a fairly high degree of standardization throughout Europe on the operation of low power radio equipment, with most disagreements coming in the allowed modes and transmit duty cycles. This is achieved under the regional authority of the European Conference of Postal and Telecommunications Administrations (CEPT), which has 43 member nations. The European Telecommunications Standard Institute (ETSI) develops technical standards for CEPT countries. 

An important difference in the European rules as compared to the FCC rules are provisions that go beyond preventing interference to other systems into attempting to guarantee acceptable system performance.  Most electronic equipment sold in the European Union must comply with EMC Directive 89/336/EEC.  After April 8, 2000, compliance with these requirements may be self certified by certain procedures (see www.ero.dk).  Another important document governing required performance its ETS 300 683, "Electromagnetic Compatibility (EMC) Standard for Short Range Devices Operating Between 9 kHz and 25 GHz".  This document's performance requirements are centered on interference immunity from both outside electromagnetic fields and disturbances on power supply and control inputs.  The document refers to other documents for many measurement details.  Designers of finished radio equipment to be marketed in Europe must review this set of documents in some detail.  

The most fundamental document is CEPT ERC Recommendation 70-03E, downloadable from www.ero.dk. This gives the best general description of allowed applications, frequencies, powers, and other specifications.  It gives the rules for narrowband operation in the 2400 MHz ISM band.  Further details on test methodology to confirm compliance are given in ETSI EN 300 220-1, downloadable from www.etsi.org.  EMC compliance is described in ETSI ETS 300 683.  For ISM band spread spectrum operation, ETSI 300 328 is in general the applicable document.   

3.1  European 2400 MHz Band Rules

Basic 2400 MHz band parameters extracted from ERC Recommendation 70-03E are given below.  “Narrowband” spurious emissions are not mathematically defined in section 5.2.4, but by example are given as sources such as local oscillator leakage.   

Table D3:  Basic general 2400 MHz band parameters from ETSI 300-328.

Parameter
Specifications
Comments

Carrier Frequency 
2400 to 2483.5 MHz


Transmit Power
100 mW ERP max


Modulation
Frequency hopping:  At least 20 channels with 0.4 sec max dwell time

Direct Sequence:  ERP limited to 10 mW per MHz max


Narrowband spurious emissions from 30 MHz to 1 GHz
-36 dBm ERP operating

-57 dBm ERP standby


Narrowband spurious emissions from 1 GHz to 12.75 GHz
-30 dBm operating

-47 dBm standby
Approximately 10 dB more relaxed on 2nd and 3rd harmonic than U.S. 

Narrowband spurious emissions 1.8 to 1.9 GHz and 5.15 to 5.3 GHz
-47 dBm operating

-47 dBm standby


Wideband spurious emissions from 30 MHz to 1 GHz
-87 dBm/Hz ERP operating

-107 dBm ERP standby


Wideband spurious emissions from 1 GHz to 12.75 GHz
-80 dBm/Hz operating

-97 dBm/Hz standby
Note this may be interpreted that transmitted mod sidebands and phase noise out of band must meet these levels. 

Narrowband spurious emissions 1.8 to 1.9 GHz and 5.15 to 5.3 GHz
-97 dBm/Hz operating

-97 dBm/Hz standby






Note that the wideband spurious emission may be interpreted such that transmitted phase noise, as spread by the DSSS modulation, must meet –80 dBm/Hz general wideband level from 1 to 12.75 MHz, at the band edge.  Since the lowest channel is 2405 MHz and phase noise will be spread by the DSSS code, -80 dBm/Hz at 5 MHz offset should represent a worst case for required VCO phase noise.    

The allowed emission by the receiver portion of the device, which is presumably interpreted as during the receive time of transceiver, are given in section 5.3.2 and documented in Table D4 below. 

Table D4:  Allowed receiver spurious emissions for 2400 MHz band from ETSI 300-328.

Parameter
Specification 
Comments

Narrowband Rx emissions 30 MHz to 1 GHz
-57 dBm


Narrowband Rx emissions 1 GHz to 12.75 GHz
-47 dBm


Wideband Rx emissions 30 MHz to 1 GHz
-107 dBm/Hz


Narrowband Rx emissions 1 GHz to 12.75 GHz
-97 dBm/Hz


Though country by country exceptions change over time, the following may be noted as special cases to the European 2400 MHz rules as of the time of this writing.  This information is from Annex 1 Band L Non Specific Short Range Devices 2400-2483.5 MHz ERC Recommendation 70-03E:

France:  2400-2446 is excluded as military, 2454-2483.5 MHz is limited to indoor video   applications.  

Romania:  Secondary basis, individual licence

Spain:  Limited to 2445 to 2475 MHz

(Note:  These restrictions may apply to narrowband modes only, but it is not clear from the documents)

Railway auto ID systems in Europe are allocated at 2446 to 2454 MHz.  There are 5 narrowband channel of 1.5 MHz each over this band, at transmit powers up to 500 mW in the presence of the train. See ERC/REC 70-03E Annex 4.  

Equipment for detecting movement is authorized in 2400-2483.5 at power levels up to 25 mW.  See ERC/REC 70-03E Annex 6.   

3.2  European 868-870 MHz Band Rules

(Note:  The rather unclear writing and unknown official status of ERC Rec. 70-03E renders this information of suspect accuracy.  Farron Dacus)

The following information for general purpose short range devices is extracted from ERC Recommendation 70-03E Annex 1 and the referenced table in Appendix 1.  

Table D5:  European 868-870 MHz band rules from ERC/REC 70-03E Annex 1 (non-specific short range devices)  

Frequency (MHz)
Tx Power
Duty Cycle
Comment

868.0-868.6
25 mW
<1%


868.7-869.2
25 mW
<0.1%


869.3-869.4
TBD
TBD
25 KHz channel spacing required

869.4-869.65
500 mW
<10%
25 KHz channel spacing required

869.7-870.0
5 mW
100%


ERC/REC 70-03E Annex 7 on Alarm applications calls out several missing segments from the above table for special purposes.  These are given below: 

 Table D6:  European 868-870 MHz band rules from ERC/REC 70-03E Annex 7 (alarms)  

Frequency (MHz)
Tx Power
Duty Cycle
Comment

868.6-868.7
10 mW
<0.1%
25 KHz channel spacing required

869.2-869.25
10 mW
<0.1%
25 KHz channel spacing required

Specifically social alarms (help call)

868.25-869.3
10 mW
<0.1%
25 KHz channel spacing required

869.65-869.7
25 mW
<10%


From the above allocation of the 868-870 MHz band, only the segment from 869.7 to 870.0 would appear suitable for IEEE 802.15.4 type operation, as it is the only segment allocated for 100% duty cycle.  However, the segment from 869.4 to 869.75 MHz could be suitable if a protocol modification limited the duty cycle to 10% in that segment.  The narrow bandwidths involved would seem to dictate a narrowband radio link. 

4.0  Applicable Japanese Rules

TBD 

5.0  Applicable Rules of Other Nations

TBD

6.0  Emissions Specification Analysis
Based on the above rules a set of spurious emissions that allows meeting the regulations of the majority of the world's nations may be developed.  The U.S. rules as related to the "restricted bands" as described in FCC 15.205 appear to be the most restrictive.  The second and third harmonics of the 2400 MHz band fall into restricted bands, and meeting these requirements can play a dominant role in system design.  

6.1  Mathematical Analysis and Impact of U.S. Averaging Rules

The critical facts relative to these U.S. rules are:

(  The allowed ERP is approximately -41 dBm.  

(  The detector bandwidth used for certification testing is 1 MHz, and the 3 dB modulation bandwidth at the fundamental planned under the standard is slightly less than 1 MHz.   

(  The averaging provisions of FCC 15.35 apply, which allow averaging over a 100 mS period with maximum increase in peak power limited to 20 dB.  The units of measure are electric field strength, and though rms is not explicitly stated, rms units are standard.  
The mathematics of FCC ASK averaging are not given in the regulations but may be quickly derived, keeping in mind that units are rms electric field strength (not power).    The following definitions are made:

Dc = highest carrier duty cycle over a 100 mS period.  

Ess = Field Strength steady state = allowed rms field strength at a particular frequency when not averaging.

Epa = Field Strength peak averaging = allowed peak field strength at a particular duty cycle and frequency when averaging.  Note that according to FCC convention this “peak” is not the true RF peak.  It is the rms carrier strength in volts per meter at the peak of the envelope.  

The duty cycle is reduced by an average of -3 dB for ASK modulation, but here we are dealing with an almost constant envelope form of modulation (OQPSK) and may assume for practical purposes that it is constant.  Thus duty cycle is simply time on a particular channel relative to 100 mS:

Eq. D2  
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We may now write for allowed peak field strength:

Eq. D3:  
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as the max allowed field strength under the rules (the peak of the envelope of a carrier measured in rms electric field strength), up to a limit of 10X the steady state allowed rms field (Ess).  

We may solve eq. D2 for allowed duty cycle given peak field strength a system is capable of and put it into power terms as follows: 

Eq.  D4: 
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For peak power allowed when averaging using narrowband emitters we thus attain:

Eq. D5: 
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 (narrowband emitters), where the minimum value of Dc2 is 0.01 (max boost of 20 dB).
The averaging effect illustrated in eq. D5 is used to reduce harmonic attenuation requirements, where Ppa is understood to mean peak harmonic power allowed during carrier on times, and Pss is the steady state allowed power level in the detector bandwidth.  The 500 uV/meter allowed steady state level in restricted bands corresponds to 7.5E-8 watts ERP, or –41.2 dBm ERP, which may be a significant level of attenuation to attain in low cost equipment.  

Beyond averaging, additional help on the required harmonic attenuation levels for restricted band harmonics results from taking the transmitted bandwidths and regulatory compliance detector bandwidths into account.  In this case of wider band emissions eq.  D5 may be extended to:

Eq. D6: 
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Here HPpa is "Harmonic Peak power allowed", and M is a multiplier given by:

Eq. D7:  M= 1, if bandwidth occupied BWo is less than detector bandwidth BWd.

Eq. D8:  
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In eq. 8 above, "h" is the harmonic number and BWb is the baseband occupied bandwidth.  For the planned IEEE 802.15.3 system, the baseband bandwidth is about 1 MHz.  

For the special case of frequency hopping where channel occupancy is much less than 100 mS, averaging may be also used to reduce harmonic requirements.  The letter of the FCC rules would indicate that the worst case channel occupancy in the 100 mS test time on the worst case channel in the particular pseudo-random hopping sequence should be used to indicate the duty cycle due to hopping.  If the hopping rate is fast enough that worst case (highest) duty cycle approaches nominal duty cycle due to hopping, then a useful approximation can be made.  If the term Dc is reserved for duty cycle due to period of transmission, then Dch may be reserved for duty cycle to hopping, and the total effective duty cycle is the product of these two.  Then for fast hopping the duty cycle due to hopping may be approximated as:

Eq. D9:  
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, where Hc is the expected number of hopping channels that are hopped to during the 100 mS test time, h is the harmonic under test, and it is understood that BWd >= BWc (so that multiple hop channels are landing in the detector bandwidth.  If BWd < BWc, then 

Eq. D10:  
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, since only one channel can land in the detector.  It may then be noted that for a wideband or narrowband hopping transmitter the harmonic peak power allowed is:

Eq. D11: 
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In eq. D11 above, the effect of the ratio of detector bandwidth to channel or baseband bandwidth appears twice.  The influence these bandwidths on duty cycle is specifically assigned to a duty cycle because of the squaring function needed to convert field strength to power, and if detector bandwidth is greater than multiplied harmonic bandwidth that is taken into account again in the linear term M.   However, the maximum allowed increase due to the duty cycling is 20 dB.  

6.1.1  Applicability of Averaging to Bluetooth

The sometimes difficult requirement to keep a harmonic below the general level of -41 dBm ERP may be part of the reason that the Bluetooth system designers chose to use hopping even when below the power levels where narrowband transmission is allowed.  The Bluetooth "slot" of 625 uS provides a hop rate of 1600 hops/second, so with 79 channels it expected that each channel is hopped to an average of 20.3 times per second. Using the averaging effect of 15.35 shows that the allowed power increase via hopping in spurious power levels should be 20log(1/79) = 38 dB.  Bluetooth uses a 1 MHz channel bandwidth and the detector bandwidth is also 1 MHz for spurious measurement, so all the power is effectively in the detector bandwidth.  The time averaging effect in this TDMA system will add additional improvement, but the allowed improvement tops out at 20 dB anyway.  The spreading due to harmonic multiplication will add an additional small amount of improvement.  The allowed harmonic level in the restricted bands is approximately -41 dBm, so with the total hopping and time averaging the steady state harmonic level allowed becomes approximately -21 dBm prior to the additional improvement due to harmonic spreading of the mask beyond the 1 MHz detector bandwidth mandated by FCC 15.35.  This is a higher allowed level than the -30 dBm allowed spurious emissions from the European rules for 1 to 12.5 GHz, so the European rules become the worst case for the Bluetooth and similar frequency hopping systems.  

6.1.2  Applicability of Averaging to IEEE 802.15.4  

This frequency hopping increase in allowed harmonics does not apply to the selected modulation for the IEEE 802.15.4 system.  With a 1 MHz 3dB baseband power bandwidth, the system acts almost like a narrowband system as far as regulatory issues are concerned.  The applicable equations are D6 and D8 above.  If we assume the worst case Dc of near 100% for wireless data acquisition or file transfer, then the only help attained the spreading of harmonic energy beyond the 1 MHz detector bandwidth.  The baseband bandwidth is approximately 1 MHz, so the "M" term in eq. D8 becomes:

M (second harmonic) = 2 = 3 dB

M (third harmonic) = 3 = 4.8 dB. 

The requirement for emitted carrier power becomes approximately -38 dBm for the second harmonic and -36 dBm for the 3rd harmonic.  The amount of safety factor that should be specified is open to discussion, but it definitely exceeds the European requirement of -30 dBm from 1 to 12.5 GHz.    
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