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Unapproved Minutes of the IEEE 802.15.3 Task Group 3

IEEE 802.15 Plenary Meeting – Session #13

Hyatt Austin-Downtown

Austin, Texas

12-16 November 2001

Morning, Monday, 12 November 2001

8:15 am John Barr opened the ad-hoc meeting.
Document 483r10 are the running minutes for this Task Group.

Document 453 r3 is this week's agenda for TG3 in the Austin, Texas.

Ad hoc meeting agenda

Security Clause 432r0 Rasor (8:31)

Configuration Inquiry Process 499R0 (10:31)

QOS Discussion 469r2 (10:51)

The goal the meeting this week is to get the draft ready for approval by the 802.15 WG for LB.

During this week we will create an amendments document.  John is asking the TG to create a document showing the old text and the new and/or revised text.  Get a document number from Bob Heile.

James Gilb would like anyone that has an open issue with document 01/374r8 to get his or her input to him.

8:30am Greg Rasor began going through document 01/432r0 TG3-MAC Security Proposal..

Basically.

802.11 authenticates then associates.

802.15.3 associates then authenticates.

Security is based on 802.1x layer device (DEV) authentication and payload session key establishment.

An external entity is controlling the 802.15.3 network via 802.1x and security services.

Patent free and algorithm versatile pushed off to the device host

Each device will have a 48-bit IEEE address and a Public Key certificate generating authority.

An Access Control list will be implemented.

Two tiers, authentication and public key; authentication, public key and key encryption key.

802.15.3 explicitly does not specify the details for device security implementation.  Instead, 802.15.3 specifies services. These services are associated with different components of the architecture. There are two categories of 802.15 services, the station service (SS) and the distribution system service (DSS). Both categories of service are used by the 802.15 MAC layer.

One section of the document utilizes an 802.11 document security structure, which needs to be revised for 802.1x-based security.

The document needs to change some references to 802.15 to a more specific reference to 802.15.3.

9:35am Greg Rasor ended a review of document 01/432r0.

9:36am Greg Rasor began a review of document 01/487r1..

9:56am Greg ended the review of document 01/487r1.

9:57am Greg Rasor began a review of an e-mail which included a straw poll titled “802.15 TG3 Security and Privacy-Default Security Conditions" sent on 11/8/01.

10:08am Greg Rasor ended the review of the e-mail/straw poll.

10:15am john Barr called a recess until 10:30am

10:40am began a review of document 01/499r0 Configuration Inquiry Process  by Bob Huang.

This document requests the inclusion of a Configuration Inquiry command process.

James Gilb suggests that an ACK process would be sufficient.

Problem is that the downlink slot is a broadcast to everyone..

Use two super frames and an N+1 slot process rather than a N slot process.

10:59am Bob Huang ended the review of document 01/499r0.

11:03am Allen Heberling began a review of document 01/469r2 QOS Discussion.

James Gilb says that all definitions will / must not have any acronyms in them.

Allen Heberling and James Gilb brought up the issue of DME vs. SME terminology in 802.15 vs. 802.11 in this draft.

The convergence layer would accept a SDU into a SDU classifier, which would direct the packet to the proper Stream Index Mapping function (Stream Index 1…N) then to the 802.15.3 Mac-CPS SAP.

802.1p has a user priority for 8 different traffic types.

Priority (Highest) 7 is assigned to Network control

Priority 6 is assigned to Voice

Priority 5 is assigned to Video

Etc.

11:16am Mary Duval would like to see an audio traffic type added to the user priority list. “Voice (VO) is currently on the list as a priority 6 and comments for priority 6 are <10ms delay and jitter.

The Convergence layer is being discussed here is coupled with 802.1p priority (QoS).

John Barr suggests that one SDU classifier queue could point to one or more Stream Indexes, i.e. three video streams could be coming through one SDU classifier then pointing to three different Stream Indexes.

Could use TCP/IP protocol parts as part of the convergence layer to support  priority classification within 802.15.

What interface should we concentrate on in the draft? (802.1d, RFC-1394, IP, USB, PCI?)

If someone is going to propose a specific convergence layer to concentrate on, he/she needs to get it written and submitted before the Draft goes to Letter Ballot.  However the convergence layer is not defined in order to enable an interface standard.

Mary Duval is going to help get a 1394 rep to present at the Jan 802.15 Interim meeting on an approach to drafting the convergence layer, or to talk about RFC-1394 convergence with 802.11 and/or 802.15.

12:09am Allen Heberling ended the review of document 01/469r2 QOS Discussion.

12:10pm John Barr adjourned the 802.15.3 Monday morning ad hoc meeting.

Meeting will re-convene at 3:30pm today in conference room Texas 6.

Afternoon, Monday, November 12, 2001

3:38pm John Barr opened the “official” meeting of 802.15.3.

3:40pm John reviewed the agenda document 01/453r4 TG3_Hight Rate_Agenda_November01

3:46pm Jim Allen-one change to the agenda, Release time for reviewing Project Plan, James Gilb moved Michael Dydyk seconded motion passed by unanimous consent.

Jim Allen moved, Barry Harold seconded to approve the minutes for Portland in section 3.2, Motion passed by unanimous consent.

3:50pm James Gilb moves to approve all the minutes in section 3.3 (424r0, 381r0, 447r0, 483r10, and 486r6), Jim Allen second, passed by unanimous consent.

3:55pm James Gilb moved to approve ad hoc minutes for Schaumburg and Rolling Meadows documents 01/422r0, 01/474r0, 01/425r0 and 01/473r0.  Chair did not recognize the motion so James Gilb retracted the motion.

3:58pm Motion to approve the modified agenda 01/453r4 to make approval of the agenda was moved by James Gilb, Mark Schrader second. Motion passed by unanimous consent.

3:59pm James Gilb reviewed the August 01 ad hoc meeting minutes from Schaumburg (Chicago) document 01/422r0.

4:04pm James Gilb reviewed the October ad hoc meeting minutes, and conference call minutes since the Rolling Meadows ad hoc meeting, document 01/474r3.

4:21pm motion made to approve meeting minutes documents 01/422r0 and 01/474r3, James Gilb, seconded by Jim Allen. Motion passed by unanimous consent.

4:24pm Motion made to approve draft D08 by John Barr, seconded by Mark Schrader. Motion passed by unanimous consent.

4:28pm document 01/492r1 UWB Study Group Proposal reviewed by Rick Roberts.

Tutorials for UWB are in contributions IEEE802.15-00/082r1 and IEEE802.15-00/083r0.

Regulatory status of UWB is that it appears that by the end of the year (2001) the FCC intends to issue a UWB favorable report and order with modifications to FCC part 15 rules to authorize intentional low PSD radiation in the intentional radiator section (section 209?). Source of this data is meeting between the FCC and Xtremespectrum.

It appears that internationally the U.S. is about 2 years ahead of the rest of the world with UWB technology and spectrum considerations.

The tie to 802.15.3 is the MAC currently being defined by IEEE802.15.3 would be the required MAC.  In affect, they are proposing an alternative PHY for the IEEE802.15.3 MAC.

What is being asked of WG 802.15 and TG3?  To pass a motion to start a UWB study group under the auspices of TG3, called IEEE80215.3a (or other extension as Allen thought that the original PHY might be renumbered "a" and this might start as a "b"). The immediate activity is drafting a PAR and 5 criteria and issuing a call for applications.

4:47pm Jim Carlo commented that TG3 should explain why the 802.15 MAC should be used for UWB rather than the 802.11 MAC.

Proposed UWB Project Schedule:

November 01– Approve 15.3? Study Group, Issue UWB PHY CFA (Applications)

January 02- Approve PAR and 5 Criteria by WG, Present Applications Summary, Present Requirements document and approve select criteria, issue CFP (Proposals)

March 02- Proposal Presentations, Proposal evaluation against selection criteria, Approval of PAR by ExCom

May 02- Proposal Selection Voting, Generation and Acceptance of baseline draft text.

July 02- Presentation and approval of UWB PHY draft text.

September 02- Resolution of letter ballot comments.

4:55 pm James Gilb asked why UWB should be considered by TG3 as a new PHY,  Higher speed, Adequate bandwidth to do QoS, New band,.

4:59 pm James Gilb asked if there is enough time in the proposed UWB Project Schedule for UWB proposers to become voters so that they can vote on their own proposals?  Fix may be to conduct Proposal Selection Voting and Generation and acceptance of baseline draft text in July instead of May (Australia) where there may not be a quorum.  Allen was concerned that the activity may threaten the comment resolution work on TG3.

5:07 pm John Barr recessed the meeting until 7pm in conference room Hill Country D.

Evening, Monday, November 12, 2001  

Reconvened at 7:20PM.   The meeting started late because of room shuffling.

Allen Heberling reviewed 01/469r2 regarding QoS proposals. 

There was a lot of discussion about the Message Sequence Chart (MSC) for modifying a stream in figure 6.  We discussed some issues about the message sequence, and the data content in the messages. 

Mark Schrader thought that the DEV is the entity that knows what it wants to do.  It makes a request for the services it wants.  Therefore it should simplify things if we look at it that way.

Barr discussed his thoughts on what is needed to set up a stream.  Shvodian thought it was difficult to make timing as precise as Barr suggested.  Over the long term, clocks and systems will drift, so we need to keep it simple.

Barr asked whether we really need a stream command.  Who makes the decisions about the stream?  Ans: The PNC.

Shvodian suggested that limits on the super frame duration limit the flexibility but it simplifies things. 

If here is a GTS allocated because of the stream command, how does the DEV know which one? Ans: from the CTA.  

Heberling now sees that chart 6 does not give any timing data in the command to say which GTS has been chosen.  The CTR has a stream element in it.  The CTGrant is an info element containing the CTA, which contains the stream element.  Shvodian and Barr suggested that there be stream start and stream stop commands rather than to split up the messages to DEV 1 and DEV 2.  This should be triggered with a beacon command.

Barr recommended that the final trigger to establish a stream is the first beacon with the data in it.  The MSC needs to be added to and clarified.  Bain then asked whether this means that the BW is not allocated until the indication is passed back.  Heberling will make it clearer and the SDLs will also make that clearer. 

Schrader asked why we seem to avoid handling BW request directly, using indirect processes.  There was a discussion about why and how.  

01/410 will be discussed tomorrow by Heberling, and has some of the same issues that streams have. 

Figure 6 for modifying the stream is not as complex as the initial request. 

Schrader, asked, we don’t need a stream to make a channel time request -right?  Ans; Yes. 

Heberling explained examples of the weakness.  

Schrader thinks each CTR needs a stream index associated with it so that it is a handle for the CTR.  It doesn’t matter if there is a really a stream associated with it.  Schrader asked what if we toss out CTA and replace it with Streams.  The implications were discussed. 

Barr said, "… we need to pick a method and go with it."  He suggested that the modify command be related to the stream create command.  Shvodian said that the modify command doesn’t need the three devices involved, so they are not the same.  

We need more messages than what we have and we need to wait for a beacon to start the stream command and we need an MLME command to the DME.   

Gilb suggested that Dev 2 needs a stream confirm, simultaneously with DEV1.  Barr suggested a beacon sequence has to follow.  

The "stream command" has to be renamed "stream management command".  Two beacon arrows (one beacon) will be added, Create Confirm commands will also be added in parallel.  Barr will mark up a document and Heberling will make the changes.  

In the channel time request, there is a channel time request block.  The original had a stream index, and the text calls it a stream control.  It should be one octet not two and make sure the text is updated on the name.  If the stream index is a non zero value, it is for a stream that has been previously set up.  

Heberling is concerned that we would violate our QoS policy if we don't make the correct changes to this section.  

Schrader reiterated that everything should have a unique stream index so you could modify it separately.  This simplifies the whole standard.  Mark explained how the handle makes things easier.

8:42 PM.  There is some confusion why we have all this complexity.  

Heberling thinks there should be a reason code in the Grant command so it can include a reject mode so that you know why you didn’t hear a response. 

In figure 7 the request was denied.  Heberling showed it as another example to consider. 

There was a long debate on channel time allocation procedures.  Barr is trying to consolidate stream commands, but there is still an issue with non-stream to avoid the three device negotiations.  Schrader thinks that can still be one command.  Shvodian suggested that if we get this too flexible, "..we are kidding ourselves if we think we can tune this to an optimal point." 

Do we add an error code on the Channel Time Grant?  We could seem a CTG and a stream management command.  Gilb pointed out that the Neighbor command needs Channel Time Request so we can’t get rid of it (in case anyone was considering doing so).

We discussed the implementation some new commands and/or changes of new ones.

Are we going to Channel Time Grant command to contain only one CTA element and remove the text "however the PNC …" and the following sentence to the end in D08,  section 7.5.21.2, page 102, line 13.  

Gilb made the changes in D09.  Also we changed variable in figure 58, Variable has been changed to "6", and deleted the sentence in section 7.5.21.2, second sentence, "When present in a broadcast….".  

The payload command was also changed.  This command listed channel time allocations granted to the address DEV in response to a channel time request command.  In response to a CTR, the response means something specific. 

Deleted the line "The recipient DEVs are expected to…".

The reason codes are the same as the stream management codes. 

Gilb will name the new fields Grant Status field. 

Right now, you need two CTAs because there is no end time.  It is the start time for the next start time minus the guard time.  Shvodian discussed what Gubbi suggested, and describes how all this interacts including the impact on dynamic guard time. 

Gilb descried three ways to solve the problem, and the pro's /cons.  Start stop, start and uniform guard time are the two simplest solutions.  Shvodian thinks there is only a percent difference, but Gilb said it could affect other issues. 

Heberling moved us to the Terminate Stream section in Figure 8.  This has to be fixed too. 

Not all of the issues are resolved.  Several general scenarios were discussed to see if we missed something. 

We did not cover service flows yet and will do it later.  Heberling indicated the there was a Flow term that was not defined and passed the request to fix it to Gilb.

Recessed 9:57 PM.

Morning, Tuesday November 13, 2001

8:05am John Barr reconvened the meeting.

8:07am Rick Roberts began a review of document 01/493r0 UWB PHY SG Request.

5 issues were listed.

Question on Regulatory status of UWB worldwide?

What proof is there that the FCC is about to release rulemaking on UWB?

The UWB proposal 01/492r1 has a very aggressive schedule, and some members may not obtain voter rights by the time that down selection voting takes place?

Is it proper to ask the Excom to approve a study group around a specific UWB PHY proposal?

Why does TG3 believe that a UWB PHY is better used with the TG3 MAC rather than the 802.11 MAC?

8:13am Jim Allen made a motion asking the TG group to accept the presentation of document 516r0, seconded by Michael Dydyk. Motion passed by unanimous consent.

8:15am Matt Wilborn began review of document 01/516r0 TG3 Regulatory Statement.

8:20am Matt finished review of document 01/516r0.

8:21am Rick Alfvin stated that TG3 had a bake-off where UWB was included.  He asked why are we re-considering UWB as a TG3 PHY.  Answer was at the time the FCC was not far along in the rule making process at the time.  UWB has the ability to provide new services (Video) in new markets.

8:26am Rick Roberts began reviewing 01/492r2 UWB Study Group Proposal.

8:35am Bob Heile stated that you want to determine that an alternate PHY is distinctly different and improved over the existing TG3 base standard.

8:37am John Barr suggests that the alternate PHY must achieve.

Less interference.

Co-existence

Increase data rate over radios in the 2.4 and 5 GHz bands.

Need to move into new spectrum.

New spectrum coming out.

Better performance in terms of complexity and performance.

8:40am James Gilb suggests that we should just work on an alternate PHY Study Group proposal not a UWB Study Group proposal, but that UWB would probably win the down selection process.

8:44am Bob Heile says that we should keep this UWB document as a starting document or vehicle to start a new PHY study group. Study Groups lead to PARs, and PARs need to show a unique solution. Each Study Group generates one PAR. This PAR could read UWB rather than 5 GHz like 802.11a. This way as new frequency bands look promising then the UWB PHY could be modified to add the new frequency bands. But create the Study Group as an alternate PHY study group to begin with. Then create a PAR within the Study Group which is based on UWB as the most practical approach to the problem you have described in the PAR. Then promote the advantages and capability of UWB in Tutorials. This study group would be an 802.15 study group not a TG3 study group, so be prepared to announce the Chair, Vice Chair etc.

9:00am Rick Roberts stated that the Study Group will meet at noon to begin work on the documents needed to obtain Study Group status within 802.15.

9:02am James Gilb began review of the document 01/374r9 Draft Open Issues List.

All the people who recommended changes to the draft need to submit their changes to James otherwise the issue will be potentially dropped when voted on in the TG at a later date.

9:11am Jay Bain began a review of document 01/503r0 Power Management Proposals for Austin.

9:27am Jay Bain ended the review or document 01/503r0.

It was suggested that Jay Bain combine documents 01/503r0 and 01/504r0 together into one document to be called document 01/504r0.  [Ed. Note:  Document 01/504r0 has since been withdrawn.]

9:35am Mark Schrader began review of document 01/328r3 MAC CTRB Parameters Issues.

It was decided that further time was needed this afternoon to discuss data streams and the proposed CTRB structure.

10:06am Mark Schrader ended review of document 01/328r3.

10:07am John Barr announced that the meeting is in recess until 10:30 (break time).

10:33am John Barr opened the meeting.

10:35am Bill Shvodian began review of document 01/502r0 Tg3 MAC WMS Issue Resolution

11:20am Bill Shvodian ended his review of document 01/502r0.

11:21am Move to adopt 01/502r1 as amended, James Gilb moved, Rick Alfvin seconded, the motion passed with unanimous consent.

11:22am Allen Heberling began review of document 01/410r0 TG3 MLME Primitives Previously Implied and Now Defined.

Description of parameters needed.

Changes were made to Document 01/410r0, saved as 01/410r1.

12:03pm Allen Heberling ended his review of document 01/410r1.

Motion was made to move agenda item 5.3 Configuration Inquiry Procedure document 01/499r0 to 3:31pm today.  Moved by Bill Shvodian seconded by Mark Schrader.  Accepted by unanimous consent

12:05pm Meeting recessed until 1PM. 

Afternoon, Tuesday, November 13, 2001 

3:00 session 

3:32pm John Barr reconvened the meeting.

3:33pm Bob Huang began a review of document 01/499r1.

What is needed is the descriptive text.  Allen asked if the text were ready.  Huang was not sure that it is practical for this week.  Allen asked if there were any value thinking about how UWB might use this geographical location function.  No, not yet.  Schrader thought a map could be generated. 

How do we add Geographical indexing if it is not ready for DO8?  Gilb proposes we would do a LB separately.  Or we can put it as an enhancement or amendment.  There is no time to get this in, and Barr said that there is no base requirement.  We had to leave it out in the interest of completing D09.  

Barr asked, “How does a piconet terminate?”.   It is in the introduction section, but is not called out specifically.  It will be addressed later on.

3:50PM  Gilb started to check to make sure all the open issues were closed. 

Document 01/374r9 is being updated to r10 as a result of these following actions. 

The following were "written items"

Item:

278: is closed

390: is closed 

169: was resolved by Shvodian and closed by 01/476r0. 

222: also closed by same event. 

344: is also closed 

349: is closed

236: is closed

293: closed

292: closed

283: closed documented in 01/474.

285: closed

280: is closed

331: is closed

394: is closed

207: is closed

262: is closed with item 331

229: is closed

241: is closed

250: is closed

368: is closed

369: is closed

370: is closed

336: is closed

246: is closed

177: is closed

300: is closed

372: is closed

386: is in D09.  This "no channels available" code is good to have because it can trigger the daughter network.   It specifies if channels are occupied by 802.15.3 piconets.  The text was updated to include "or occupied by other interference" because we may not be able to determine the type of the other devices.  We need it for interoperability.

310: is closed.

351: is closed

352: is closed

353: is closed. 

Now we went back to top of the document to close "open items". 

Items 72 and 75 closed:  ATP is not sufficient for all the applications. A new parameter was made to make aAssocRespConfirmTime and deleted text elsewhere in 8.2.5.

Item 234 was left open since the proposal was made and tabled for lack of time. 

Section 8.2.5 needs to be updated

Item 235 is now open for Shvodian to provide text Nov. 14th.  Heartbeat is taken care of by ATP.  There was an error in the definition of ATP so we fixed the time out period.  One millisecond is too short but we have the bits available so the resolution comes for free.  "aAssocTime" is deleted from the document in three locations.  We found another error so the association and security section was fixed in 6.3.6.3.  Per Dev was changed also.  The Time Units will be changed by Gilb to be consistent.

Item 404 is still assigned.  The action is Gilb's.  There is a resolution that we are waiting for.

Item 405 is the same status as 404.

Item 403 is the same status as 404.

Item 013 is the same status as 404.  Document 01/503r0 will close all of these as dependant on 404. 

Item 424 is closed.  No change was proposed so it is rejected in status. 

Item 399: Beacon fragment is open still for Gilb.  No change

Item 414: Same as 399.

Item 350: There is no way to reject channel time request.  It was also discussed Monday night. Heberling has the open item.  It is related to item 409. It was assigned to Heberling

Item 284: Status is "Written".

Item 223 It is not specific enough to fix now.  Closed.

Item 003 is also closed for the same reason.

5:12PM   Status:

Open 1

Assigned 103

Written 1

Closed 169

Withdrawn 10

5:17PM Rick Roberts began his review of document 01/518r1

The motion was:  Move to form an alternative PHY study group with the charter of drafting a PAR and 5 criteria for an additional 802.15.3 PHY.  

Moved: R. Roberts,

Seconded: M. Dydyk

22/ 0 /4.  

Barr announced it passed. 

Adjourned at 5:34.

Evening, Tuesday, November 13, 2001 

Reconvened at 7:15 PM 

Gilb is reviewing document 01/374r10. 

Item 384.  Can you generate a start before a scan?  Gilb proposes that if you start a net, you have to scan first, and you need the data in two disparate commands.  Take the channel list and Channel Scan Duration from table 5 in 6.3.2.1 and copy it to 6.3.9.1 table 24 as additional parameters.  

Huang asked if the PHY parameters were defined for the piconet description?  Gilb:- No, we will do that in a minute.

A result of the scan is what channels are empty.  The scan will be returned later, but we need to add to return the confirm command with the details about the channel.  That is in the PHY parameter list so Huang wanted to discuss what is in that list. 

Gilb asked if it is necessary to expose the super frame duration to the DME.  Bain thought yes.

The super frame length should be able to change depending on PNC need for BW.  

Shvodian's designers wanted to limit the CTAs so that there is time to process them all.  Now that there is a limit of about 252, there is a limit and we might be able to get rid of some of the limiting conditions. 

Barr proposed that the PNC should be able to make sure the allocation meets its needs.  Right now, the DEV can control CAP or other frame structures.  A question is whether the DME or the MAC controls the function.  Intelligence is in the DME but reaction is faster for MAC based controls.  

We decided that the MLME start will contain beacon parameters such as MACParameterSet contains the super frame duration, CFP duration, CAP MaxBurstDuration and CAP Mode, as defined in 7.4.2. 

Gilb defined: "List" are collections of things that are the same, and "Sets" are collections of things that are different. 

Are there any other PHY things that need to be sent?  Should parent or child piconet be in the start such as PNC, Child, Neighbor?  The response will be different to the same command.  It was added to 6.3.9.1 Table 24.

Schrader is concerned with a child when becomes a child but does not start out as a child.  There was discussion on how that would be possible.  The solution to the concern is that the network has to be taken down and restarted if this is a problem.  It appears to be OK. 

TPC element has to be added to the start sequence to get Transmit power level. 

Barr discovered that this is listed as a change in power, and not the absolute level.  We will need a new element to do what we already agreed needed to be in there.  The TPC element in 8.13.1 is in error.  It says power level but it is defined as a change. 

Heberling indicated that item 316 is labeled association but it is a Start issue.  We'll look at that after this issue.

To resolve the problem of having to tell the PHY power at start, we will add an element and a section 7.4.10 and re-label it Transmit Power Parameters.  Max. transmit power element is added.  There was a lot of discussion around it.

If the beacon does not contain max power control, there is no max. 

Allen asked how does the system know what power will the radio need so the host can determine if the battery power can support it.  Gilb said that most of the power is in receive mode.  Several scenarios were discussed.  No new parameters or elements were needed. 

To be an AC, what do we need to advertise?   Table 67.   We don’t have some of the elements such as Max GTS.  Gilb realized that many parameters are fixed and in the PIB and don't have to be allocated.   Capability information field is deleted because it comes from the PIB.  No need to store it twice. 

This closes MLME Start parameter list. 

Issue 384 is closed. 

Günter mentioned that MTS is missing in the acronyms list (Management Time Slots). 

Also, in the PHY spec in section 11, the reference to the ETSI standard is out of date.  Change ETS to EN 300-328.

9:04 PM.  Next item is:

Item 306 regarding stream indexes.  Heberling discussed what we agreed to do on past conference calls.  We were going to move them from the CTRB into the QoS.  We decided to move them into the QoS.

Figure 63 was modified to add Stream control field (2 octets).  Min. requested channel time in a time slot, and requested channel time for time slot from table 57 were added as well as text below table 63. 

There was a discussion about the use of CRTB, and stream controls to figure out what could be use and what could be eliminated. 

Item 306 is closed.  

Item 401:  Needs reason code 8 for target is unreachable. 

Item 402:  Stream ID and Stream Index are too close.  Gilb closed it.

Item 268.   Define the TBD in section 11.   We passed on this as section 11 is signed out. 

Item 295   Define Time Unit needs definition.  It is now gone since D08 there was only one left to do and it is done in D09.  Closed. 

Item 122: was closed in D08 with an explanation. 

Item 255:  Why would one station request more frames in the cap?  Done in D09.  This is a flow control issue that we don't want to have.  No one wanted flow control so we deleted the text.   We deleted section 7.3.3, page 78, lines 42-44. (During the CAP, a directed command frame serves as acceptance of that request.)   Closed. 

Item 363 is linked with item 224.  You have to use delayed ACKs for repeaters so it has time to respond.  The repeater has to always hear you.  Do we need a repeater function?  Shvodian suggested that a repeater could use shorter links at higher speed and do better than a direct peer-to-peer link.  Shvodian suggested this require delayed or no ACK.   This will be added onto Repeater service as section 8.11 in D09.  

Item 090.  Section 7.3.4, Figure 13.  The Encryption Information field and it's related text is deleted because security will not need it.  Shvodian thinks this is counter to Rasor talking about encrypting it as you need it so you don’t queue the data up because the key can change.  Gilb said it should be taken out until the security guys decide they want it in here.  Also the FCS length was changed to 0 or 4 octets.  Closed. 

Item 308: resolution is open and will be addressed in document 01/476r2. 

Item 400 is closed in D08. 

Item 425 was assigned but not available.  We worked on describing it.  Shvodian thought we had a problem with the LSB/MSB positions - they needed to be shown in graphics.  For bit maps, they also needed definition of bit locations.  If the MSB is set, it is not a bit map. 

"The least significant 15 bits…." paragraph was removed and replaced with a cross-reference to section 7.5.3.1.  LSBs are always on the left and sent first.  If the number is a hex 5, the LSB is a one.  An example would be good, but not available.  Informational elements could breaks things if they are not full bytes and Gilb wants to send entire bytes.  The cross reference to table 65 was added.  This item is closed.  This does, however, limit us to 15 information elements

Heberling said item 411 is the same thing so it can be closed.  It is still open until we get a picture.

Status:

181 closed

91 left assigned.

Recessed at 10.07PM.

Morning, Wednesday, November 14, 2001

Reconvened at 8:10 AM by Barr.

Announcement:  Thursday evening we are going to a TG3 social if we get our work done, please sign the list.

The plan is to move security to this slot because Gilb is at the TGg meeting for the 8:30AM vote.

We will look at the draft and where the security text goes instead.  

Gilb is editing section five so Barr suggested we not worry about this section 5.6.2. 

In the second sentence it talks about associating with the PNC.  The logical Security manager would be added.  Barr described the function of the PNC and the security manager.  Should we consider discussing a separate PNC and Security manager?  Heberling thinks clause 5 is a waste of time.  This section will be updated and this current section is incorrect.  If there is an SM, it will be hosted by the active PNC.  There were no objections to this.

Section 6.7.1.3.

Rasor reviewed the text about the rules of security, which will define the content of this section.  Allen asked, "..is there were a problem with streaming when a new person comes into a PN and makes the system re-key.  Allen thought that if "you" were worried about keys within "your" group, you should start a new PN.  There was discussion about people who temporarily leave the network but do not disassociate.  They stay connected.  Rasor clarified that "rule number one" was for payload security. 

Replay attack discussion followed.  

A group member is anyone who is a member of a piconet.  You can kick someone out and if they leave, they are no longer a member.  You might want to kick out a neighbor's TV if they don't belong in your network.  A policy for inclusion and exclusion will be set up higher than the MAC layer.  

Barr wants to make sure that coming or going form the piconet is OK until you disassociate.  The cell phone, laptop example was given.  Those devices should not have to keep changing keys since you own them all.  

Barr asked if there was a broadcast mode to send keys.  The response was yes. 

Allen asked if there was a specific question to resolve here. 

Does the process overhead in "rule one" buy us any value when compared to the alternative of not changing the key so much?  Does it make a more secure network?  The complexion of the network has to be assumed first (dynamic nature).  We need an analysis to determine the degree of the problem. 

Barr asked if power save were affected.  Rasor thought there should be a hash in the beacon to say the key changed for those how went into a sleep mode. 

Barr said that if a new device joins and you change the keys, the sleeper might not know the key was changed.  They would have to be re-synced or re-associated.  The interlocking pieces may become rather onerous with what we want to do. 

Welborn suggested that there are two modes:  In the clear or secure.  Rasor said there were actually 3 modes.  The security model breaks if you don't change the key.  WEP does nothing with their key - it is exposed and user entered.  The Hacker knows the data structure and got the key from a series of transmissions.  Regarding deriving the key from the beacon - it was suggested that it just represent a change and not key data.  It’s not pure but lower risk.   Rasor said that was his intent.  

Heberling raised a point of order:  Is this an open resolution issue?  Barr said it was, showed the item and overruled him. Heberling pointed out that there was no text [only key issues and policies that will direct the text creation]. 

Barry Harold suggested that the power save device should check when it wakes.  There may be additions needed for power save to reflect the security policy.  Shvodian said that there is some chance that a DEV may miss a key request so it should be in the beacon.   WEP puts it in every vector in their initialization process and we don’t. 

It was added as an issue.  The commenter was Barr, Section 6.7.1.3 document page 56 line 53, Doc. D08, related to 01/449r2 security policy issues. 

The policy of requiring key change when a new device is entering the piconet will require coordination with the power saving states to determine how to notify the DEV that a new key is active.

Bain suggest we set a bit CTA information block to indicate key change.  Schrader's 01/485r4 will resolve the problem.  This is assigned. 

Security rule number two is OK.  Rule three applies to not giving out payload keys to anyone in the net you don't trust. 

EPS problem was expanded.  If the PNC sets the bit indicating that the key has changed. It will also broadcast the key in the CAP or Management slot in that super frame. 

The next issue was about how to generate keys.  The crypto suite is not the symmetric AES based system.  That is already done.  It is the authentication suite.  NTRU, Certicom, RSA have solutions.  Without a mandatory suite, Rasor believes we can't advertise security if we don’t pick one.   

Allen asked if a mandatory method choice could be delayed.  Rasor said we need to decide if it will be mandated, not which one yet.  Shvodian asked if Wilma would decide or will the IEEE.  Roberts asked if this would force us to stop and consider the requirements before we finished the LB.  Allen said, "No, the decision is just whether it is mandatory".  Shvodian expressed agreement that a single suite should be defined for interoperability.

Rasor moved: That in the interest of compatibility, that we mandate standards based public key crypto suite for devices that implement security. 

Moved: Rasor

Second: Gilb, 

Discussion:  Roberts asked if we can put a limit on when this will be done so it's not hanging.   Barr indicated that since the suite has to be based on a standardized method, it must be already available.  It does not make a decision of which one.  Shvodian asked if the same crypto could be used for privacy as well.   Rasor said, yes and no - and explained how keys are used.  What is in the Crypto suite and do we get interoperability for all security if we define one suite?  If the base line is in there, you can talk.  If you enhance, they are options, but you can have at least one.  

ACTION: Barr and Allen will determine the process and implement a call for cipher suite proposals. 

Shvodian said that the downside of choosing one suite was that if you mandate one, it makes it harder to implement a different one.  Rasor disagreed with the logic because the suite will be an object with defined content and interfaces.  

This is a technical motion

18/0/3

Motion passes.

Mary brought in Peter Johnsson, who chairs 1394.1.  Barr indicated that the question is how do we address interfaces between TG3 and 1394 QoS services and what is the appropriate service access point mechanism.  Is it 802.1d?  What is the most appropriate way to define the sub-layer.   Peter suggested we need a different person to address this because he was there to address wireless 1394 issues per DuVal's request.  They were focused on looking at integrating into a 803 model.  Their model is not agreed to but they view that they are 802 and we are wireless MACs.  We have not had much success.  Again, he is here to discuss wireless 1394 issues and history. 

802.11e mechanisms do not seem to be interested in guaranteed channel access.  They think that is the single most important issue for streaming AV.   

The central resource should be time, which we are.  It can't be fudged like .11e.   They have no standard admissions control for their shopping list of features.  Our time base is what they would recommend.

They suggested we look at the 1394 functionality and reuse what we can from that.  Barr said that we have a means to create and manage streams. We do not have any 1394 experts who can help us get the 1394 crowd to focus on us rather than .11e.  Peter suggested we launch a protocol adaptation layer within 1394 trade association, and get more educated about what it is and how it works.  You need to be a member to do this association.   TI, Kodak (?) and Xtremespectrum also have trade memberships.  

Welborn asked abut the status of wireless 1394 - the ETSI BRAN is not really 1394.  They have a problem that BRAN may not be headed for adoption.  The second IEEE P1349 project is related.  Bastille day they had an 80% approved ballot but has over 500 comments.  They will go for a recalculation for next year.  Most of the workers in this are home distribution systems with startups are a major number of the workers on this one.  Peter's contact data is in 802.11 document number 11-597.

Any questions on the tutorial 01/508 Tuesday document files?  Comments are welcomed. 

Recessed for the session 

Afternoon, Wednesday, November 14, 2001

Reconvened at 1:08 PM

Motion to add document 01/514r0 to the agenda.  Moved: Alfvin, seconded by Gilb. Approved by unanimous consent.  It is added to the agenda this afternoon. 

Using reference document 01/394r10 (being revised from 10 to 11 at the end of this session).  And document 01/514r0 as the base document for this discussion.   Document 01/514r0 was a priority sort by Gilb. 

Motion to add document 01/472r2 to the agenda.  Moved by Shvodian, seconded by Gilb. Approved by unanimous consent.  It is added to the agenda this afternoon. 

This issue is a generic issue that relates to several open issues.  Currently in the CTA, you get a time and look at the next persons time to figure out how long your slot is plus a guard time.  It stay as is.

Shvodian mentioned that CTA is needed for the stream, not just one DEV.  Gilb suggested we add end time to CTA.  Schrader the right the issue is how to affix the proper guard times first and speaks against this as a way to solve the guard time.  There was a discussion of guard times.  

The first issue in 01/514r0 was discussed.  No one wanted an end time in CTA so it is dropped.  No one minded after Allen asked.  Guard time is not in D08 because of end of slot issues were not resolved. 

Item 409 is the next issue regarding the text, which starts "It is not clear how the reject is signaled in the slot duration…".  A directed Channel time Grant that has a rejection function.  Schrader said power management needs it too.  Heberling said we looked at this Tuesday night and Gilb showed what was changed.  Whether you request a channel time or Stream, you use the same format.  We need to add a functional description that the PNC shall send a reject.  Section 8.3.2 of D02 has to be cleaned up editorially. 

Gilb added text that says, "If the PNC whishes to reject to channel time grant, it shall send a directed channel time grant command with the appropriate grant status code…."

7.5.8.2 added "or rejected" to the first sentence after the word granted.

Barr asked if the end time should be in the CTGrant.  Shvodian thinks it needs to be in there for a static GTS.  Barr said you don’t use this to time anything, so why add an end time.  Shvodian said you don’t have to process the beacon CTAs to get timing data, so he'd like to see it.  This is a result of the new pseudo guard time.  You don’t have to listen to the CTA.  No one was opposed to adding end time.  Shvodian said that we need to define if it includes the guard times. 

'Durations" were picked over "end times" in 8usec increments, and it does not include guard time that follows that specific GTS. 

This was reconsidered and the format element name was changed to Next GTS start time.  The Next GTS stat time indicates the start time of the next GTS.  These fields are defined in 7.4.11.

This closes 409 in Draft D09.

Item 170 Priority Management.  Section 8.5.3 in D08.  Gilb wants to cancel the entire sub-clause.  It is enabled and this section does not add any value.   Heberling agreed.  This can be moved to the SSCS (convergence sub layer).  This is closed.  No objections.

Item 360:  Gilb asked if this closed it as well?  Yes, it is closed as well.  

Item 358:  We have a rejection command now, so this is closed.  There was also a editorial comment that Gilb will add later as a clarification.  This is closed.

Item 036:  Schrader is asking for extensibility to the MAC frame format.  There is a document 01/517r0 hat Mark has so this is tabled until he returns.

Item 408.  Eliminate the Accept command.  Shvodian explained the issue.  Else, there may be a race of acking ACKs.  No one was opposed to killing the acceptance command.  If the DEV does not accept the PNC's decision, it shall send a stream management with an action type set to rejection.  Shvodian wanted to recheck his action types.  A value of 3 indicates a "stream disconnect" and the PNC has to pass the request to the DEV. 

Barr - if we do this, will the dev have to wait for the request to percolate through the system?  Yes.  

Shvodian explained the DEV types.   The reason codes are also changed and were reviewed. 

Shvodian shows his suggestions in document 01/476r2.  We don’t have a disconnect reason and need a command, or extend the reason code to three bits.  Other methods were explained.  Is there any reason whey the PNC would force two devices to talk to each other?  No clear application came out that required special controls.  Gilb suggested that we add a bit and add value of 4 and value of 5 to reject streams.  Even and odd for direction indication of the value codes were added.

Heberling indicated that we never defined GTS type in section 7.5.22, page 103.  It was added as an open issue 428.  It is documented in 01/476r3.  This resolves this issue.

Item 408 is resolved, but will be closes as soon as it is put into D09 per 01/476r3, Section 4. 

Item 423.  The back off algorithm as written is broken so Gilb suggests we use a version of 802.11's but removes timing and uses instead a slot basis.  Gilb believes that 8.3.2 in D08 is broken.  Time resolution is not discussed, because it's a number counter with the slot as an increment.  It's PHY dependent if time were the basis, but it is not, if it is slot counter based.  There were no responses to Gilb's email.  This is assigned to Gilb, and accepted in concept as along as it references a PHY dependent parameter. 

Item 218 - Section 5 in document 01/476r3 is about DEV GTS Status Information Element.  This was added to close out the item.  

We discussed section 3 of document01/476r2.   Static slots were replaced by pseudo static text from the same document. 

Back to item 036, Document 01/517r1.  Schrader wanted to allow application specific protocol without messing with what we already did.  Schrader concluded we could if you added a specific information element.  This customer information element could explain the enhancements to devices that could use them.  The information element looks like what we already did.  The next available ID is 12.  Why did we want to limit it to 64 bits?  Two people asked why limit to 64 bits (Ans:- Mark wanted to limit pushback).  Second question is why not more than one?  (Same reason.)  Barr asked it this would make for new frames other than what we defined?  Gilb, we only define the things necessary to set up link and communicate.  Others could exist.  This moves it into a low impact way to extend the protocol.  Huang said that if the standard ignores all this stuff, why does it have to be in the standard at all?  Gilb answered that this allows a reserved ID and makes this possibility implicit. 

It does not cause interoperability problems.  No one was opposed to the idea or that the number of bits or occurrence(s) should not be limited as long as it occurs at the end of the beacon.  Is there any opposition to adding the section to the draft?  The draft will be in r2. 

This is written and will close 036 in D09.  Technically, the request was changed by solving it in a different way.  

Recess at 3:03 PM. 

Reconvened at 3:33 PM

Document 01/481r4 was a response from Huang to Gilb to try to use existing association commands for the daughter network.  Shvodian did not want to limit the number of neighbors by setting a bit rather than setting the ADAD.  There was no opposition to delete the special daughter commands as outlined in this document.  

Gilb went over the issues and documents. 

The desired Max GTS parameter was added in the CTA block per document 01/328r2, which will be updated to r3 in a few minutes. 

01/410r0 changes are not in yet.   

Gilb:  What is the document number for proposes changes?   Rasor needs three documents.  

We will need a formal TG3 conference call to review the security text.  Barr will schedule.  

Working backwards on a 45 day LB, we need to get this out   Jan meeting is the 21st. 

Draft needs to be done by Dec. 4th for completion.  All submissions must be in by November 27th.

Use Visio to generate figures in EPS, or use Frame.  Tables James will do.  He will also do the formatting. 

Barr asked if MLMEs are done.  No - we need an MLME for the repeater.  Action is for Heberling. 

Bailey asked if this repeater mode makes security more complex.  A discussion ensued.

Do fragmented packets get encrypted as a whole packet or after fragmentation? Answer: Either, as long as you can rebuild it and you need to consider holding the key for each fragment.  Dropping the packet may be the answer.  

Amendments are in document 01/496r0.  

Returned to 01/476r1, Section 1.  Cap mode is already in D09.  There were some text changes from this document that were added and were editorial.  Gilb wants a limit and Shvodian doesn’t mind limiting it but does not want it every super frame.  Gilb suggested we limit it to a max. super frame size which is about a half of a second.  This affects guard time and we will not change guard times.  We changed it to  ~0.6 seconds to make sure we can satisfy the customer's expectations. 

Gilb - do you want MTS before and after an EP?.  Schrader said what he wanted which makes Shvodian's text right.  Section one was accepted for D09 

Time to close more issues. 

Item 221:  Gubbi closed this with emails.

Item 373:  section 6.3.2 table 7 was modified - time stamp and real time and the last three elements were removed, Channel and Parent DEV ID were added to D09.  Closed.

Item 385:  Closed last night.  Updated the parameters per the minutes.

Item 168:  Closed in D08 based on 01/469r2 from Heberling.

Item 357:  Can we close this?  Heberling said, "Yes".

Item 052:  Heberling fixed this one in D08.

Item 243:  What do we do when we get a frame from a higher protocol level than yours?  Gilb suggested that this does not refer to broadcast, but only directed requests.  What would the lower levels do?  The easiest way is to respond that you can't understand it.  Heberling withdraws it. 

Item 312: Stays as written.

Item 383: Covered in Clause D08

Item 256: Length of encryption was deleted and closed.

Item 143: Coordinator hand over.  Shvodian asked if PNID is randomized.  It is not this item.  Barr wants to figure out what happens when a PNC walks around.  They have to join a new piconet.  The answer is they don’t have to re-associate.  It uses the same PNID and is not part of security.  D08 closes these because it was clarified.  It's closed.

Item 406: is withdrawn.

Item 354: is closed.

Item 410: is written and left the reference for ADAD at 0xFE and added the reason code. 

Item 398: Status is "W".

Item 338: This is withdrawn unless someone with an interest in CAPs can add more.

Item 412: is in Doc 01/502. Status is: Written

Item 248: Closed in D09 and was in 01/502.

Item 393: This is not done but in 01/502. Status is Written.

Item 415: In 01/476r2.  In D08. Written.

Item 416: In 01/476r2.  In D08. Written.

Item 418: In 01/476r3.  In D08. Written.

Item 365: Message sequence charts are editorial, and the text is written. Status is closed in D09 by changing to use Probe with null elements.

Item 317: written with doc 01/502 

Item 421: is written in 01/476r3

Item 422: is closed by getting rid of static GTS

Item 413: is written. 

Item 407: is changed by 01/476 so it can be negotiated. Status is "Written" 

Item 408: is in 01/476 and is written

Item 420: closed in D08. 

Item 376: closed in D08

Item 374: closed in D08

Item 277: closed in D09.  Deleted in D09 because it will be handled in an authentication frame.  Authentication and association are separate commands and will be added by security committee if needed.  

Item 076: is a repeat and is closed.

Item 070: closed as part of the challenge and response text.

Item 426: closed in D09 and affected numbering commands hierarchy.

Item 286: closed in D09 by cross-referencing probe response.

Item 417:  Need a proposed solution from Mark for Max probe time.  May need an association request in the super frame.  Closed by Schrader.

Item 251: Proposed deleting the last sentence of 7.2.1.9.  Closed.

The rest of the issues are editorial. 

Open 0 

Assigned 49

Written 17

Closed 209

Withdrawn 10. 

Two things we didn’t cover: PICs and SDL. 

Morning, Thursday, November 15, 2001..

8:08am John Barr reconvened the meeting.

8:10am James Gilb began a review of document 01/514r0 TG3 Draft Open Issues List and document 01/374r12.

Issue 13 is “W”

Item 268:  Figure 19 section 7.4.3, the Bit 10 will be used for the neighbor bit.  Move supported data rate fields to be bits b0-5, Move reserved bits to b6-10, add bit b10 to be neighbor bit.   The fields were switched in position to allow the supported data rate bits to expand into the reserved bit field at a later date.  A one value indicates that you want to be a neighbor PNC.  Document 01/481r4 will be updated this change.

Also in this section, the text was changed form "is set to" to "shall set to".

A global change was made to make the figures for fame and field formats, information elements, and command types normative and the text is informative.

Item: 308: status was changed to written .

Item: 309: This definition needs a resolution.  Bandwidth allocation failure is changed to Insufficient Channel Time Available.  Heberling noted that this has to be time because the PNC deals in time.  This status is now a "W".

Item: 312:  Ref. document 01/469.  If we modify the channel time request, we probably do not need this. It is only a pass through.  This is withdrawn.

Item 316:  "If there are no open channels…."  This was fixed with the start confirm command yesterday and is in D09.  It is written. 

Item 323: in section 8.2.5.  We removed the word "valid" which fixed this item in conjunction with the intended changes in security.  Barr thought it was not sufficient - the response also has to happen.   It SHALL send a response with a yea or nay.  Closed by Heberling.

Item 328:  is withdrawn.  New MSCs will replace these.

Item 332: is security and is on the open list.

Item 333:  Coordination Handover section.   The last sentence of that section is under debate.  We need to delete the whole sentence.  Closed by Heberling.

Item 334: is changed to editorial.  

Item 335: Gilb claims this as editorial and Heberling agreed.  It's status was changed.

We will go back and get the matrix updated in the editorial column.

Item 350: is closed with changes made in D09.

Item 377: Associate Confirm - we need to add to this but it is editorial because it does not change the structure.  Status changed to "e".

Item 378: is editorial

Item 379: is editorial.  We need to add an MLME-Assoc-Map.indication primitive with DEV info table as the entries.  Status is editorial.

Item 380:  two entries are to be added after security.  Editorial

Item 381: is related to 380.  One is the table and the other is the text.  Editorial.

Item 387: is editorial.

Item 388: is written now in 01/410r0.

Item 389: is an editorial 

Item 391: is editorial

Item 392: is editorial assigned to Heberling and Gilb.

Item 395:  is the same as 389 and is editorial.

ALL editorials will be complete before the draft is LB'ed and Gilb will do a change history document to make the review easier. 

Item 399: is left open because Gilb thinks we want to do this but there is not proposal and the impact study is not done.   Withdrawn. 

The chair recognized Pat Kinney for two TG4/3 questions.

Are we 48 only and do we want to find a way to connect the standards?  Yes.  TG4 is considering 64.   We can make neighbors, or leave a blank time, can they - don't know.  Roberts stated that this was beyond our PAR and should not take resources.  Gilb asked if this could be done with Wilma and Zigbee.

TG4 would like to reuse our security hooks.   Bailey agreed to discuss it at 1:00 today with TG4 if TG3 is not discussing security at that time. 

Item 403:   01/503r0 is in the amendment document so this is written. 

Item 404, 405 are written.

Item 411: editorial 

Shvodian wanted some LSB on left issues as well that got thought.  It is technically OK, but editorially wrong.  Gilb will fix all figures and table to LSB on left (e.g. Table 61).  

Item 414:  Back off algorithm is not done.  It is decided what to do but not done yet.  This is a W status.

Item 420:  Closed Fixed in D08. 

Item 423: is written. Instructions are in 01/496r1.

Item 427:  This is in 01/485r4 and is written.

Item 428:  Did yesterday and is 01/473r3. Closed

There are 27 left and should be editorial and Security. 

Heberling asked Barr to go to Line 125 in closed issues and made it closed.

Items 011, 309 328 are remarked as editorials. 

Roberts sent twenty open issues to Alfvin and they have not opened that were submitted Monday.

RDR10 - it is in the beacon. Closed in D08.

RDR11 - How does do you negotiate bandwidth. CTA is how it negotiates and is in DO8.

RDR12 - Why use the preamble?  Gilb explained that the method we use is faster this way and makes the timing calculation easer.  Roberts indicated that in a carrier-less system, this is ambiguous.  They do know when the beginning if the SFD.  Gilb suggested we put an editorial note that the way it is done, that the DEV has to calculate the start time based on then the SFD is detected.  Barr asked how to keep beacons straight?  It is done by PNIDs.  Rick agreed this is closed with the addition of the editorial note.

RDR ? - Skipping beacons comment for section 8.11.  There use to be a quiet command that is gone now.  If the PNC goes away, does it have to quiet the net yet?  Eventually the entire net stops anyway. 

Heberling said that this is probably a work around the HiperLan spec.  Gilb said Rick is correct, so we need to delete "the PNC shall keep…..within that quiet time.    It is OK with Roberts.  Closed. 

RDR14  If you wake up every 10 seconds, does the power save guys understand it may take a long time to re-sync?  Yes.  You could hear a child beacon before the parent if you wake up at the wrong time, but it is address by PNIDs. There will be an editorial notes added to say the DEV will need to wake up early based on its clock accuracy and length of sleep in order to hear it’s beacon. 

RDR 15  Section 8.12.3.5 - We need a note about what a master/slave is.  A master slave relationship is that one device follows another.  An example is a speaker that follows the amplifier.  Roberts asked why this is in the EPS section?  This is because the master shall have some control over slave sleep.  This belongs in Annex B1 because it is a specific application.  All but the first sentence goes to the annex and the only "Shall" becomes a "would".  "EPS Sets  are….relationship" is moved to B1.  Roberts agrees it is closed

RDR 16  8.15.3.5  the first sentence will be corrected to "If the PNC supports EPS mode….no more than 16 EPS time sets…."

[Ed note - the RDR (Rick D. Roberts) numbers above might be in error, so the subjects were added to make sure they can be matched to the correct item number.]

RDR 8 - section 8.2.1.  There are two ways to do a scan: Scan and start.  Can you do a scan after the net is up?  Yea.  Can the PNC scan on a different channel?  Sure, not prohibited but difficult.  We could also use the channel change mode and the DEV can use the EPS mode to get time to look.  Change the primitive from associate to scan closed this. 

RDR 6 - Can a DEV go to EPS all by itself?  Yes, it is in 01/385r4.  It is called solo EPS.  Closed on the assurance of Schrader and the assurance of Shvodian. 

RDR 13 - Can there be daisy chaining of child networks?  It is not disallowed.  Roberts sees a stability problem in a high-rise apartment.  Has anyone thought about the results?  When you terminate the child keeps going.  Gilb things that we run out of time slots.  We should clarify that every child has only one parent.  You don’t know your great grandparent.  Huang believes this is clearly described and the other issues are implementation issues.  He explained his point of view.  Roberts agreed to close this with clarification that you can daisy chain these networks in clause 8 and the child procreation shall be clarified in clause 5.  

Shvodian asked about starts and probes.  It was discussed and the sequence explained by Gilb.  This is not an open issue. 

Recessed at 10:36.

Reconvened at 10:56.

Motion to move the Thursday agenda item 12.6 to below item 14.3.  Moved Allen, Seconded Gilb, approved by unanimous consent.

Motion to move drafting session 12.5 with review of security 01/530r1.  Moved Gilb, Seconded Heberling, approved by unanimous consent.

Rasor started the review of 01/530r0.  The goal of the session is to update doc. 01/530r0 with all the essential data for the security editor to complete the clause. 

Open security issues are:  26,27,28, 29,30,31,41,69,101,233,264,302,332,

The PSM needs to be defined and the coordinate needs to be called the PNC for 5.6.2.

For issues 27, bailey disagreed that 48 bytes was right because OSIDs can be variable length.  This will describe the max field size.  These bytes are in TLD format so we don't have to create length information.  We got rid of the 48-byte length.  Gilb said we have to be able to fragment the authentication frame (section 7) because it now (r1) has no upper limit.  It's status is Written in 01/530r1.

Issue 28 - same result. Heberling agreed it is written. 

Issue 29: is written. This primitive is used to initiate a response to MLME_Authentication.indication received from the requesting MAC entity.  We need to clarify the effective receipt and it is editorial.  This will affect Table 10. 

Bailey asked why we don’t send this all at once when we do an authentication request.  Gilb thought this could make the MLME more complex if we don’t do this.  What would have imitated the public key?

There was a discussion on how the algorithm is selected.  Since we have one type, we don’t need the suite type definition.  Authentication Key is the public key of the requesting DEV.  

Bailey asked if we need a signature of the trusted authority as well for each key?  It's both.  Barr asked if this method has already been defined in the industry.  Bailey said that there is a common way to do this, but it is considered too much for this standard. 

AuthenticationKey within the MLME-Authendtication.indication was split to contain DEVAuthenticationPublicKey, a KeySigned field and AuthoritySignature.  The indication was updated to match. 

11:48 AM the discussion of how this works continues.  The first move is that the DEV sends an authentication request.  PNC sends back a it with a no or an authentication challenge, a response to the challenge is issues, the PNC sends a Authentication confirm.  The device then has enough data to be confirmed.  The commands will be filled out.  The steps were added to 01/530r1 in section 5.6.2.  Bailey said that there might be some more message passing required than indicated.  Gilb said that we could reuse the same commands to do the iterations.  We may need to be able to challenge the PNC to prevent the spoof.  Gilb suggested we make the command generic, and then list the target in the command.  It will be done with these commands. 

Recess until 1:00.  The security team will make a proposal after lunch. 

Afternoon, Thursday, November 15, 2001

Reconvened at 1:17 PM.

A few open-ended discussions from the lunchtime security work were finished up.   

7.4.2 reserve the last octet in the figure to be renamed Authentication Version.  The description is:  The authentication version indicates the version of authentication that is used in the piconet.   If authentication is not required, this field shall be set to zero.  We will insert a table that shows 0x01 is the base mode.  This may be moved when the text is entered.  

Gilb - is data encryption an option?  No, either everyone or no one in the piconet.  It will take 2 bits.  The CAT mode field may be renamed piconet restrictions field.  Gilb asked if these were static for the life of the piconet or are they dynamic?  The CAP can't queue, so it is more difficult to make it dynamic.  [Ed. Note - check the CAP queue comment]

To kill a piconet, either disassociate or stop the beacon. 

This addresses item 101. 

Issue 41.  Section 7.5, command types, was left to be redone when the text is generated.

Issue 70 is done.

Issue76 is done.

Issue 277 is also done.

Issue in section 7.5.18 PNC Handover.  Coordination handover, changes made per 01/530r0. 

Also need the piconet parameters to the DEV info table.

Item 143 was closed earlier.  

We need a public key length into the MLME challenge confirm command because they can be variable length.  We went through the document and checked for places that need the length code added. 

There needs to be a frame that distributes the key encrypted keys.  The MLME_DistributeKEK Request is added to document 01/530.  It is a symmetric key broadcast.  Gilb required the inclusion of the DEV ID to make the new section work.  KEK is key encrypted Key.  A length was also added. 

CRCs do not protect against CRCs changes in messages.  HMAC is a better method and is robust against fragmentation.  Gilb suggested we use this at the highest layer.  It tells us that messages are messed up due to security problems.

Motion:  Use HMAC [a fancy CRC] from IEEE 1363-2000, calculated on the incoming MPDUs if encryption is set on.  

Moved, Gilb

Seconded, Allen

Unanimous Consent. 

We reviewed the document for additions and completion.  Document 01/530r2 is the collection of all these changes. 

This document was added to the amendment list, 01/496r1

Item 30 - written

Item 31 - written

Item 41 - written and transferred to Gilb.

Item 69 - closed in 01/530r3.

Item 101 - written

Item 233 - is still open

Item 264 - Written

Item  302 - The field was deleted because we do not do security on a stream by steam basis.  Written

Item 332 - still open.  Item  - handovers can be done but we need a dev authorization table handover from an old PNC to a new one.  It needs to be figured out. 

Items 233 and 332. are still open. 

3:00 - recessed for break.

Reconvened at 3:30.  

The problem is transferring data from the old PNC and the new PNC. Doing the hand over breaks the security. 

01/530r2 is now updated to 01/530r3.

In order to solve the problem with PNC security hand off, Gilb suggested we split it into separate cases.  

If the security bit is not set (0), there is no change to normal procedure. 

If you are authenticating only and not encrypting, the transfer happens and the DEVs shall re-authenticate with the new PNC.  Authentication information in the old PNC is not transferred to the new PNC.  When you time out, you are timed out.  This allows the old connects to keep going until they are forced to re-authenticate, since these devices can't do anything to change the system.  Gilb thinks this is less of a problem security wise than dissolving the network and re-associating from scratch.

Shvodian suggested the new guy authenticate first and then disassociate the old network.  

If you are authenticating and encryption,  The old PNC exchanges transfer key with the new PNC using Distribute-DEK to the new PNC.  The Old PNC HMACs and encrypt it in the DevInfo table and sends it to the new PNC.  Old PNC HMACs and encrypts the public Key records for the DEVs and sends to new PNC.  Transfer occurs.  New PNC shall issue a new KE and DEK in the first super frame after its first beacon.  In Figure 49 in D08, we will add Authenticated indication to the device information.  Add additional device record for AC SEC capable devices that holds the Public Key of the DEV.

See document 01/530r3 for the final wording.  

Heberling asked what the impact on Streams is for this handoff.  We only protect the allocation of resources in the PN.  The PNC is not involved in the transfer because they are peer to peer so it remains unaffected until a timeout or new request.  How will the stream know the change took place?  The beacon contains the device ID of the PNC.  The MTS slots can be used to re-authenticate while the streams are going on so it can be fixed before it drops the DEV.

This changes the status of the last two items as written.

Open 0

Assigned 15 all editorial

Written 39

218 closed

22 withdrawn.

Plus Rick' except his editorials. 

Motion:  To adopt the draft amendments for Draft Standard 000d09P802-15_TG3 per Document 01/496r1 including document 01/530r3.

This is Technical.

Moved: Gilb

Second: Shvodian

16/0/0

The motion passes. 

Motion: To forward the Draft Standard 000d09P802-15_TG3 for letter ballot with the condition that it is first amended with the accepted draft amendment (Document 01/496r1) and 01/530r3.

This is Procedural

Moved Gilb

Second Heberling

19/0/1

The motion passes

Allen presented document 00/127r7 TG3 schedule.  Gilb and Allen discussed LB process and comment resolution. 

Motion to adjourn by Allen moved and Gilb seconded.  Barr and Gilb thanked the attendees.

Adjourned at 5:00. 
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