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Agenda:

Agenda for the Schaumburg II ad hoc MAC meeting scheduled for October 9-11,2001 - Ratified at the opening.

Tuesday October 9th:

8:00 am 
Call meeting to order

8:01 am

Approve/modify agenda

8:05 am

Begin work on goals* in the order listed

10:00 am
Recess for break

10:20 am
Meeting called to order

10:21 am
Continue work

12:00 pm
Recess for lunch

1:00 pm

Meeting called to order

1:01 pm

Continue work

3:00 pm

Recess for break

3:20 pm

Meeting called to order

3:21 pm

Continue work

5:30 pm

Recess for dinner

Wednesday, October 10th:

8:00 am

Meeting called to order

8:01 am

Continue work on goals

10:00 am
Recess for break

10:20 am
Meeting called to order

10:21 am
Continue work

12:00 pm
Recess for lunch

1:00 pm

Meeting called to order

1:01 pm

Continue work

3:00 pm

Recess for break

3:20 pm

Meeting called to order

3:21 pm

Continue work

6:00 pm

Recess for dinner

Thursday, October 11th:

8:00 am

Meeting called to order

8:01 am

Continue work on goals

10:00 am
Recess for break

10:20 am
Meeting called to order

10:21 am
Continue work

12:00 pm
Recess for lunch

1:00 pm

Adjourn

Goals for the ad hoc meeting:

1.  Power Management Proposal and suggested wording

2.  Security Proposal recommendation and wording  proposal by G. Rasor  (SEC, Auth, Assoc)  01/423r0

3.  Resolve QoS Policy and QoS MLME-primitives 
proposal by A. Heberling  01469r0

4. Daughter Networks - Huang (01/304, 01/305)

5. Shvodian to discuss CAP.

7. The rest of the prioritized issues list. (perform triage on prioritization on issues and resolve the most important ones first.)

Items to communicate:

1. Describe Protocol Implementation Conformance Spec. (PICS) to authors

2. SDL Scope and Effort
Summary of Results (from 01/474r0)

1) Power Management Proposal and suggested wording Proposal by Jay Bain, 01/430r0, 01/429r1 - Unused CTA bits - accept, need text. Null CTAs, accept in principle, but waiting for the details.

2) Geographic coordinator selection and daughter network proposal by B. Huang, 01/304r3, 01/305r3 - Cleanup and modify GIP to do reconfiguration, due at Austin. Child network only requires 1 extra information element, agreed that this is a good idea.

3) Resolve QoS Policy and QoS MLME-primitives proposal by A. Heberling, 01/469r0, 01/470r0 - Most of the text is complete, needs some work. Agree in principle to multiple possible convergence layers, the concept of a ser-vice flow and the commands at the MLME-SAP level.

4) Security Proposal recommendation and wording Proposal by G. Rasor (SEC, Auth, Assoc), 01/423r0 - Still waiting for proposal.  

5) Management control outside of the CAP  Proposal by W. Shvodian, 01/xxxr0- Direct approved, waiting text

6) 11 Mb/s QPSK-TCM mode Proposal by J. Karaoguz, 01/448r0 - DONE

7) The rest of the prioritized issues list. (perform triage prioritization on issues and resolve the most important ones first.)

Attendees:

Mark Schrader

James Gilb

Jeyhan Karaoguz

Jay Bain

John Barr

Allen Heberling

Bill Shvodian

Bob Huang

James Allen (acting secretary)

Gregg Rasor

Ari Singer

Tuesday:

Minutes:

Called to order 9:00 CDT

The agenda for the meeting was adjusted.  The adjourn time was moved to 1pm on Thursday because of flights, Tuesday's adjournment was moved to 5:30.  We changed the order of topics based on who was present. 

Do we have any conference calls scheduled during our ad hoc meeting.  No.

Jay Bain presented the first item is power management. Ref.: Document 01/430r0.

The proposal was to add "AWAKE_Leading" to warn the system that hosts the DEV to wake up.  Gilb suggested that we use the EPS Time extremes to indicate this.  There was a discussion of complexity, intent and alternative solutions.  There was some concern that the proposal will require memory and tracking.  This is really a means of flow control, and IP does this at a higher layer, so we should do the same at higher layers.  We decided to take this information and move it to an informative annex to show how to implement this feature using the existing protocol.  We will need the QoS and other things done to make sure it’s smooth.   Allen asked if there is a way to force remote devices to sleep.  The discussion lead to the scenario where a receiver may be getting data from multiple sources and does not want to be put to sleep.  The issue is that the commands SHALL be received but MAY acknowledge it.

Heberling noted that he now understands previous comments of how power management affects steam management. We will be able to talk more about this during the QoS section. 

Actions:  Jay to write the informative annex, and go back into the "MLME power management indicate" and clean it up. 

Heberling showed that we need some cross-references.  Gilb said it was in D08 draft.

At Bain's request, we needed to define a new term.  DEV-Host was adopted at a term to describe what the radio device is connected to.  One DEV-Host may have several DEVs.  Everything above the MAC SAP is in the Dev-Host. 

Action:  Text from document 01/340 will be added to the draft to section 7.5.11. per document 01/474 to accept the definition of EPStime.  It has to be cross-referenced to beacon number.  

Gilb asked how is it defined by the EPS sync parameter.  Bain indicated that there is an error here, it needs to be changed to EPS Set, not EPS Sync.  There was a lot of effort around EPS Set to avoid having to turn on and off for different applications but setting up a set of EPSs sets expectations in advance and should be easier to do. 

There was a lot of discussion about what EPS Phase does and whether the term is a good choice.  It turned out there was some old text in the document for clause 6.  If we get new text, terms, and definitions, we will reconsider it later.  If we don't solve it this week, we may have to dump it, and let people implement it if they want to.

Recess for break at 11:00

The next topic is Geographic Networks.  Reference: Document 01/304r3

Huang presented this document and showed what changed from the last review.  The hidden node slides and discussion were added.  It was suggested that networks tend to grow rather than be born all at once.  Therefore it was suggested that this had more value as a hand off mechanism rather than the initialization PNC selection process.  If handled that way, all the data the algorithm will need is available and also the initiation selection process is not delayed the 200ms for this geographic method to work.

Gilb asked if there needs to be a random number twice, because of the possibility of equal back off.  It was suggested that during a random back-off discussion, that if the MAC ID is the seed, the chances of two delays being the same after they are the same once is not related and is a low probability.  This can be addressed later.

Lunch break.  Reconvened from Lunch at 1:00

Huang started out with a continuation of the geographical basic discovery mechanism (slide 8 of doc. 01/304).

There was an issue that came up: For PNC coordinator selection, all ACs not associated with a piconet shall respond, AC's shall/should/may respond.   This is in section 8.2.  It is understood that nodes walk into and out of the PNC range.  This does not affect the algorithm since the decision is made based on the network at a specific point in time.  If the location of a node is dynamic, the application just does the hand off process again and checks for a current list of local devices. 

The Tech. Editor clarified that abbreviations of  "k" means x1,000 and K means x1,024.

Slide 11: there may be an opportunity to remove the number of devices because it can be calculated from the length of the packet.  That makes it redundant.

Currently, when the PNC hands over because it is leaving,, it should look at the DEV table and pick the next best PNC device and then do a hand over.  Otherwise, the network dissolves and is reformed.

Barr took us back to the original questions for which this presentation addressed:  "Do we need it?"  Huang thinks we really need it.   Shvodian asked, "What if there are two piconets in an apartment for two different owners and a third device walks in between the two networks on the same channel.   Will the transient device pick up both piconets and merge networks."  A piconet cannot start up a new piconet in the same frequency.  It has to change frequencies first.  A roamer then comes in between two networks does have a coexistence problem between two networks.  The third device has to pick a network. 

Daughter networks may have to be limited in existence based on available bandwidth.

Schrader brought up another way of doing this using GTS slots.  Huang thought that the difference was that the network can grow beyond the current bounds it they all start at the same time.  Gilb believes that the nodes are so mobile that this is not useful, and that we haven’t even addressed the most likely case yet.  This proposal collects devices that do not want to associate with the network. We may have to look at that through the standard.  Bain liked the feature but was a little concerned.

Huang asked if anyone thought it was necessary to add this.  No, it wasn't felt that it was necessary, but I might be useful to optimize the number of devices on the network. 

This cannot be set up as an option because the devices that do this need to had data from all of the nodes.

Barr does not see the requirements, it is not essential, the form of networks.  But not having the customer move anything is important feature.  Allen thought it would be nice to have a button the customer could press and have the network optimize itself.

Rather than think of this as a setup process, we need to think of this as a feature that works outside of the need at initialization.    Refine the piconet hand off process and try to build it into that process.   

We have a directive from the Chair to take a straw vote and move on:  The suggestion is to recast this as Piconet reconfiguration feature, and needs a SLME SAP for "reconfigure network".  This would not tear the network down to do this. This is faster in an existing net because there is no back-off requirement and new nodes can be handled in the CAP.  These can be very efficient.  We should also look for ways to make it optional. 

No objections to pursuing this path.  Text is due in complete so it can be a cut and paste addition to D08.

Heberling indicated that there are still several meetings between now and November's meeting. 

Daughter Network Discussion:  

Huang then began the Daughter network discussion.   If we can focus on the hooks for daughter networks, we will get it done quickly so we will took  that issue next.  Reference Doc. 01/305r3. 

The main issue is whether a node in daughter network knows if it is part of a daughter network or a parent network.

It was asked."… how we know we are at the end of the super frame and how do we keep it separate from the end of a GTS".   There was a discussion about this and on how to add daughter beacons.   For example, we could add this to the end of the frame even thought the right place to put it is the beginning because the length can change.  

This could actually be added at the end without impact on the standard.  We could add an element now to be defined in an amendment that will not break the protocol but allow daughter bits to be added later.  The end bits get thrown away if the device can not understand their use.   It would also allow flexibility to adding any additional features.  These have to be RESERVED so they are not used by other companies and break the intention.  The receiving device will, therefore,  Ignore any element past the  Device ID if it is not understood.   We agreed to change the term "Device ID" in Table 58, section 7.3.1, page 70, D07.   Device identifier element - IEEE 802 address (replaces  48 bits reference because it is actually more bits than that) . And add the cross-references.   Channel change and Channel time allocation also has to be changed.  We also need to add the text in case the bits are not recognized.  This way we don’t have to have it all done for the ballot.

Gilb asked shall we limit the number of types of info elements in the beacon to limit the beacon length. 

Action:  We will have to revisit this later.

The daughter network can help the coexistence with neighbor network.   We still need to be able to figure out how to exchange data between networks. 

Gilb:  We need to define "full membership".  It is when you have unrestricted association. 

Shvodian has indicated that the text for static GTS slots will include the ability to set yourself as the source and destination so no one listens to your slot and you can set sub net into that space. 

Action:  So the resolution is to add this and to make mods to GTS and beacons to allow this (Shvodian)

Heberling asked to expand this to describe the neighbor network.  For the parent and daughter, all the devices belong to the same owner (they are "related"), but a neighbor may be in the area but are not related.  A PNC can be refused entry to a net based on relationship.  There will be some complexity to this with respect to managing hierarchy and QoS. 

3:40PM

Rasor began discussion of security issues by reviewing document old document 01/312r0.

· We need to have standardized security systems.

· One of the issues we will have is how to generate a public key.

· An assumption is that the PNC can move.

· The session keys must have a finite, and short lifetime. 

· Having to add nodes to a secure network is difficult. You will know they exist, but not know much more.

· In  802.11, the association function is open all the time, but there is concern about the denial of service attack. 

An interesting conclusion is that security for denial of service is a waste of time because the best way to blow the network is to make a dumb interferer. 

5:20PM

Singer presented document 01/476r0.

Gilb summarized his expectations for security.   He doesn’t want to encrypt all the data content.  That problem belongs to someone else up the stack.  Rasor said we agreed that we want association protection, and     We'll need a full crypto suite for association so why not protect the data anywa   

It was suggested that content providers want some kind of digital rights management.  If we have security, they would move to our platform first.  1394 enabled TVs were pulled two years ago because of lack of security on 1394.

We have no responsibility to encrypt their stuff.  But applications like banking, security video, personal video, pay TV, disruptions, are practical requirements even though. 

Need to make sure that we publish the reality of our protection in the standard and on the web site.

We don’t think we should go as far as to specify the content encryptions, but we should specify the processes for the link.

Slide 11 assets slide.  We continued to discuss what to protect. 

Singer recommends we put description of what we want to do in the document as reference so people know what it is NOT going to do.  See Access Control Policy slide.   

Whether we want to enter numbers or make it automatic is an issue we should decide together.

Slide 19 - Security Requirements is a list of "either-or" answers so that a lowest common denominator of requirements is established. 

Rasor asked if at least one of these devices will have a user interface.  There was lots of discussion about the needs 

Adjourned at 5:30PM

Wednesday:

Called to order 9:19 AM.

Yesterday we discussed the 48 bits vs. the ID elements.  Sony put 48bit device ID in all of it's presentations and wanted to say that it can be corrected to put the IEEE ID reference. The parent ID also becomes a DEV info element.  

We decided to do Jeyhan's presentation until we have all the people here for security discussions.  Reference: document 01/448r0 regarding a coding mode for the 11 Mbps PHY recommendation.  This coding provides a 4db advantage over the current mode. The purpose of the 11Mbps mode is to alleviate the hidden node problem, allow     a robustness fallback mode, and for marketing reasons.

Jeyhan found a way to use the current TCM encoder to set bit 1 to zero to get the get one bit per symbol through QPSK modulator.   The coding gain is increased by 4 dB compared to un-coded BPSK.  There are better ways to code this to get 4.8 dB gain.  Receiver sensitivity is  5.5dB SNR relates to .11's  7.5 SNR.  Jeyhan brought papers on this topic.  These are published so there is not active IP (circa  1978).

Shvodian asked how does an 11mbps mode that misses the first header, know to listen to the second.  Answer: implementation specific - look if you want.  Actually, the second header can be sent.  But the speed bit is probably going to be heard.

There was a question about ACKs.   In thecase of ACK's, the ACK will be sent at the same rate of the packet that it ACK'ing.   The ACK does not have a Frame Check Sequence.  This is in issue #250.  We need text to close this item.   The reference text was displayed.

Currently uncoded BPSK is in the standard.  We need to deicide to eliminate the BPSK mode and to do the coding.     

Shvodian asked if the complexity of the decoder increase.  Jeyhan said that it is the same complexity.   Allen indicated that the 11Mbps mode was one of his requests so a cheap discrete device could be build prior to ASICs, but that if this implementation can be integrated at low cost, that changing from BPSK to QPSK is OK with him.   

It was mentioned that this has the same or a little more efficiency as the unused .11 modes and exceeds the normal CCK mode  performance, with no special TI patents which requires 256 states vs our 8 states. 

Shvodian asked if a different QAM mode would provide a better 22Mbps mode.  8QAM coded is the same as BPSK unenocoded at -78dbm.   Jeyhan agreed to write the text for the encoded QPSK mode if we agree it was OK to add.  It will take two weeks to write.

There was no opposition to deleting BPSK and adding QPSK encoded

There was no opposition to changing the encoder to the optimal encoder proposed in slide 7.   

Action:  James to send the PHY clause to Jeyhan for modifications. Jeyhan is on vacation next week.  Jeyhan will add and modify the text. 

9:20AM  CDT - break

9:31AM  - Began discussions on security with Singer.  

This begins a question and definition discussion.

· Do devices need to individually identify themselves? - Yes, this is essential for Barr, 

· Do we need to cryptographically identify themselves? -  Yes.

· Symmetric key may be used for group authentication? - Optional.

· Is Authentication a required for all transactions or is it optional?   Optional

Heberling asked if they are authenticated to each other - Singer said probably not but there would be a group association where they all use the same symmetric key and implies trust of the PNC.  This is, however, is a higher layer as pointed out by Barr.  

The PNC does not listen to data.  It’s other identity as a node listens to data.  This affects the security implementation.  

Our environment is broadcast. Assume everyone hears everyone.

The PNC is given the authority to be the association controller.  Any potential controller can take over at any point in time for a variety of reasons.  The security system has to be controller flexible. There is no TRUST in this type of network .  Anything more complex is not real.

The PNC selection process will have to include capabilities like CPU capacity to select a device that can support security.

Gilb suggested we should actually work through some scenarios such as:  Denial of access to the network.

Certificates are one way to do security.   We could be our own certificate manager. Singer explained the process briefly.

· Do we require that all data is encrypted - No.  Especially because of the data rates involved.  Some systems likeDVD only concode every 10th frame.   

· Do we choose not to provide data encryption at all (within our MAC)?     No.  803.15 should provide it, not in our MAC, but rather above the MAC.  Gilb suggested that it could be a recommended practice.  This is to be determined, and we should decide how to do this with hooks. 

Shvodian asked if that meant not at all, or for an adoption layer.  It was discussed at length.  Gilb brought up that it has to be the same between suppliers, but that we could separate it as much as possible from the standard, share this with TG4, reduce the risk to the November deadline.  There is significant risk at doing security too fast.   Singer is concerned about the amount of time left to write the draft, but it may not be too difficult if we do authentication anyway.

Barr asked if we need to encrypt a challenge.  No - the challenge response is not really encrypted but it looks like it (like in RSA methods).  A "nonce" is sent and the response is a coded "nonce" response. 

We need a authentication process that can be fast, but the times are such that it will not happen within the CAP.   We need to make sure we can design a system that can incorporate security within the network times.

Singer can suggest a method that is not practically perfect but could do better meeting our needs and allows for Man in the Middle who is good.  

Rasor made suggestions on multiple layers of security that allows lower layer options at a later date.  The 802.11model for security does not support peer to peer.  It is all managed by the Access Point, but Shvodian suggested that a bad access point can ruin the security.  VPNs went away as a solution because they need a UI and are very complex for portable devices.  The functions that can happen when devices come in and out, are:  association, re-association (an optional mode), dis-association,  integrate network and  distribution (like in keys or data).  

Shvodian things there should be encryption in the MAC.  For those people who just want to replace wires and nothing else, there has to be some type of encryption at some layer within the radio subsystem.   Rasor agreed.  BT has a full encryption suite with three levels.  We can't use it because of IP rules.   Gilb suggest there is a convergence layer or recommended practice.  It was suggested that we need tight association control and don’t make the same mistakes WEP made or we will be laughed at. 

We will leave a MAYBE on where it is implemented.  Gregg suggests we have an open submissions process for mechanism including costs.  We need to put the slots in the standard and create a SG for the encryption process. 

Higher protocols can be done even with in the GTS.

Integrity slides were discussed:   

· Do we have some kind of error correction?  No -   15 bit CRC error detect, but we don't correct.  The likely hood of CRC being wrong is low probability.   We do a non-cryptographic check.

There was a discussion on encrypting the beacon to avoid a PNC hijacking the resources.  There is a cost trade off here.   Barr said that because of the characteristics of an RF based network, there is no possible way to prevent some rogue device to prevent what we're doing, so there is no way to guarantee getting frames correctly. 

Singer suggest that we look at IP-SEC and do not use the public key signature, but suggest Symmetric MAC .  IP-sec  is a higher layer issue.    

Once we allocate time to a device, there is nothing that prevents someone from taking over a GTS time. 

Singer asked the question was if we don’t do some of these things, why bother with security.

· Will we require cryptographic integrity ?  How can we have some open and some closed devices in the same time.

Discussed process, and the questions.   The proposal is to let Singer and Rasor go off to their own discussion and come back with reduced questions set , recommendations, and a plan. 

11:31 AM  CDT

Shvodian began discussions of document 01/472r0, CAP management slots in the MAC.  

There are currently no restrictions on the traffic in the CAP such as Data, Commands, EPS.   We can't estimate efficiency without  knowing what will be in the CAP and how it affects throughput.   This presentation is some thoughts that address the CAP. 

Association is the only frame that has to be in the CAP. 

This proposal addresses a way to reduce the amount of traffic in the CAP by putting management command frames into Management GTS slots. 

A suggestion is to add a CAP control Mode information Element that has elements of whether  Data, EPS or Commands are called in the CAP.  This gives a way for the PNC to control the CAP overhead.  All devices Shall be able to respond to this, but it is optional for the PNC to use it.

This allows interesting features, such as not having to listen to the CAP for all the commands, messages or data if they are not allowed which affects power savings and control.  It also bounds latency.  Gilb suggested that some elements might want to be "Shalls",  - allowed this mode only.  Only association and authenticity are needed in the CAP (gilb).

Gilb would like to have bi-directional slots but this is a different issue for a future discussion.

The question was asked. "Do we need to do this in the cap at all?"

It can be possible to have a Dev Info broadcast GTS management slot. 

Broadcasting in the CAP you can't tell if there was a collision and the GTS reduces that potential.

Bain and Schrader think we need a power bit in the CAP and that bit is still there. 

Shvodian suggested what we could also make Management in the GTS.  The discussion about where to put it at a lower amount of overhead ensued. 

What about simple devices that need so send the management frame but don’t want to so it in the GTS because of the simplicity. 

No opposition to the general proposal.  After lunch we will work out some of the details.

Lunch  12:00 - Reconvened: 1:20 PM

We discussed whether there were any places to easily add Shvodian's 3 bits.     We will add a three bit parameter and 13 bits of reserved that takes the values of document 01/472 slide 5 to implement the three bits.

When the network comes up, no network exists, and the traffic is only association traffic.  

There are no command frames until the network associates.   We may want to accommodate devices that just talk CAP, and that may be a new type.  Gilb and Shvodian are inclined to not let devices do CAP only.  

Any device that would only do CAP would have to refuse stream request, so it gets difficult to implement devices that only do CAP.   

It was considered  that CAP is just a GTS that does back off.

The current back-off algorithm is broken per a note in the draft and needs to be addressed.

It is assumed that any device would not have more than two management slots per frame.  Therefore the min CAP device actually has to read at least two GTS slots. These slots are short when compared to other types of GTS slot. 

All Dev  SHALL support the max GTS parameter (info only) 7.4.1.2 D07  PNC is a source or destination.

How do we determine a Management frame in the CTA  slot?   There is a spare byte in CTA element we could use a bit 3 to tell the type of type, the first two are being used by power management.  Do we really need to do it - Heberling says no because we have a stream index.  A stream index is set to all zero for command frames (streams)

Action - Shvodian -Needs  to open an issue - what is the DA and SA of a repeater frame.

Action - Shvodian - The text and initialization values have to be defined. 

Barr asked, "Who fills in the device ID?"  The dev does but it is not well defined for all modes like repeater.

Action:  For Command frames, Source Address (SA) and Destination Address (DA) need to be defined. 

Bain pushed an issue for Shvodian to consider how include power management in the CAP considerations, and it is probably an easy fix.  Gilb mentioned that we discussed Management entity in the CAP in Portland.  Using a management time slot as a polling mechanism was also included, and we should check those minutes.

The baseline is that you can concatenate commands so there is no limit except max PDU.  Therefore there may be a need to ask small slits to request larger slots.  

7.5.1 and 2 and 3 - Make notes that the PC selection commands, and the association commands are never sent with other commands. Or perhaps better is to say that a command can only be piggybacked with commends that are sent to the same SA and DA pair.  This implicitly requires certain behaviors.    

Security

Singer gave an update on the parallel meeting with Rasor. 

Rasor updated Singer and reviewed the past security presentation and discussed how tolerate the new  802.11 security work.  They are working out a plan.  Rasor's text is still corrupted.   

There are a number of issues that are open related to security 

Back to slide questions from Singeri

Integrity slide:

· Do we require cryptographic integrity protection.  -   No unless it is at an upper layer. 

· Secure Manufacturing - What can be manufactured into the device  related to initializing the security in the device upon manufacture.  Do you install a key at time of manufacture or require a unique device ID.  Can we assume we could make this at time of mfgr? -  This is beyond the standard.    (TG4 does not want special mfg'ing per Bain)

· Packet Size -   Is message expansion critical ?  We have perhaps 1500 bytes and have plenty of overhead room.  We can allow some reasonable number for security.    RSA can use 1024 bits per key.    ~ 2048 bytes at the Mac-PHY interface is the limit now. Beyond that it may be fractured in the PHY.   For control packets , it is a seldom event so that is OK.  Packet size is not an issue.

· Computational Constraints -  Can we quantify how much computation we can require?   How many cycles can we dedicate for packets or control for security control.   Gilb estimated that the MAC runs twice the data rate for the micro.   Suggested that 4x data rate is too much but 1x is ok, 2x is probably the limit, unless it is done in hardware per Rasor.

Shvodian - is this really a relative importance question?  Yes - Power for example is critical.  So Singer will consider a 2x CPU and only a small part of that overhead. 

· Memory Constraints:  Does the code space need to bee small enough for the crypto algorithm?   100k bytes RAM is lots.   20-30's of KBytes is needed in RAM. 

· User Experience - How transparent does it have to be?    As transparent as possible but it is outside of scope of the standard (but critical for acceptance).  Less than 2 seconds or real low so it is imperceptible. 

· Certificates:  We want long term trust in keys?  User has to be able to revoke, but we need long term. 

· Standardization - do we need to use the standardized versions?  -   Our first choice is standardized, but not required.  Peer review is more important.  SSL and IP Sec are not right for us because of differences in the transaction model. 

· Algorithms - Do we need to require a specific algorithm?  How many do we allow?  Dot.11 has three mandatory but there are 48 and 128 bit cards only shipped for RCA.   The reason for this is that some implementations do not want to pay patent rights.  It is tough to add protocols, but easy to not use ones that are included but get broken as some later date.   

Bain - Do we need different streams with different security? Do I encrypt every frame?  Yes - Jay  would like to have an established Piconet with  different security methods. 

Rasor asked if there were something in the beacon that indicated what was encrypted. 

Action - 7.3.4, figure 8.  The length of the field is not defined. (already an open issue). 

Action - 7.2.1.9 Note the beacon shall not have the SEC bit set (perhaps this is true of the command frames?) The beacon can't be encrypted. 

Singer asked about hooks.  What is our vision of "hooks".   

Schrader suggested that we choose only one algorithm for the adaptation layer.  Others can be done at higher layers.

Most of the assumptions Rasor made were in draft D05.   He was not aware that most of this material in D05 was a placeholder copied from other standards and not already reviewed.  Therefore most of the current work is not relevant and has to be reworked, which he will do.

The discussion focused around the status of the draft sections around security.

Rasor indicated that .11 has several (4) security states, ( see his notes) .

Should we support these states as is if we can.

Allow nodes to associate but not be allocated a GTS until they were authenticated, and then dump them if they don’t get approved.   The dev info table is next after association, devices can decide if they are on the right network. 

In dot 11 there are no access control methods, like we have.   Dev's disassociate if they don't authenticate in a certain amount of time.  

We can revoke their ADAD so we have more control. 

Bain reminded us that the goal for associate is 1 second or less including security, channel selection, and so on.

Rasor, should there be an auto-evade for those that try to associate but do not authenticate?    

Gilb - right now there is no upper bound on association response time.    We just haven’t done it yet.  

We addressed this in Schaumburg.  

Action - 7.5.2 disagrees with 8.2.5 and the changes need to be carried through.  It is bounded at less than 2 seconds.   

Action - Change date on D07 from May to the current date per Barr. 

Rasor iterated that Association, Authentication is the correct order of process.

4:00 

Heberling presented document 01/470r0, a QoS proposal.  This proposal includes a convergence layer that will be similar to 1394, USB and other convergence layers.  Can also interface with 802.2.    Security could go above or below this layer.   802.16 put it between the Mac common part and the PHY so it ids done frame by frame, but their architecture is different than ours.  They also have km ranges and anyone can hear them.  

There was s discussion of how .16 was mapped into the needs of .15.

Schrader asked about why the flow was from node1-PNC-node2-PNC-Node 1 vs. letting node one talk too node two.  We'll take this question off line. 

Barr asked why the proposal assumes two separate up and down links between devices like the .16 model.   Heberling indicated that this just hasn’t fermented enough to make sure all the .16 specific behaviors have been flushed.  

Barr - we need to define performance monitoring methods so the PNC can prevent small BW devices from asking for much more than needed so they can look robust.  

Gilb - Can we remove bandwidth already allocated.  Shvodian - yes , use the CTA.   Gilb - OK ,but it is beyond  our scope.

Slide 23, the MLME_Change stream can be done by CTA, but priority would have to have the link break first and be reestablished to change it. 

There is a priority field in Stream ID in 7.5.17 (D06).  We need to add an xref from the stream identifier element to the appropriate information element (Stream ID). 

Now that CTAs contain stream index, the ability to send more than one kind of traffic in a GTS has changed from put in there what ever you want to only one function. 

Barr, if we guarantee X performance, how do we get devices like a set top box with 3 video, 8 phone audio and an internet channel set up, and keep it.  Response:  Scheduling occurs above the MAC.   

It was suggested that we have stream index we also need DA to keep things simple. The discussion was how to use different approaches to manage all these devices.   Shvodian would like to have Gubbi take a look at how we migrated to this position.  

Slide 25 shows how this mechanism provides flexibility interfacing with other protocols. 

Barr -  we really ought to differentiate ourselves is many areas, and we need to expose it more so people can see  how good our protocol is.  

Heberling wants to add message sequence charts to show to use slide17's primitives.  

Heberling asked if the proposal meeting our needs as s convergence layer.  Gilb indicated we need to negotiate a customer service field and define 5 pre-canned stream flows above the MAC and that all applications believe the flow level are the same between devices.   We would have to subscribe to an upper layer definition of it. 

Schrader thought is was useful to define the interfaces for the conference layer and supports the concept provided.  

Bain likes the layer but is confused on how to use the existing structures.  Al needs to provide message sequences. 

It might result in adding one or two commands at other clauses.

There were no objections to accepting the concept.  Everyone has to read 01/469r0 the text for tomorrow, but there are wholes in the text.  01/469 is OK except for descriptions of the some of the stream primitives.  

Barr - we need to be careful to make sure we describe what is in MAC.  This is a normal part of within the standard but we need to make sure this all hangs together with the upper layers. 

Gilb asked it .16 was going to generate SFIDs that we could use. 

Barr will bring in the Cable Labs QoS documents. 

Conceptually there is a need for admitted service flow as well so that device can get its bandwidth back. 

We also need to know where to put stuff in relationship to it and simplify some of the stream commands.   For example, SFID may not be required.

Adjourned at 6:05 PM CDT

Thursday:

Reconvened at 8:20AM CDT

Attendees:

Heberling,

Bain

Schrader

Gilb

Shvodian

Huang

Allen 

Barr

Karaoguz

Rasor

Minutes:

Gilb started with the agenda review.

It was reiterated that GIP needs to be recast as a reconfiguration presentation and that Sony will provide the text. 

Action:  Barr needs to put GIP and Daughter on the meeting agenda for Austin.  

The priority will be to limit the standard to features which are necessary to get the first vote out.  Therefore less essential features will be delayed if they affect the schedule.  Huang also will try to get as much done as possible before the meeting. 

Barr is concerned about the "EPS Phase" term. 

Action:  Bain needs to redefine the term and thinks this is an easy issue.

Gilb asked if there more to review on QOS.  Heberling added more text around the primitives to the document presented yesterday.  The concepts were agreed to in general principle and include:  multiple possible convergence layers, the commands at the MLME level and the concept of a service flow.  As Heberling was going through the primitives and message sequence charts, it became easier for him to see where the changes are required.  Schrader asked about max burst size and Gilb thinks it needs to be defined in the standard.  Shvodian thinks this is left over from .11 text because BW is allocated based on average, but are capable of Burst modes.  Some of the data is related to upper layers like moving data into ATM which needs a burst mode.   There is concern that we are passing data in our MAC that is not used in the MAC.  This would add complexity to the MAC that should not be built-in.  New messages need to be created and Barr wants to make sure we focus on the interfaces and mechanisms to pass data.  We may need to define some of these elements, which would only used to be passed up to higher layers.   Heberling will provide the MSC (message sequence charts) so we can make a decision about whether we need all this extra baggage.  Barr - we also need to know how all this data gets through the LLC.  It is via the LLC that does not support some of this stuff. We need a new LLC. 

Barr - asked Heberling if he needs any help - he said, "Yes", after the MSCs are done and will ask Gubbi for help.  Motorola's Eric (from Australia)  gave us presentations about .11e  at our last Chicago meeting.  He thinks that we have a good link layer protocol and don’t need scheduling on top of the MAC that they are focusing on.  Eric can be of help reviewing what we need where and parsing what goes where. 

Action: Barr to give Eric a heads up, and contact data to Heberling.

Schrader asked how this protocol makes use of priority.  If we get an IEEE 802.2 packet without priority set, it will be handled as best effort and the user will notice a slow down. 

Barr described priority as a way to give precedence from the priority queue in sequential order because the data all goes out the same serial pipe.   These packets are being scheduled by an "admittance scheduler".  The non-priority queue tends to get backed up.  What we are doing is thinking of it as multiple end points sending and receiving sharing the same bandwidth.  It has to be done so that the queue look like it has been moved to the DEV but the PNC schedules.  [Ed. Note - This last paragraph needs review for accuracy]

We have this thick slot assigned and we can get data across the air guaranteed.  If we are generating data in the dev, we need to be smart enough to generate enough data to be ready for the slot.  One way to do this is to add buffers, which increase latency, but our goal is to reduce latency and improve quality.  What we schedule is what they get but they, the implementer, has to decide how to do it.  This may require more data to be provided to the application so the DEV can manage the data flow.  Since anything could be added to the GTS slot, that scheduling is a MLME or internal issue.

Barr asked how are packets made.  Gilb explained the process of fragmentation and creation.  Therefore some of the issues in the table 51may be needed so we'll keep the variables and pass them up. 

Section 3.6, Max Burst size definition was modified to say Max Burst Size is the maximum number of octets that can be sent by a stream in any one superframe.  We then had a maximum burst size discussion and talked about whether we should dump it.   

Action: We will leave it open and need Gubbi to help us understand what the parameters mean and how they are used.   Burst is used to catch up certain data streams if there are delays. 

The burst definition is changed to be:  The max number of octets at the max data rate that can be received by the DEV before it needs to drop back to the average data rate.   (the average rate is the rate that you can empty the buffer.)

There was a lengthy discussion on burst rate.  Heberling wrote

Max (T) = T*(Rate/s)+B   where B is the Max Burst.

Huang asked if we need a burst cycle.  

Actions: Shvodian will look at this issue and Heberling will do the MSCs and Barr will try to get a person to help with the scheduling and not get specific on existing solutions, and Schrader will send his thoughts out to the reflector.

This discussion addresses section  D07, section  7.5.21 figure 51 - what has to be passed, how are they defined and why. 

Gilb advised us not to optimize this too much. 

Gilb suggested we could Letter ballot the PHY and Barr will ask Heile.  [Ed. Note: the answer was No, it causes too much work, especially on comment resolution).

Action:  Allen - Ask TG4 about their plans for a modified LLC.

Action: - Jeyhan: Gilb asked Jeyhan to review the PHY comments that Gilb received and commented on already.

A comment about starting at the center of the constellation needs to be added. Bottom to Top is not the correct way to refer to the order.

Recessed for 10 minutes.  Reconvened:  10:17.

Bain recapped his actions from Mondays discussion - write informative annex for Bain;s text that needs clean up,  get EPS sync and Phase titles fixed.

Began Schrader's presentation to suggest the use for some unused CTA bits as document  01/429r1.  Reference 01/315r3.

The issue is that there is no explicit indication in the CTA element if it is an awake or an EPS type, but there is a difference.   If EPS CTA then DEV will not be awake for each beacon.  If AWAKE CTA, then the DE will be awake.  This helps determine if the DEV is listening in the CAP.  It is a one bit value.  

There is a desire to make sure you don’t have to listen to the CAP to do wake control.

Barr indicated that there needs to be a means for MTS and EPS has to be handled in a way that the PNC can open up a slot for it. Gilb said what is really missing is the simple slot requirement, but Shvodian says you can open a slot but not a stream (stream needs the 3way messaging). 

Issue two is that when a station is sleeping, there is no beacon information. Communicated about the state of the DEV. Information. 

Issue 3 is in the presentation. 

How does the PNC get a GTS slot?  The way it is done now requires it to be done over the air.   We will make a note that that can be done internally. 

Now we will comment on adding the two bits.   Figure 27 - change length of the individual elements to be 7 instead of 6 in section 7.5.5.1.

Bain wants to make sure this stays robust, but if this can be put in, it would be valuable.  

Action: Bain would like to check the recovery modes to make sure it all works. 

Is anybody opposed - No , so we will put it in.    

Now we can present Null CTA.  It is a slot with zero length.  The null CTA element is an SST CTA element with the same slot start time as the next SST CTA element listed in the beacon.  [ed note: Jay/Mark - check this paragraph]

The only difference between this and a slot is the length.  It is a flag to indicate that "I am awake now" but does not add a lot to overhead.  This is a standard CTA for a zero length slot.  The start slot times would be the same start and end time. Gilb suggested that a start time of 0 is easier because it can't happen to generate the NULL CTA.  Shvodian thinks that you may have to process a bunch of CTAs to make this work. Schrader remembered that others use your CTA to calculate your duration so this may be a problem.  There was a discussion of whether this was of any value or if it were redundant.  

Action:  We need to make the rules for when a station has to listen. 

Gilb asked if we can request streams in other directions.  Yes, it can be done.  Why do we need to know someone is awake in the cap - the reason is to make sure the destination in awake before you send to it.   

Gilb suggested a way that makes devices say they can receive anyone who wants to talk to it. And talked through ways to break it and why someone needs to know you are a wake in the CAP.  Everyone knows you'll be awake during the GTS. 

Heberling thinks the null CTA needs more work.  Shvodian sees some value such as "ringer initiation" that will cause someone to wake up and request a slot, but the details have to be worked out.   Bain suggested message sequence chart.  

This concept was accepted pending the details as long as the details don’t kill it.  This allows Shvodian to get the text done. 

Schrader asked if there is any way to sync a request to when a device will wake up.  Bill said if you know this periodicity, you can wake.  Sounds like it's going be covered already. 

11:32  Security:

Rasor is setting up the security team including Certicom, NTRU, and two more Motorola engineers.   Thursday conference calls will be set up to address the draft standard text.  A second call will be working sessions.  The target is done before the next meeting.  D08 ships end of next week.  Inputs are Next Friday.  Rasor will make sure the format is FrameMaker but will start as word documents.  We will continue two calls a week.  Rasor will be sending out the time and contact data for the second meeting.    Security is now it’s own committee.

The security draft to be posted this week to the reflector.  Gilb also asked the authors to accept the previous request and include the rational and limitations for the sections.   

Austin schedule - we reviewed the process for schedule, and Gilb we asked for general orders and special orders.  

But we had to schedule time for motions for TG3 to request a LB on of the WG.  

We will do an approval of D08 Monday and focus on enhancements and the new sections for the rest of the meeting.  

Shvodian presented some modifications to his previous presentation 01/472r1, page 5.  Association is the only thing that has to be in the CAP. It doesn’t happen very often, so Shvodian added another bit to allow association in the CAP, otherwise it is done in the EPS lot.  So the cap can go away completely for some super frames and there is no back off. 

This is equivalent to Slotted Aloha .    Gilb asked what the advantage was vs. a CAP or short cap.  Schrader thought this would add complexity to simple devices.    

Schrader said this is a crossroads for the cap - most of it’s values are deleted.   

Gilb is suggesting this section should be broader or not in at all, and we still do not have a working back-off algorithm.  Getting rid of the CAP makes it a full TDMA. And gets rid of the control modes.  

Action:  Shvodian has a action to see where the extra bits would go. 

This would be more efficient than  the CAP with back-off per Gilb.  It can make D08 for the options mode text if it comes in by Friday. 

Barr suggest we assume it goes in, but it becomes an option that we discuss at Austin.

Regarding an earlier discussion, Shvodian mentioned that EPS wake up did not pop someone on and then send data immediately in the CAP.    

Adjourned at 12:13.
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