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Security Suite Framework

Introduction

In response to a number of Letter Ballot #12 comments regarding security, this document gives a security suite framework upon which proposals for a security suite and supporting standards text can be prepared.  The material in this document was developed in an informal meeting of parties involved in and interested in improving the security text in D09. The parties involved in producing this text have confidence that this text provides sufficient guidance to bring forth security suite proposals that will meet the security needs of 802.15.3. The framework here purposefully provides only essential elements of the security suite framework so as not to restrict innovation or variety in the proposed solutions.

Earlier in the process of developing the 802.15.3 draft, it was expected that the finished ‘cipher suite’ framework text would simultaneously provide completed text for clause 10 of the draft D0.9 and provide the basis for a ‘cipher suite’ call for proposals.  However, it is has been found that this approach would likely result in neither stable text for clause 10 nor an adequate call for proposals. Thus the strict purpose of the framework text provided here is to provide a basis for a call for proposals for a 802.15.3 security suite. However, it is envisioned that the responses to the call for proposals will also provide suitable text for clause 10 and for any other clauses that may be consequently affected.  

Existing text in D0.9 should serve as guidance, illustrating the form, level of detail and integration of security text into the draft.  To the extent that the existing text can be usefully used as a starting point for standards text supporting a security suite proposal, then the existing text should be used.  However, if the existing text is thought to be restrictive and constraining, then it may need to be modified or replaced.  At its Dallas meeting, 802.15.3 received a number of useful contributions dealing with security.  Specifically, documents 02/034 (refer slides 5, 8 and 9) and 02/045 (refer in particular to sections 2.1 and 2.2) should also be considered in formulating a security solution that meets the goals of 803.15.3.

In the course of preparing the security suite text, it was noted that the term ‘cipher suite’ has some implication in the security community. For this reason this text uses the neutral term ‘security suite’.

Security Suite Framework Text

Any IEEE 802.15.3 security solution shall follow the following guidelines.  

The two primary security goals for 802.15.3 piconets are:

1. Only authorized devices may join a secure piconet

2. Communication between identified parties only.

These goals may be satisfied by many different methods. 

The security solution shall be guided by the following:

1. Entry into the piconet shall be controlled by a single entity (the PNC).

2. Public-key cryptography shall be used for authentication of devices. 

3. Payload protection between devices within the piconet should be provided.

4. The binding between a device’s identity and its public key shall be verified. 

5. Devices shall verify using cryptographic means that the peer device holds the private key corresponding to the public key bound to its identity.

6. Devices shall use cryptographic means to transfer the payload protection keys to peer devices and update those keys when necessary.

7. Consideration should be given to the ability for devices to protect their commands.

8. All data in a secure piconet should be cryptographically protected for confidentiality and data integrity. 

If desired, the previous techniques may be implemented on a peer-to-peer basis. This approach allows for additional payload protection for selected streams in the piconet.

In addition to the security goals, a security solution shall also have the following properties:

1. Low cost.

2. Low complexity.

3. High performance.
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