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TG3 Minutes - Sydney Interim

Monday, AM, May 13, 2002

10:46am Called to order by Barr.

This is a joint 802.15.3 and SG3a Meeting

Barr (TG3 Chair) displayed the TG3 meeting agenda document number 02176r3 .

Motion to approve agenda Duval, Second Jim Allen, no objections, passed by unanimous consent.

Remind the chair that we will approve the conference call minutes Thursday afternoon.

10:55am Roberts displayed document number 2179r2, the agenda for SG3a.

DuVal suggested that SG3a review documents 2103r4 and 2104r5 prior to working further on the SG3a Par and 5 criteria this week.

Allen suggested that review and approval of these documents (104 and 103) take place separately from the minutes on Thursday morning during the 10:30 meeting this week so that the SG3a minutes can be approved without approving these documents as part of the minutes.

11:13am Motion to approve agenda with two modifications Moved by Dydyk, Seconded Bain, no objections agenda is approved as modified.

11:14am Motion made Gilb, Seconded by Allen, St Louis meeting minutes approved, unanimous consent.

11:15am Motion to approve conference call minutes and Schaumburg ad hoc meeting minutes.  Motion made by Razor, Seconded by Schrader approved by unanimous consent.

11:18am Barr presented document 2188r1 TG3 Opening Report 

11:27am LB 16 results, ECC suite document 2210r0 will be included in the draft document.

During James’ editing on the draft this week he will add text to include point validation.

Since this is new text it can be commented on during the next document recirculation.

11:33am Straw poll on the approach for James to just add the appropriate text, yes 10, no want more evaluation and analysis 0, rest abstained.

11:37am Barr began a review of TG3 Document Guidelines (188r1).

Do not include copyrighted information unless you have a written release.  Jim Allen suggests that copyright releases be included in the 802.15 document template, and added to the introductory meetings.

Follow the IEEE-SA Standards Board Bylaws concerning Patents.

Do not include any private correspondence from any individual without their written permission

Be careful about taking quotes out of context. All quotes should include a verifiable reference (URL or IEEEE accepted technical reference).

Do not include comments that could be considered unethical or derogatory.

11:47am John began a review of the TG3 Document Submission Process (188r1)

11:51am John began a review of Group Ethics (188r1)

11:56am Bob Heile says that 802.15 cannot prevent a person from submitting a document or requesting a document number.

11:57am Allen Heberling says that in Roberts Rules of Order includes a section for how to handle inappropriate behavior.

11:58am Ad Hoc Comment Resolution Meeting proposed for June 18-20, 2002 in Vienna, VA times are 8am June 18 to 3 PM June 20, Hosted by XtremeSpectrum  after the next TG3 draft document re-circulation.

12:01pm, Barr recessed the meeting until 1pm.

Monday, PM, May 13, 2002

1:23pm Barr called the meeting to order

Document 2223r0 LB12 Post Mortem reviewed

20-day recirculation ballot planned for after Sydney to start May 24 end June 13 or 14

Ad Hoc meeting in Vienna, VA June 18-20

Two alternatives for next recirculation..


10-day recirculation prior to Vancouver meeting must establish a BRC in Sydney with the authority to perform recirculation ballot comment resolution process.


Or 10-day recirculation following Vancouver by using existing process.

Added text to 2223r0 under the following categories:

How can the LB process be improved?
What went well with LB12 process?

What did not work well with LB 12 process?

Suggestions for Improvement?

BRC Member suggestions were

Chair Dr. James Gilb

Allen Heberling

Jay Bain

Bill Shvodian

Mark Schrader

Jeyhan Karaoguz

David Cypher (?)

Bob Huang

2:35pm  Barr recessed the meeting until 8am Tuesday morning

Tuesday, AM, May 14, 2002

8:06am Barr called the meeting to order.

8:07am Eastlake with Motorola talked to us about the activities in 802.11 Tgi.

Document IEEE AES Mode Choices, OCB vs. Counter Mode with CBC-MAC presentation IEEE802.11-01/634r0 November 2001 was displayed.

Bottom line according to Donald Eastlake is that it appears that OCB will remain in 802.11 Tgi.  

8:27am Bailey with NTRU presented document number 802.15-02/215r0.

AES-OCB (Offset Codebook) is in the 802.11 Tgi draft at the moment and this is patented.

At 400 Mbps AES-OCB needs a 40 Mhz clock vs AES-CCM needs a 65 Mhz clock.

Option 1: AES-CBC with SHA-256 HMAC not patented

Option 2: AES-CCM not patented

Option 3. AES-OCB Mode patented

Option 4: Do whatever 802.11i does

8:45am Struik with Certicom presented document number IEEE 802.15-02/218r0 AES-Mode of Operation (And MAC-Function) Discussion

9:16am Gilb Options for D10.

Develop a matrix of what we have showing commonality and differences if there are people who will do it between now and tomorrow.

Dan Bailey volunteered to work with Rene to provide a one-page matrix comparison with the following headers:

Mode (CBC + SHA, OCB, CCM) comparing:

Gates:  Clock Speed:  IP:  Security:  Gate Cost:  Power:  Impact on Draft:  Software Suitability:  Architectural trade  features :

9:40am Barr, asked if there was any new business and stated that we need to work on our status report to the WG. 

A procedural motion was made by Rene Struik asking permission to present a document on prime curve vs binary curve gate count reduction. John Barr (chair) conducted a straw poll how many people would like to hear a 10 minute presentation on this topic which could result in a change to the draft.  Straw poll result was 8/0/5 so10 minutes time will be given to Rene on Thursday to make his presentation to TG3.

9:46am Barr recessed the meeting until 8am tomorrow (wed) morning.

Wednesday, AM, May 15, 2002

8:02am Barr called the meeting to order.

8:07am Bailey presented matrix document 0229r0 TG3 AES–Modes-Matrix (this document will be replaced by 0229r1 with the proper header and formatting),

8:20am Barr asked if Bailey and Struik worked on this matrix together, answer was no. Barr stated that they both agreed to work on it together yesterday. The reason for the question was the questioning from Bailey to Struik on the gate count figures in the matrix.

8:26am Barr asked there are any other suggested changes to this matrix, besides the gate count figures Struik is questioning.

Do we want to take a technical vote tomorrow to change the draft to include AES-CCM?

There was no response from the meeting participants on this question.

Rene proposed CBC+SHA to Counter +SHA to CCM mode.

Gilb asked for a straw poll on whether or not to change the draft, someone would need to write drop-in text.

Gilb stated that we could just drop in the 802.11 CCM clauses to the TG3 draft.

Do we want to make a motion to make this change to add CCM to the TG3 draft 12/0/8

Schrader will write the text for the proposed motion to add CCM for vote by TG3 members on Thursday.

8:42am Barr went over the Confirmation Resolution motion 02/096r5 March 2002 slide 18.

The security suite agreed to is based on ANSI X0.63-2001, in document 210 page 47 The key validation procedures and checking for the identity left as optional and public-key validation and checking the point at infinity shall be left as optional. In ANSI X9.63-2001 text (interruption from Gilb).

Point of order by Gilb, did we adopt an agenda change this morning? Answer was not found in meeting notes from yesterday.

Barr displayed document 02176r6, and added any items at the working group meeting that we need to work on,

Barr suggests that we add a one-line change to the document to be the key validation change shall be mandatory which will need a technical vote requiring 75 percent.

Huang asked that these issues be put up on the reflector so that we can study them prior to discussion.

Point of order Gilb, this is the document that had to be removed.

Bailey states that it is clearly referenced in the document that this is a cost issue.

Rene stated that the key implementation method chosen can be open to attack.

James we only have one attack, we already have a fix to this attack.

Barr says that we agreed to put the correction in to the draft to fix the attack, which was key validation. 

Barr says that process wise we don’t want this to go forward without a vote.

We have adopted 210 with a non-technical vote. Within 210 there is a reference that the key validation shall be optional. Barr is assuming that the people who voted on 210 knew that this was there. To make key validation mandatory, Barr would like to see a technical vote taken.

James says that there is nothing in the motion that says that all text must come from 210 only.

 Heile asks what’s the issue with the one sentence in the Draft regarding key validation as being optional?

Barr says that in the Tgi draft there is something that is IP encumbered that they cannot get 75 percent vote on to get it out.

James says that in this instance to make any change at all it must be validated by a technical vote.

Huang would like to see a straw poll as to whether we are violating our process. Are we willing to make a technical change to what was voted on by committee letter ballot?

Anybody else in this room share the concern with Barr that we may be violation of our process by making a change to a document voted on in letter ballot by making a technical change that is not voted on 1/11/10

Heberling says that if we make this change then 210 would be encumbered, but in St. Louis it was determined that 210 was unencumbered.

Huang would like to make a motion to stop discussion on this item. The process will continue on this item with no other motions. 

Barr, the process I chose is this one.

The motion was withdrawn.

Heile moves that the following text be included in the draft “The DEV shall verify that any public key received from another DEV is on the elliptic curve specified in sub-clause 2.3.1.2 and shall reject all other keys” Referencing document 02210r0.

Vote 11/0/7 technical motion carries

Gilb seconded

James called the question

Does anybody object to calling the question?

Struik objected to calling the question

Any discussion on this motion, Rene stated that this motion is incomplete. At a minimum it requires steps 2 and 3 of X9-63.

Bailey stated that the motion as made is clear

Bill stated typically we leave these decisions up to the implementers

James proposes that we call the question, no objection

Question called, is a technical vote

Barr asked if there are any other items for the WG report. None

9:37am Barr recessed the meeting until Thursday afternoon

Thursday, PM, May 16, 2002

3:31pm Barr called the meeting to order.

Agenda this afternoon provided in document 02176r8 for Thursday.

Schrader made a motion in document 02193r0 slide 10. 

Seconded by Gilb

Struik discussed gate counts in document 02218r1 slide 15 as part of discussion on the motion made by Mark Schrader.

Barr asked if anyone objects to keeping the gate count numbers provided by Rene in document 02218r1.

Alfvin stated that the method for counting gates needs to be the same.

Struik discussed Speed Comparison in document 02218r1 slide 16 as part of discussion on the motion made by Schrader.

Struik discussed Implementation Issues in document 02218r1 slide 17 as part of discussion on the motion made by Schrader.

Struik discussed Conclusion Page in document 02218r1 slide 18 as part of discussion on the emotion made by Schrader.

Struik made a motion to amend the Technical Motion made by Mark Schrader. 

Motion to amend amended text provided on slide 10 of document 022193r1.

3:49pm Barr recessed the meeting for 10 minutes to allow Rene to write the proposed amendment.

3:55pm meeting called to order by Barr

Proposed amendment: Struik

Seconded: Razor

Discussion: the value of this change is that the gate count is essentially the same with no impact on public key function or Hash function.

Bailey there is a slight disagreement in gate count when considering the speeds at which the gate counts were determined.  Tgi is moving to CCM and for us to go for something different is odd.

Rene: The CCM documents have not been reviewed by the cryptographic community. We seem to heading toward higher and higher key negotiation times.

Gilb Are we sure this text is sufficient to prepare for Counter Mode.

Struik, yes

Bailey: There are a lot of changes that will need to be made to prepare the draft for Counter Mode, this proposed change is not sufficient.

Struik: Counter Mode is not suppose to do integrity but is intended for encryption.

Bailey: To remove the issue that CCM is not reviewed by the crypto community use two keys instead of one.

Struik and Bailey ping-ponged back and forth about gate count for CBC and SHA-2 Counter Mode with one key vs two keys,

Bill and Barr: CCM requires a higher clock rate.

James: When we change to counter mode we need a way to initiate the counters or do they select their own counters is it random.

Bailey and Struik both stated that 802.11 is implementing a slightly different counter mode than the one proposed.

Allen called the question.

Heile point of order, understand that this is an amendment, then we vote on the motion

Barr, this is a technical vote on the amendment.

The motion as amended:

Change the symmetric key encryption mode of operation in DOB using document “NIST Special Publication 800-38A” from CBC mode of operation to CTR mode of operation with changes necessary for integration into the TG3 MAC, for the next recirculation ballot. Leave SHA-256, AES 128 block cipher, and HMAC based on SHA-256 intact.

Portion of the text change is ((reference in 02210 is 2.2.4.6)

CTR mode of operation:

The counter mode of operation (CTR Mode) for block ciphers used in this security suite shall be preceded by a counter CTR and performed as specified in NIST Special Publication 800-38A[(xref) MODES]]

Moved: Schrader

Seconded: Gilb

Proposed amendment: Struik

Seconded: Rasor

2/11/7 amendment fails

Back to original motion

Change the symmetric key encryption and integrity in DOB using document “AES Encryption & Authentication Using CTR Mode & CBC-MAC”, (11-02-001r0-I-AES-Encryption-&-Authentication-Using-CTR-Mode&-CBC-MAC.pdf) as the baseline text with changes necessary for integration into the TG3 MAC, for the next recirculation ballot.

Moved: Schrader

Seconded: Gilb

Gilb called question

 Richards Objected to calling the question

3/8/9 Objection to calling the question carries/passed

more discussion ensued.

Alfvin called the question 

No objection  to calling the question

13/1/6 Motion Carries/Passes

The editor is directed to make the changes in the draft as indicated by this motion.

Struik made a motion to use two keys.

Without text for a motion from Struik we will move on.

4:27pm document 02224r0 the TG3 report for this week was presented by Gilb for our review.

Allen discussed document 00127r8 TG-3-HR-Project_Plan

Targeted early June 7-26 for recirculation. (June 7 counted as one day)

Ad hoc meeting in Vienna, VA 18-20 June is cancelled.

4:55pm Motion to adjourn Allen

Seconded Bain

No objection

We stand adjourned
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