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IEEE 802.15 Interim – Session #18

Wentworth Sydney

61-101 Phillips Road

Sydney, Australia

13-17 May, 2002

Monday, 13 May 2002

10:55 Meeting called to order by TG4 chair, B Heile

Chair reviewed the objectives for the week.  

Decision was made to conduct security tutorials from Liang Li, Rene Struik, and Daniel Bailey starting at 1:00PM with 45 minutes per presentation.    

Robert Poor moved that the agenda (IEEE802.15-02/177r0) be accepted, Ivan  Reede seconded this motion.  Following no discussion nor objections the agenda was passed.

Ivan  Reede moved that the minutes from the St Louis meeting (IEEE802.15-02/091) be accepted, Robert Poor seconded this motion.  Following no discussion nor objections the agenda was passed.

LB15 still has 6 no votes, two of them should be easily changed to yes votes.

ZigBee working out deal with Global Inventures.  Initial payment will be $30K follow-on is $110K

Sponsor Ballot.:  Chair has initiated the invitation for Sponsor Ballot.  Letters will be sent to pool members.  

Coexistence issue was discussed.  Comment was made that waiting for TG2 would delay the program.   A policy of coexistence would help at the Standards Board vote.  

Project plan (IEEE802.15-02/189r0) has been reissued.  Current schedule shows RevCom approval in December, 2002.

11:40 Recess until 1:00PM

1:04P
Chair called meeting to order

MAC Distributed Security Proposal Presentation from R Struik, Certicom (IEEE802.15.4-02/221r1)

Q: (RP)You can provide AES 128 in 10K gates?  A: No, it  would only require 4.5K gates  Q: For PK systems, who manages these type of services?  A: Manufacturer could, but there are also key services companies. 

2:06
NTRU security presentation (IEEE802.15.4-02/216r0) by Daniel Bailey

Q: (EC) MAC commands need to go to network layer to be decrypted?  A: only those commands meant for higher layers.  Q: (LL) Big difference between today’s presentation and earlier presentations?  A: this is indeed different, it is more optimized for TG4.  Q: (EC) But we need interoperability at MAC layer.  A: Then TG4 needs to pick an algorithm.  C: (PJ) Think of it as going to a part of the MAC such as the DME, not as going to transport and back.  Q: (RP) AES128 vs. 3-DES?  A: AES holds a higher security but 3-DES requires fewer gates according to our experience.  Q: (RS) What mode of operation? A: Counter mode.

2:27
Adding the Freshness on the Control Message Packet (IEEE802.15.4-02/222r0) by Liang Li, Helicomm.

Q: (EC) Problem with no beacons?  A: Yes, other ways can be used but beacons are the easiest.  Q: (RS) What encryption is suggested?  A: RS4 is free  Q: (PJ) how large do you expect fields to be?  A: still working on it  Q: (RP) Freshness is to prevent replay attacks, but can’t the application just salt a transaction?  A: If you want total interoperability then you need to put it in the MAC.  

2:49
Rob Poor removed his request for a presentation.

2:54
Recess for break until 3:30

3:36 
Vice Chair called the meeting to order.  Ed Calloway assumed the role of Tech Editor in J Gutierrez’s absence.  Ed Calloway commented that there were 6-7 TRs essentially on security and coexistence.  Ed suggested that TG4 break into the MAC and PHY groups.

5:45
Meeting recessed until Tuesday

Tuesday, 14 May 2002

8:27
Meeting called to order by vice Chair.  TG4 broke into groups of PHY and MAC to work on comment resolution.

10:15
recess for break

10:35 called meeting back to order, continued comment resolution.

12:00 Recess for lunch

1:10
Meeting called to order.  PHY and MAC groups continued their comment resolution.  Security discussion ensued as to which implementation would suit the needs of TG4 the best.  There was a point mentioned about integrity which didn’t seem to be addressed sufficiently in the presentations.  Need to derive a single method addressing all of the requirements for TG4. 

Sensing the need to schedule a session for discussion of security matters, Wednesday afternoon was selected since Rene, Dan, and Liang would be available.  Key discussions would center on the handling of data integrity, encryption, interoperability, key management, and partitioning the security to allow very cheap devices to exist within the TG4 standard.  

5:30
Meeting recessed until tomorrow at 8:30

Wednesday, 15 May 2002

8:30
Meeting called to order by vice chair.

Comment resolution status:



LB15


Resolved


Closed


PHY: 

107 (42T, 65E)
 13R, 18A, 1W

18

MAC

416


115 (6R, 7W,102A)

COEX
14


10 (6A, 4R)

Meeting returned to comment resolution.

10:00 recess for break and plenary meeting

1:04P Chair called the meeting to order.  First line of business is a discussion on implementation of security within the 802.15.4 standard. 

Ed Calloway lead the discussion.  Ed described the various security levels as:

Level 0
Promiscuous; no security

Level 1
Access Control List

Level 2
Cryptographic security: MSDU protection (i.e. symmetric key)

2a
No data integrity

2b
Data integrity

Level 3
Over-the-air key distribution and authentication (i.e. public key)

MAC Issues/constraints

Level 0 
encompasses no changes to the MAC.

Level 1 
Question: should this function be above the MAC or below?  If placed above the MAC it wouldn’t require extra memory but would require additional time and current by waking up the upper layers.  If placed in the MAC it would require a PIB with sufficient memory handle the numerous addresses to check against, but would save traffic at the MAC interface and would save current drain by not waking up the upper layers.  The group consensus was that the MAC needs to support Level 1.  Action Item: Need a minimum table length in the MAC (7?).  Additional table entries may exist in upper layers.

Level 2
General comments to the effect that layer 2 should be done at the MAC layer.  A plurality of bits will be needed to describe security status.  Question of packet by packet basis or would the decision be made via a table stored.  Algorithm chosen would be AES-128 based, i.e. Level 2a would be AES-128CTR, and Level 2b would be AES-128CCM, either 40-bit or 128-bit integrity code.  Consensus was that freshness would be left up to the application layer by adding its own sequencing information.

3:00
Recess for break

3:33
Vice chair called the meeting back to order

Level 3
D Bailey commented that this level needs to provide keys to MAC to allow Level 2 to operate properly.  Significant discussion ensued as to whether level 3 should be done at the MAC level or above the MAC level.  A straw poll was taken:  “Who wants to see level 3 as an option to the 802.15.4 standard?” 2 voted affirmative.  A following straw poll was “Who doesn’t want to see level 3 within the 802.15.4 standard?” 6 voted affirmative, there were 5 persons abstaining.  Since the vote was 6/2/5 for excluding level 3, it is this task group’s consensus that level 3 shall not be included in this standard.  Should applications desire this level they must include it in layers above this standard.

When a straw poll was taken as to whether level 2 needs to be in this standard, the result was 13/0/0, a unanimous opinion that it should be in the standard.  It was also the group’s consensus that devices supporting advanced levels of security shall support the levels beneath it.  When a straw poll was conducted as to should level 2 be mandatory, only 1 person voted affirmative, this was followed by another straw poll as to should level 2 be optional;  eight people voted affirmative; thus it was the group’s consensus that level 2 should be in the standard as an option. The final straw poll that was taken was:  Should level 1 be mandatory?  The result on this poll was 3/5/5, the consensus was to make level 1 optional.   To conclude it was TG4’s opinion that levels 0, 1, and 2 should be included in the 802.15.4 standard, but level 3 should not be included; further levels 1 and 2 should be optional, not mandatory.

4:54
Group resumed its comment resolution activities.

5:30 
Meeting was recessed until tomorrow at 8:30 AM.

Thursday, 16 May 2002

8:30
Meeting called to order by vice chair.  Technical editors were requested to have comment resolution status available to the vice chair by end of day.  The PHY and COEX teams stated that they would be at least 80% complete on technical comments by end of session but the MAC team stated that it wouldn’t be at that level.  The MAC team was requested to have a completion date estimate for the security measures decided yesterday.

Group resumed its comment resolution activities.

10:00 Meeting recessed until 10:30

10:20 Meeting called to order by vice chair.  Group resumed comment resolution.

12:00 Meeting recessed until 1:00

1:30 
Meeting called to order by vice chair.  Group resumed comment resolution.

4:30
Status was taken as to progress: 

46 PHY editorial comments, 42 closed, 28A, 14R, 4 still active

40 PHY tech comments: 32 closed, 16A, 16R, 8 still active

6 COEXT editorial comments:  6 closed, 5A, 1R

8 COEXT tech comments: 8 closed, 4A, 4R)

303 MAC editorial comments: 110 closed 107A, 3R

109 MAC tech comments: 51 closed, 45A, 6R

31 Security tech comments

This status was entered into the TG4 closing report (IEEE802.15-02/194r0)

5:30 Vice chair adjourned the TG4 session until Vancouver
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