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Morning, Monday, July 08, 2002 

TG3 heard several presentations during the morning in Ad hoc sessions. They included: 

SECURITY ARCHITECTURE RECOMMENDATION (ref 02/290r1)

SECURITY COMMENTS ON D10 (ref 02/275r0)

POWER SAVE COMMENTS (ref 02/163r0)

SPS ISSUE RESOLUTION (ref 02/292r0)

Afternoon, Monday, July 08, 2002 

Called to order at 4:11 PDT.

Barr reviewed the TG3 agenda.

Item 6.1 in 02/246r2 was moved to section 9.1, at Wednesday at 1:00 PM to accommodate travel problems with the presenters.

Tuesday, Section 7.1, Multi-hop Networking presentation was added to the agenda.

Changes to Tuesday were made to accommodate LB17 comment resolution.

Motion to approve agenda moved by Allen, seconded by Alfvin, discussion?   Friendly amendment was made to accept a change increasing dinnertime.   It was approved buy unanimous consent.   This will be posted as document 02/246r3.

SG3a (Roberts) reviewed their Agenda.   02/249r2. 

A modification on Tuesday, item 6.2 was made to ad a Siwiak presentation 02/301r2.   The dinnertime was extended here too and the meetings will end at 9:30 PM.  On Wednesday, there will be an ad hoc session in the Dover room on the 4th floor.   This is for the channel model discussion and all are welcomed.  Most meetings will be in Regency E or F (A.K.A. the meet locker).   Section 7.2 was added at 1:00 PM and will be moved to after 3:30 PM. 

DuVal asked if secretaries are set up for both parallel sessions.   Rick will address this later.  There was a concern about breaking up into separate groups because of interest in both by attendees.   Others agreed.   DuVal asked for a straw pole to see who wanted to be at both, but first, the ad hoc's agenda was explained.   On Thursday, item 9.3 will be replaced with  a channel model working session and will also replace item 9.4.  The agenda with changes was accepted by unanimous consent and will be released as 02/249r3.  This resolved the problem and the need for a straw pole.   Roberts to make sure there are secretaries on duty for SG3a.

Sydney minutes, document 02/183r0 were approved by unanimous consent.

TG3 Con Call minutes, document 02/239r0 were approved by unanimous consent. 

Gilb presented Document 02/272r0 on the formation of a Ballot Resolution Committee (BRC). 

Motion to approve the BRC that includes Gilb (Chair), Allen Heberling,  Bill Shvodian, Mark Schrader, Jay Bain, Robert Huang,  John Barr, Karaoguz, and Jim Allen .   (Presented in 02/272r0)

Moved by Gilb, seconded Alfvin, 

Any Questions:  

1- Is this list exclusive or can others join in? Ans:  The core group votes but can bring in others to help.  The discussions are open.

2- It is assumed that this committee is ad hoc.  Are there any other powers given to them?  Ans:  It is only to resolve comments. 

Any opposition?  None.  Approved by unanimous Consent.

The business session was recessed by at 5:50 PM.    Ad hoc comment resolution will start after a short break. 

An editorial error was found in the agenda for TG3 so it was updated to 02/246r4.

Ad hoc called to order at 5:10    PM PDT.   The agenda for tonight and the rest of the week were identified and the meeting was recessed at 5:22 PM. 

Evening, Monday, July 08, 2002

Gilb called the Ad hoc comments resolution session to order at 7: 10 PM PDT.   Comments will be addressed by "#Number".

Comment #1171,  We discussed the PICs and found an example of a problem indicated by the PICs.  We decided to make PICs normative.  No objections.   Gilb will reinsert the TG4 draft D PICs and add the "shalls" to match.

The PIC example was on page 345,  MLF13:  Does this exist? It is missing a cross-reference. 

There will be a con call for Table F.3 to make sure it is correct in detail.

Another example was MF4.19 - Transmission Sequence Sync Command.  It was optional but we had difficulty remembering why it is there. 

#424.   The BRC is not able to set the length of the LB and recommend the commenter make a motion at next the LB motion.

#1139:  Accept in principle: Add the follow in sentence to the end of 11.5.2,"The reference receiver should use a receive filter that is a root raised cosine filter with 35% excess bandwidth.

#507  Accepted.

#508 The CCA only detects the CAZAC, but doesn't tell you to keep signaling busy until the end of the frame.   Accepted in principle.  11.6.5 is changed. After this sentence: " The start of the valid preamble sequence at the receive level equal to or greater than the minimum sensitivity for the DQPSK base rate, 11.6.2, shall cause CCA to indicate medium busy with a probability of >90% within four CAZAC periods (approximately 5.8 us), 11.4.2."  Add,  "The receiver shall continue to cause the CCA to indicate medium busy for as long as the receiver detects the frame for which the CAZAC was received.  If an 802.15.3 PHY header is correctly received, then the receiver shall indicate the medium busy for the duration indicated by the PHY header." 

Accepted by commenter.  This needs Rick and Jeyhan to also agree. 

#210   accepted as commented with grammatical corrections.     "The LQI SNR shall be reported after the FCS for frames with a frame body length, {xref 11.4.5}, longer than 100 octets."

# 209 11.7.1 will be changed to xref this parameter to -55 dBm.   It will be static for this standard but can be variable if needed later. 

#943 The PHYPIB_PSLevelReturn is to list the amount of time it takes to return to the power level.  A different parameter  "PSLevel" is what this comment should really use.  There was a discussion about the implementation aspects of these PIB elements, and whether they should be in the standard at all.   Shvodian asked what the time base was - it was not specified.   It's faster to turn off than turn on.

This will be taken off-line.  It's still open.

The comment data base sort by topic is not done yet, so document 02/276r0 is being used as a list of child network issues. 

Gilb and Huang thought that children should never hand off to a neighbor network.  Shvodian wanted to know what happens if a net dissolves?  Can't they go to a neighbor?  Yes, but the network dissolves first and then re-associates with a neighbor.  There is not reason to hand over to a Neighbor.  The reason to form a neighbor is that they don’t want to talk; they just want to tolerate each other.   Security and other things are problems.  Several problem cases were discussed. 

There should be no hand over to a child either.  The parent can dissolve and the devices left standing can join each other if necessary.   Huang never envisioned handovers like this.  Merging and meshing nets is complex with DEVids, CTAs security, power management and the like. 

Heberling also brought up a need the policy for new DEVid lists.   

We agreed that from a complexity point of view, orphaned devices try to join the main network?  Allen asked if a parent going away would cause a lot of children to try to associate at the same time?  Maybe. 

If the parent dies, do we have an orphanage? Can they continue to operate?   The ACL can control who talks to whom.  

If the parent dies, who becomes king?    Jay proposed in a document to kill them off and start them off again.  It is possible that they can't even hear each other.  Huang asked why shouldn't at least on person survive?  Gilb discussed many different options.  A question about how to accommodate AWOL PNCs was asked and the ATP was explained. 

If the parent dies unexpectedly, everything dies.  All the piconets go away and after the ATP expired, new nets form.  If the PNC shuts down in an orderly fashion in an orderly fashion, Gilb explained the process per the text.  

A long discussion centered on how to keep the net alive for good performance.  If you heard the shut down element, then you can keep it alive.  Huang will submit a proposal by Tuesday evening's meeting.

Neighbor's can survive if the PNC goes away.  Gilb asked what if it was a different network. The suggestion is to let the neighbor take over.  We'll discuss this after more text from Huang.  

Huang asked if we have any way to merge networks.  No, except what Odman proposed in 02/276r0.  A long time was spent on reviewing the rest of the suggestions in this document.  Gilb added several comments to Odman's document with the change control tool on or PKJGilb comments on.

Huang raised an issue about PNC handovers where the new PNC can not hear everyone.  It is probably easier to let the new PNC figure out what it can handle and disassociate or terminate streams, as it desires. 

Recessed at 10:00 until tomorrow morning. 

Morning, Tuesday, July 09, 2002 

Called to order by Gilb at 8:10 AM

In figure 119, there are several items: Chk resources, Allocate Resources, build beacon that have to be moved. 

There are confusions between MAC and Application responsibilities.  That was discussed in detail as it affects the assumptions about architecture. 

Ad hoc comment resolution continued. 

02/273r0 will be posted after lunch as the list of changes during this session. 

Recessed at 12:00 PM PDT.

Afternoon, Tuesday, July 09, 2002 

5:25 PM : Barr started this ad hoc security session.  The power management committee went off to discuss their issues in the hallway. 

Barr stated that he reviewed the comments and asked if there were any suggestions on how to proceed.   Steve Woods asked Is Certicom willing to agree to a license fee for their solution and that tool kits?

Mike Garvey, Certicom read a letter it is for the is willing to grant a free royalty free license ap patents for mode 2  keys and protocol of the  of E10 of IEEE TG3.  This applies to MQV royalty free. It includes point compression.   If ECC and MQV is selected, no IP for licensing of any sort is necessary. 

Wood is concerned that tool kit mfgrs would not be allowed under this means.  Gravey agreed that it was included in the scope if it were used for the standard.  Rasor restated it.  In theory, Gravey said that no one had to get a license to do a tool kit. 

Barr reiterated that third party tool kits can be done by different tools and different vendors.  Yes. 

Barbeneck thinks that essential means that you can meet the performance specs in the standard.  Rasor commented that that is beyond the scope of the IP but it will be included if necessary to make the performance work.  Bailey mentioned an example that is necessary to make it work for the standard- and asked if it includes all IP necessary to implement the solution.   The text is being written.

We have consensus that if the free implementation for ECMQV is in the interest of the group's intent. 

Garvey indicated that he had a draft of a letter from the Certicom Founder offering to grant a royalty-free license under any patents and applications it owns relating specifically to the ECMQV protocol in mode 2 of the proposed mandatory security suite as set out in 02/200r2.  We discussed it and added the limited field of use for 802.15.3 compliant implementations.    

Allen asked Barr if there are any Motorola Patents that reflect on this issue.  He didn’t know. 

Barr asked if this implies that there are no other IP needed to implement this.  Yes, Gravey is sure that there is no other place we need to go to get a license.

Rene said that there are no hidden issues here because it serves no one's interests. 

Rasor asked Bailey the text in 02/200r2 is sufficient to make it work.  Maybe - not sure yet.  If it is the will of the group to put 02/200r2 into the draft, than NTRU will help do that. Rene has some ideas for frame format changes that make it more efficient.  Bailey said that it's something we need to look at and Rene is willing to  work with him on this. 

Discussion of the terms and conditions of this was discussed, lead by Wood.  Transfer rights was an example.  Fragmentation rights was another issue. 

This all addressed comment #110. 

Barr went around the room and asked for agreement on this direction.  

Huang said this is the basis to move forward but maybe not the final. 

Gilb asked when the letter would be due.  This has to be resolved by Thursday afternoon.  Garvey thought it could be done be depends on the attorneys.  Huang clarified that the letter should ask even if it does not get into this standard. 

Huang spoke in favor of a less expensive means and spoke to having NTRU as a second mandatory option.

Wood indicated that RSA is unnecessary if we have one free option as just stated. 

Mode 3 is optional and is not free.  

Gilb speaks in favor of having two solutions in case one goes bad.  Rene does not see the value of two mandatory solutions.   

Huang understands the two mandatory and fragmentation issues, but is concerned about the time to market and that there are two separate markets that could be addressed.  A lite  (80 bits) and quick solution should be available, and would like to have both. 

Barr said that there is no comment to support Bob's suggestion yet so we need to discuss it.  Rene did not agree with the ""Light weight and Heavy" terms as applied to their solutions.  

Rasor asked if the licensing terms would be identical.  Wood believes that the market would choose ECC if it were low cost, but and would like to have NTRU as a back up but does not believe the up-take would be significant. 

Rene believes that is a proposal for two mandatory was to be suggested, it should also be royalty free and he has not seen that from NTRU yet.   He would like to see the equal rights.

Wood clarified that he means Mandatory means you have two and must pick one.  You don't need to implement both.  

Wood thought his proposal was one of these to, NTRU and Certicom.  

Barr would like devices that use both suites.  He wants to make sure the results are fair to everyone who might build this. 

Rene is confused.  They made the suite free, and solved the St. Louis problem, and now we have people suggesting two suites.  Talking Dan addressed the cost issue.  They would not be able to make a response in the next day or two.   He would like to put NTRU and ECC on equal footing and let the markets decide.  

Huang is not trying to address the entire market and migrate into the future.  He likes the two resolutions in mandatory mode for safety. 

Garvey said his understanding was that there was only one mandatory suite.  His goal was not to give any company an edge, but to solve a problem.   Garvey agrees that the mandatory solution should be open. 

Rasor suggested that both are in and both are under RAND rules. 

Gravey stated that if one is mandatory, Certicom's letter stands, if there are two, the letter does not stand.  FIPS will be done in the 3rd qtr and Certicom's solutions will be FIPS approved.

Free NTRU is a possibility, 

If not resolvable, the back up is mandatory combo of RSA/Certicom with NTRU as back up. 

Clarification: All these letters relate to 02/200r2 document, mode 2 (not mode 3).  

Garvey - "Certicom is trying to remove the shadow over them".

NTRU - If theirs is one of the optional, they will do as royalty free. Certicom has to check with management to know if this is OK with them.  

Every thing mandatory is royalty free. 

There are two options open - the original St Louis motion, slide 18, of 02/096r5, except that people now want to add RSA as is included as one of the options as a proposal, and dual Certicom/NTRU mandatory free modes.  

This discussion will be convened at 8 AM.  

Rene indicated that there are performance differences in the two proposals and it does not make sense to add them both. 

We need this written down for tomorrow a 7 pm in Lord Byron room, which includes the letters.    Garvey is also working on showing what parts are in there. 

3:30 PM - we worked through the recess so Erik Schylander will now present document 02/132r1 on Multi-hop with QoS networking and then we can look at our agenda for the next few days.

The motivation is how to find devices in an extended home network.  This has been presented to 802.11 already.   There were questions about how TG3 already has some of these capabilities and Barr asked attendees to consider casually what might be needed to add this type of functionality, as comments are resolved.

We continued with Gilb resolving comments on revision 3. 

#367 -  Withdrawn. 

#786 - Shvodian will send an email asking if anyone objects to removing the implied ACK.  

Schrader asked why should we get rid of it?  Timing may get more complex and was discussed with Odman. 

#57 is withdrawn.

#1024  is rejected

#421  is accepted

Recessed at 5:45 PM

Evening, Tuesday, July 09, 2002 

Comment resolution continued and is recorded in document 02/132r1.  

The Security committees meet in an open ad hoc meeting lead by Barr and Heile.  A resolution of a committee recommendation was formulated.   The documents and letters mentioned earlier will not be written.  The "Mandatory" aspect has been removed and the profiles will be done by the WiMedia Alliance.  Document 02/323r0 was created.  

Sessions recessed at 10 PM.

Morning, Wednesday, July 10, 2002 

Barr called the meeting to order at 8:10 AM.  He announced the meeting rooms.   Are there any updates to the agenda?  We changed a few business meetings to ad hoc comment resolution sessions. 

Barr reviewed the security committee recommendation, document 02/323r0. There will be three optional modes for "mode 2 security".

There was a question about the ballot review committee - it is described in document 02/272r0.

Barr asked is there any comment about the security recommendation.  Reede asked about confusion created by 3 solutions.  He is considering voting no.  Allen offered to explain the situation off-line.  

The BRC was discussed.

Shvodian indicated that he was not sure that his team would approve this multiple approach because of it's impact on the chips an customers.  Shvodian asked for info on storage requirements and impact on the chips and discussions were arranged for off-line. There is a tradeoff for different CPUs, memory and hardware support.  A longer discussion will be put on the agenda for 1:00 Thursday, and a discussion for the WG will be formulated.

After the QoS presentation, Security will meet at 2:00 to work on comments until 5:00 to address the ~100 security comments. 

Shvodian asked about T's ad TR's on the re-circulation with a conditional sponsor ballot.   Barr discussed the conditions of "no new no's", convergence and so on. 

Gilb began comment resolution process.   Today's initial discussion will be power management.

Schrader created a response to Shvodian's recommendation as document 02/292r2, from slides 31 to 35.   

Odman presented 02/296r0.

Recessed at 10AM. 

Afternoon, Wednesday, July 10, 2002 

Session called back to order at 1:12 PM.  

Chuck Barbaneck introduced the presentation 02/297r1 which was then presented Intel staff, followed by a Q&A period.  The paper showed a QoS method similar to TG3.  The simulations of MPEG4 allowed them to conclude that a simple change in the protocol would handle channel overloads and result in a 60% improvement in the available throughput.  They believe that this change in the MAC is better than support in upper layers. 

2:10PM - Restarted comment resolution.

At 3:30, the security committee reconvened comment resolution.

5:45 - recessed for the evening social. 

Morning, Thursday, July 11, 2002 

Gilb called to order at 8:10 AM. Comment resolution continued. 

Afternoon, Thursday, July 11, 2002 

1:15:pm John Barr called the meeting to order.  McInnis is taking minutes today.

Rene Struik with Certicom Corp. presented document IEEE 802.15-02/220r0 The Impact of Multiple Public Key Mechanisms on the IEEE 802.15.3 WPAN

A comparison matrix of the security proposals was presented in this paper.

Full MQV, ECIES/TLS, RSA-OAEP, and NTRUEncrypt were compared.

This document needs to be revised since John Barr stated a patent status presented in the document is misstated.

Allen - point of order, hardware and software, memory and non-volatile memory were asked for.  Can Shvodian ask his question directly of the presentor.  

If we were implementing these three in a system, what elements would be common and what would be unique?

Key protocols have nothing in common, implementations combine the use of some gates.

It sounds like someone would have to do it in order to know what it takes to do it.  Each one could be implemented separately.  Bailey says that NTRU has a product that uses only 2500 gates.

Rene thinks that Interoperability is the big issue.

1:31pm Rene completed his presentation.

Dan with NTRUE does not agree with most of Rene's presentation.

Rene would like to add that this problem is multi-dimensional.

For interoperability Bill Sh asked if a PNC supports three different security suites can the same key be used amongst DEVs that each have a separate security suite and let these DEVs communicate with each other. Dan like this idea but it would take more research and more work in the draft to possibly make it happen.

From an interoperability standpoint we would have to advertise that if  multiple suites are supported, that there will be a minimum security capability.

Perhaps in the beacon a minimum security suite can be broadcast in case the PNC does not support the security suite, which the DEV supports.

1:47pm John stated that we have not established a plan and action items on how multiple security suits will be supported. Someone needs to take this work on.  Dan with NTRUE will take this work on.

The idea of having optional security suites and additional overhead is not an issue, the issue is will a DEV be able to support multiple security suites.

John Barr stated that all of this work needs to come together for the August 6th ad-hoc, there is three weeks before the ad-hoc meeting.

There needs to be a mechanism allowing a PNC to authenticate multiple DEVS into a piconet each using separate security suites.

Dan will present a proposal or text at the august ad-hoc meeting.

1:55pm Bob recessed the meeting and switched to comment resolution mode until 3:30pm

3:55pm John Barr called the meeting to order

John began the meeting by going displaying document “Operating rules of IEEE project 802 LAN/MAN Standards Committee revised effective November 10, 2000 clause 

10,Procedure for conditional approval to forward a draft standard” on the overhead projector..

Allen has an issue to discuss which is that he would like to have a DEV with power control rather than power control always occurring in the PNC. Perhaps a DEV could ask a PNC for permission to control it’s own power.

Gilb and others think that a DEV power control scheme is possible.

Mark Schrader does not think that a DEV power control scheme is possible.

A discussion ensued on how this capability might be provided by changing some frame slot parameters and allowing up to 8 devices to provide their own power control etc.

John asked how many TR comments are not resolved yet, the count was 328.

Re-circulation balloting of the Draft Standard is anytime between now and November.

Document 02/162ro LB 17 comment status slide 8 “ issues” was displayed in order to determine how many issues remain open.

A long discussion ensued once again on how a DEV based power save mode might be implemented.

5:00pm Bob recessed the meeting and switched to comment resolution mode.

Barr and Gilb went through comments related to SPS (Power Save Mode) as review prior to making any decisions on making changes the power save mode.

Evening, Thursday, July 11, 2002 

8:25pm Barr called the meeting back to order Friday, with McInnis taking minutes.  Gilb began ad hoc comment resolution.

Motion made by Jim Allen to authorize a 15 day letter ballot confirmation following all the changes made to the Draft. James Gilb seconded it.

Allen Heberling suggests an amendment to the motion by stating that 15 days is not enough time and suggests a 30 day letter ballot since there are a lot of changes.

The draft must be fully edited by the end of the ad-hoc if a 30 day letter ballot is held.

Heberling is very concerned that there are integration issues in the security clause that have not been addressed.

Barr says the 16th of August would give us 20 days ending on the 5th of September.

Jim Allen seconds the friendly amendment. No discussion, no objections, passes by unanimous consent.

No other business.

8:35pm John Barr recessed the meeting, back to ad-hoc status.

10:35 PM  adjourned. 
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