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7.2.1 Data frame format

Replace Table 61 by the following table:

Table 61 – Data frame format

	Octets: 2
	0/2
	0/1/8
	0/2
	0/1/8
	1
	Variable
	L0/L1/L2/L3
	2

	Frame

Control
	Destination 

PAN Id
	Destination

Address
	Source

PAN Id
	Source

address
	Sequence

number
	Payload
	‘MAC 

value’
	Frame check

sequence

	MAC header
	MAC Payload
	MAC footer


7.2.1.1 Frame control field

Replace Table 63 by the following table:

Table 62 – Format of the frame control field

	Bits: 0-2
	3
	4
	5
	6
	7-10
	11-13
	14
	15

	Frame

type
	Dest. 

fields present
	Dest.

addressing

mode
	Source 

fields present
	Source

addressing mode
	Reserved
	Security

services

Id
	Frame pending
	Ack. req.


7.2.1.1.6 Security services Id field

Replace Clause 7.2.1.1.6 by the following text:

The Security services Id is 3 bits in length and shall be formatted as in Table xxx. The Confidentiality and Authenticity Ids are defined as specified in Tables yyy and zzz, respectively.

Table xxx – Security services identifier format

	Bit 0
	Bits 1-2

	Confidentiality Id
	Authenticity Id


Table yyy – Values of the Confidentiality identifier

	Confidentiality Id value
	Description

	0
	Payload encryption disabled

	1
	Payload encryption enabled


Table zzz – Values of the Authenticity identifier

	Authenticity Id value
	Description

	00
	L0-byte frame authenticity enabled

	01
	L1-byte frame authenticity enabled

	10
	L2-byte frame authenticity enabled

	11
	L3-byte frame authenticity enabled


The Confidentiality identifier indicates whether the payload of the frame is encrypted (value: 1) or not (value: 0). The Authenticity identifier indicates to what extent authenticity of the frame is provided: truncation of the computed MAC value to L0, L1, L2, or L3 bytes. The actual implementation of the confidentiality and authenticity services depends on the security suite that is in effect for the communicating devices. All security suites shall use L0 ( L1 ( L2 ( L3, where L0=0. Furthermore, all security suites shall use data encryption without data expansion.

Note: L0-byte authenticity corresponds to disabling authenticity, since the computed MAC value is truncated to the empty string (0 bytes). The values L0, L1, L2, and L3 do not need to be distinct. Since encryption does not involve data expansion, the payload field can be uniquely identified.

Editorial Note 1: We take {L0, L1, L2, L3}={0,4,8,16}, to take into account differing constraints in data expansion that low-cost devices may be able to support. Here, 128-bit authenticity (L3=16) would satisfy military-grade authenticity requirements, whereas, e.g., 32-bit authenticity (L1=4) would be sufficient for low-security applications and 64-bit authenticity (L2=8) would be sufficient for home-security applications. 0-bit authenticity (L0=0) would be used by applications that cannot afford data expansion. Finally, setting the security service Id to ‘000’ corresponds to disabling all security and, hence, operating in the unsecured mode.

Editorial Note 2: The security services identifier consumes 3 bits of the frame control field, thus leaving less space for potential future use. If this is a bottleneck, one could restrict the number of options for the security services to, e.g., four, thus allowing a representation of the options using 2 bits only. (As an example, one could choose for the following 4 options: (1) no security at all; (2) 64-bit data integrity only; (3) encryption and 64-bit data integrity; (4) encryption and 128-bit data integrity.)

7.7 Security Suite Specification

This clause specifies the security suite that shall be used when security is turned on in the piconet. The security suite specification defines the algorithms and operations that shall be performed depending upon the security services to be provided, as specified by the Security Services Identifier in the frame control field (see Section 7.2.1.1.6).

7.7.1 Symmetric cryptographic building blocks

The following cryptographic primitives and data elements are defined for use in this standard.

7.7.1.1 Cryptographic hash function

The cryptographic hash function used in this standard shall be SHA-256, as specified in the Draft FIPS Pub 180-2 standard [{xref} FIPS 180-2]. SHA-256 has message digest size hashlen=256.

7.7.1.2 Key derivation function

The key derivation function used in this standard shall refer to the key derivation function as specified in Section 5.6.3 of ANSI X9.63-2001 [{xref} X9.63], with the following instantiations:

1. Each entity shall use the cryptographic hash function with message digest size hashlen as specified in Clause 7.7.1.1 {xref};

2. The parameter keydatalen shall have the integer value 256;

3. The parameter SharedData shall be the empty string; the parameter shareddatalen shall have the integer value 0.

7.7.1.3 Keyed hash function for message authentication

The keyed hash message authentication code (HMAC) used in this standard shall be HMAC, as specified in the FIPS Pub 198 [{xref} FIPS 198], with the following instantiations:

1. Each entity shall use the cryptographic hash function as specified in Clause 7.7.1.1 {xref};

2. The block size B shall have the integer value 16 (this block size specifies the length of the data integrity key, in bytes, that is input to the keyed hash function, i.e., it uses 128-bit data integrity keys);

3. The output size HMAClen of the HMAC function shall have the same integer value as the message digest parameter hashlen as specified in Section 7.7.1.1 {xref}.

7.7.1.3.1 Truncated output

Applications of this standard may truncate the output of the keyed hash message authentication code specified in Section 7.7.1.3 (i.e., the length of the HMAC is less than the length HMAClen of the HMAC function). In this standard, the output of the HMAC function may be truncated by omitting all but the leftmost 0, 4, 8, or 16 bytes hereof. (In this standard, truncation of the HMAC output to these sizes is indicated by the authenticity identifier values L0=0, L1=4, L2=3, L4=16, respectively – see the frame control field definition in Section 7.2.1.1.6).

Editorial note: the specific truncation values that are possible depend on the keyed hash function at hand: the largest truncation size (here: 128 bits) depends on the output size of the HMAC function. Obviously, truncation to the leftmost 0 bytes implies that one discards the output of the HMAC function (and, hence, one does not need to compute this function).

7.7.1.4 CTR encryption mode

The block cipher mode of operation used in this standard shall be the counter mode (CTR mode), as specified in NIST Pub 800-38A 2001 ED [{xref} NIST].

7.7.1.5 Block cipher

The block cipher used for symmetric encryption and decryption in this standard shall be the Advanced Encryption Standard AES-128, as specified in FIPS Pub 196 [{xref}FIPS 197]. This standard uses 128-bit data encryption keys.

7.7.2 Symmetric cryptography implementation

Processing of protected MAC frames involves the following steps (in order):

1. Determining the security services that are applicable to the particular frame (See 7.7.2.1); 

2. Extraction of the data keys to be used in the cryptographic operations (Section 7.7.2.2);

3. Processing of the MAC frame (Section 7.7.2.3).

Processing of protected MAC frames is aborted, if any of these steps fails. Obviously, if no security services are provided, Steps 2 and 3 above may be omitted.

7.7.2.1 Applicable security services

The applicable security services are indicated as specified by the Security Services Identifier in the frame control field (see Section 7.2.1.1.6). The value of the Confidentiality Identifier determines whether encryption is enabled (value: 1) or not (value: 0). The value of the Authenticity Identifier determines to what extent data authenticity is to be provided: 0, 32, 64, or 128-bit data integrity, depending upon the whether its value is 0,1,2, or 3, respectively.  

7.7.2.2 Preprocessing of the cryptographic key

The device shall determine the applicable data keys (data encryption key and data integrity key), by executing the following steps (in order):

1. Extract the secret key that is shared with the device the protected frame is communicated with (i.e., the key of the party that sent the protected frame, if it is an incoming frame, resp. the key of the party that is to receive the protected frame);

2. Execute the key derivation function specified in Section 7.7.1.2, with as input the shared secret key determined in Step 1 above. The output hereof is a 256-bit string;

3. The data encryption key and the data integrity key are defined as the leftmost, resp. rightmost halves of the output of Step 2 above.

Editorial note: The overhead of this step is 1 invocation of the cryptographic hash function. Obviously, one can cache the resulting data encryption and data integrity keys, so that one does not have to execute this step for each MAC frame that needs to be cryptographically processed.

7.7.2.3 Generation of a protected MAC frame

Generation of a protected MAC frame shall consist of the following steps (in order):
7.7.2.3.1 Encryption of the MAC frame

Encryption shall only be applied if the Confidentiality Identifier indicates so. If so, the procedure is as follows.

The MAC payload shall be encrypted using the block cipher as specified in Section 7.7.1.5, using the mode of operation as specified in Section 7.7.1.4, with the following instantiations:

1. The block cipher shall use the data encryption key that was derived in Section 7.7.2.2;

2. The block cipher shall use as input data the MAC Payload as specified in Table 61;

3. The counters to be used shall be specified as in Table 95 of Draft D15, with the following instantiation: 

a. The frame counter shall be initialized at zero at the beginning of the life-cycle of the key and incremented by 1 for each next frame;

b. The block counter shall be initialized at zero at the beginning of the MAC Payload encryption and incremented by 1 for each new invocation of the block cipher.

Processing is aborted, if any of these steps fail.

Editorial note: I would prefer a slightly different definition of the counters than the one advocated in Table 95 of the D15 Draft (although – to be fair – that specification is cryptographically sound).

7.7.2.3.2 Generation of a Message Authentication Code

The message authentication code shall be computed using the HMAC function specified in Section 7.7.1.3, with the following instantiations:

1. The HMAC function shall use the data integrity key that was derived in Section 7.7.2.2;

2. The HMAC function shall use as input data the MAC Header and the MAC Payload of the frame resulting from Clause 7.7.2.3.1, in the same order as specified in Table 61.

The output of the HMAC function shall be truncated, as specified in Section 7.7.1.3, in accordance with the authentication level as specified by the Authenticity Identifier.  

Processing is aborted, if any of these steps fail.

7.7.2.4 Processing of a protected MAC frame

Processing of a protected MAC frame shall consist of the following steps (in order):
7.7.2.4.1 Verificatin of a Message Authentication Code

The message authentication code shall be verified using the HMAC function specified in Section 7.7.1.3, with the following instantiations:

1. The HMAC function shall use the data integrity key that was derived in Section 7.7.2.2;

2. The HMAC function shall use as input data the MAC Header and the MAC Payload of the applicable frame, in the same order as specified in Table 61.

The output of the HMAC function shall be truncated, as specified in Section 7.7.1.3, in accordance with the authentication level as specified by the Authenticity Identifier.

The truncated output of the HMAC function, thus computed, shall be compared with the MAC value in the received data frame. Authenticity of the received MAC frame shall be accepted, depending upon whether the received and computed HMAC value match (accepted if matched; rejected otherwise).

Processing is aborted, if any of these steps fail.

7.7.2.4.2 Decryption of the MAC frame

Decryption shall only be applied if the Confidentiality Identifier indicates so. If so, the procedure is as follows.

The MAC payload shall be decrypted using the block cipher as specified in Section 7.7.1.5, using the mode of operation as specified in Section 7.7.1.4, with the following instantiations:

4. The block cipher shall use the data encryption key that was derived in Section 7.7.2.2;

5. The block cipher shall use as input data the MAC Payload of the applicable frame, as specified in Table 61;

6. The counters to be used shall be specified as in Table 95 of Draft D15, with the following instantiation: 

a. The frame counter shall be initialized at zero at the beginning of the life-cycle of the key and incremented by 1 for each next frame;

b. The block counter shall be initialized at zero at the beginning of the MAC Payload encryption and incremented by 1 for each new invocation of the block cipher.

Processing is aborted, if any of these steps fail.
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