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Minutes for Morning session for Security subgroup, Schaumburg Ad Hoc, February 26, 2002

Attendance: Bob Huang, Gregg Rasor, Rene Struik, Dan Bailey, Matt Welborn 

Convened at 0910. Worked on the Security Goals document that given as the work goals for the Security subgroup.

Recessed at 1200 for Lunch. Final work product was the Security Goals document that was distributed to all participants. Will reconvene at 1300.

 Minutes for Afternoon session for Security subgroup, Schaumburg Ad Hoc, February 26, 2002

Attendance: Bob Huang, Gregg Rasor, Rene Struik, Dan Bailey, Matt Welborn 

Came to order at 1308: We start to work on list of good points for digital certificate (DC) authentication versus Manual techniques for identity authentication

The following list was developed:

	
	Digital Certificate
	Manual

	
	Closed System: PCS, Cable
	Open System: closed by user

	Good points:
	Single point of trust
	User establishes

	
	Automatic-easy-fast
	Easy-fast

	
	Can revoke on-line (infrastructure based) or manually
	Manual revocation

	
	
	No time of day clock

	
	Decision at provisioning
	Decision at run time (at introduction)

	Negative point:
	Cost per certificate (incase of 
	


1400: Propose that we view the problem as beginning with the assumption of manual authentication control and then “transitioning” to automatic authenticated control

We had a discussion of specific requirements to support ECC-based DC-based authentication.

1510: agree on public key object scheme as being adequate to support different public 

key schemes including certificate-based authentication as determined by the security suite.

Rene noted that “security suite” is possibly poorly defined.

1511- Discussion moves on to identify good points for “Central” and “Distributed” security:

· Central: widely used and studied, simple (one key pair), can implement one-to-some security using peer-to-peer extensions

· Distributed: supports 1-to-all or 1-to-some trust scenarios, each use establishes, eases PNC handover, minimizes overhead of single re-key event 

Table of characteristics:

	
	Central
	Distributed

	
	Native mode: 1-to-all trust
	Native mode: 1-to-some trust

	
	One default key
	Multiple keys

Broadcast key

	Good points
	PNC is security manager
	Each device is security manager

	
	Security failure is system wide
	Security failure is limited to a subset of    members

	
	Much used/much studied: trusted
	

	
	One Security manager: PMC
	:

	
	Can establish 1-to-some trust or 1-to-1
	Supports all trust scenarios: 

   1-to-all, 1-to-some, 1-to-1

	
	Simple: one key
	Eases PNC handover: PNC not involved with security

	
	Simple: one trust decision
	   

	
	Devices do not manage reykeying
	Minimizes overhead of rekeying 


1600: we have determined that the distributed model will require a “broadcast key” that can be used to address all members of the piconet for PNC control

The consensus is that both schemes are essentially the same with the common link being the broadcast key. We also discussed how much additional resources are required in each DEV to support multiple keys for different security subgroup.

The consensus is that we should parameterize the security model by N: N is the number of unique keys that are supported by an individual DEV. We need to have N>0 in order for the DEV to support security at all.

Also stated that an additional requirement to support distributed Security Managers (SM) is the SM functionality itself

1640: We continued with further review/modifications to the Security Goals document developed this morning. 

1720: Adjourned
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