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An Examination of the Technical Requirements for Broadband Wireless Access Systems

Co-existing with Radiolocation Radar Systems in the 5150-5725 MHz Band 

1.0  Introduction       

WRC-03 Agenda item 1.5 and Resolution 736 calls for consideration of new and additional allocations to the mobile, fixed, Earth exploration-satellite and space research services, and to review the status of the radiolocation services in the frequency range 5150-5725 MHz, with a view to upgrading it, taking into account the results of ITU-R studies. 

This document considers the issue of co-existence between Radiolocation Systems and  recently proposed  broadband wireless access systems (BWAS) conforming to such standards as  Hiperlan/2, IEEE 802.11a, and IEEE 802.16a. It it proposed that these mobile and nomadic systems co-exist by using global channel allocations in the  5150-5350 and 5470-5725 bands. 

This document examines the performance characteristics required of BWAS devices in order for them to co-exist  with Radiolocation system radars. The study examines the nature of the interference that can arise between the radars and BWAS devices and details the electrical characteristics that must be embodied in a radar detection system embodied within the BWAS devices of co-existence it to be attained. It identifies the general characteristics and operational modifications that need to be incorporated into a BWAS in order to realize the desired co-existence.

2.0  Analysis  and Summary of BWAS and Radar Interference Thresholds
2.1  Effect of a  Typical Radar Pulse on the operation of an active  BWAS Device. 

It is important to estimate the power that a typical radar signal provides at the input to a BWAS device. Reference 1 provides characteristics of typical meteorological radars

which will be used in the analysis given below. Two radars are used in the example, 

Radar C which has an antenna gain of 44 dB and Radar G which has a gain of 40 dB.

The transmit power of these two example radars is 250 KW.

The power of a radar pulse arriving at a BWAS device at a given range R of  can be calculated if the peak power of the radar, the  path loss, and  the antenna gains of the radar and the BWAS device are  known. The path loss Lfs  can be calculated using the following formula (Ref 1):

 


 Lfs (dB) = 20 log(Fc)+20log( R)+32.44 

where Fc is frequency in MHz and R the distance in km.. 

For R = 100 km and Fc = 5600 MHz, Lfs is calculated to be:

Lfs = 74.96 + 40+32.44= 147.4 dB  

The radar signal power received by the BWAS device is a product of its antenna gain (Gwas), path loss (Lfs), transmitted radar signal power (Prad), and the radar antenna gain(Grad):




Pr = Gwas – Lfs + Prad + Grad
Assuming the antenna gain of the BWAS device to be unity (0 dB),  the transmit power of the radars to be 250 kW (56dBW) and using the example of the two radars  of  Ref 2,  where the antenna gains 44 dB  (for C) and 40 dB  (for G) respectively,  the received power Pr is calculated:

 
Pr=56-147.4+44+0 = -47.4 dBW (-17.4 dBm) for Radar  C 

          Pr=56-147.4+40+0 = -51.4 dBW  (-21.4 dBm) for Radar  G

These power levels are significantly above the  thresholds discussed in Section 3 and can be readily detected (even radiation from the sidelobes of the radar antenna, typically 30 dB below the peak, will be detectable well in advance of the main beam signal). 

To understand the effect of the radar signal power on the operation of the BWAS device, we must know the expected level of the BWAS signal. Assuming that two BWAS system devices communicate over a distance of 1.5 Km, and are within line of sight of each other

(path loss exponent=2.0 for free space), then the path loss between the devices is:

            Lfs=74.96+3.5+32.44= 110.96 dB

If we assume unity antenna gain then the received BWAS signal level would be –110.96 dBW. For noise temperature of 290 K, the noise power in the 20 MHz  wide receive band of the BWAS device is calculated to be  –131dBW.  The signal to noise ratio of the communication signal would be (-110.96 dBW+131dBW) = 20.04 dB. A 20 dB signal to noise ratio is nominally  adequate to ensure reliable data transfer between the BWAS devices. 

However  when the radar pulses are present, the BWAS communication signal at 

 –110.96 dBW would be overwhelmed by the radar signals pulses at  approximately – 21 dBW.

We can conclude from the calculations that the signal from a radar 100 km distant is much stronger than a typical BWAS communication signal and that data transmission would be disrupted by bursts of errors during the periods when the radar pulses illuminate the BWAS devices. A radar using a 2 X10-6  second pulse width and a pulse repetition frequency of 250 pulses per second would be illuminating the BWAS device 0.05 % of the time resulting in an error rate of roughly the same magnitude.  A system incorporating interleaving  to randomize errors cluster and  forward error correction may well be able to tolerate such error rate. This may be important because it could make it  possible  for the BWAS system to communicate information and commands to vacate a channel when a radar signal has been just detected.

2.3  Effect  of  The BWAS  Signal on  Radar   

Reference 1  studied the effect of the  BWAS device on meteorological radar signal reception  and concluded that  the  BWAS system operating on the same frequency  as the  radar would create unacceptable level of interference to the radar at range of 1.5 km. Since the path loss increases by only 6 dB when the range is doubled, the conclusion is that interference to the meteorological radar by the BWAS would be unacceptable even at range of 100km. A similar result in Ref.2 indicates that  BWAS device transmission would create unacceptable interference to airborne radars at a range of  100 km. These reports indicate that unless some form of radar signal detection is used which can  quickly suppress BWAS emissions upon the detection of radar, it will be  impossible for BWAS and radar to otherwise co-exist.

3.0 Detection of Radiolocation Signals

3.1 Dynamic Frequency Selection Operation Criteria

Dynamic Frequency Selection (DFS) is a technique that could be employed by  BWAS devices to detect the presence of  co-channel radar signals having a higher priority to occupy the channel. The BWAS device (and the wireless communications system on which it operates) would vacate the channel and move to an unoccupied channel. Such a procedure would in principle allow the BWAS to operate on a non-interference basis in the same (5GHz) band as the radar. A proposed  DFS procedure is outlined in Ref 3 .

In an effort to harmonize the performance characteristics of DFS, the IEEE and ETSI-BRAN organizations have been jointly working on determining detection thresholds, band switching times, and defining  radar characteristics (Ref 4). The  salient features of the radar signal which is to be detected by DFS subsystem are taken from Ref 4 and are shown in Table 1.  

	      Radar Signal Characteristic 
	                 Provisional Value

	
	

	Pulse Width 
	50 X 10-9 to 100 X 10-6 seconds

	Power level for detecting 3 pulses
	-55 dBm

	Power level for detecting 5 pulses
	-61 dBm

	Maximum allowed time to vacate channel after detection of radar
	6 X 10-3 seconds



             Table 1: Radar Signal Characteristics for DFS Operation

3.2   Detection of a Single Radar Pulse
Assume the target pulse radar system emits streams of pulses with a pulse width of T seconds at a carrier frequency F0 Hz and with pulse repetition frequency (PRF) of  P.  (see Fig1) The optimum detector of such a signal  is shown in Figure 2. The signal from the antenna is first down converted to some convenient IF. The IF is applied to a bandpass filter,  the width of which  is determined by the duration of the radar pulse         ( e.g.: T = 50X10-9 seconds corresponding to 20 MHz). The filter output is connected to an envelope detector which strips away the carrier. The detector will produce a triangular voltage pulse with base of 2T seconds when ever a radar pulse appears in the frequency band in question. The amplitude of the triangle voltage pulse is proportional to the energy contained in the radar pulse.  The detector output is connected to the input an adjustable threshold unit. Whenever the input exceeds a level K (adjustable), the threshold unit emits an output pulse into a logic decision circuit each time a threshold crossing is detected. The logic decision circuit can be programmed to output a signal confirming the detection  of a valid radar based on the detection of a number of consecutive pulses appearing over a specific period of time. The validity of such a detection decision depends on a number of criteria discussed below. 
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   Figure 1 Pulsed Radar Signal  





       Figure 2 Optimal Pulse Radar Detector

The detector will always be operating under noisy conditions. When the noise level is low, only radar pulses with sufficient energy can exceed the threshold K and result in detection being reported. When the noise level is high, noise alone, even without the presence of a radar pulse may sometimes cause the threshold to be exceeded,  resulting in 

a false alarm. This is undesirable because a false alarm signal in the DFS will disrupt the BWAS operation unnecessarily.  The performance of the detector and its ability to discern valid radar signals from false alarms is characterized by three variables: Signal to noise ratio (S/N), probability of a successful detection (Pd) and the probability of false alarm (Pf).  

Although an exact relationship has been derived relating (S/N), Pd and   Pf, this relationship is rarely used directly in practice because of computational difficulties. Instead, curves have been calculated based on the relationship and made available in books which allow designers to proceed using graphical methods.  
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                                Figure 3: Radar False Alarm Curves




Fig.3 shows a graph in which the vertical axis is labeled probability of detection (Pd) and the horizontal axis is labeled S/N in dBs. A family of curves each representing a fixed false alarm probability Pf  is shown in the figure.  For example a vertical line at S/N = 16 dBs intersects the curve Pf = 0.5 X10-8 M. The  Pd   seen from the vertical scale is   0.995. The result can be interpret ed as follows: a single radar pulse with known carrier frequency Fo and pulse width T can be detected using a filter of bandwidth W=1/T,  centered at F0  with probability of 0.995 and a false alarm probability of 

0.5X 10-8 when the  S/N is 16 dBs  

The number of false alarms per second is an important parameter in DFS design and is the product of the detection bandwidth W and Pf.   For example, for W=20 MHz and a Pf = ~1X10-8 the number of false alarm is 2X10-1 per second or 1 in every 2 seconds. This false alarm rate too high for DFS applications. However, the false alarm rate can be greatly reduced if we take advantage of the periodic nature of radar pulses. 

3.3   Detection of Consecutive Radar pulses .
The false alarm rate can be enhanced considerably if we base the decision criteria on the presence of multiple consecutive pulses. For example, the BWAS device (and its DFS detector) might receive k pulses during each sweep of the radar. We can define a success if m<k of the pulses are detected. The probability of receiving exactly m pulses in k in this case using the binomial distribution (Ref 6):

                        Pm= kCm (Pd)m(1-Pd)k-m    where    kCm= k!/(m!)(k-m)!  

The probability of receiving m or more pulses in k (Pm,k) is then the sum of   

 Pm, Pm+1, Pk.

If we assume that the probability of a single pulse detection is 0.995 then the probability of detecting at least 3 pulses in 5 is calculated to exceed 0.999.

The function of the logic decision circuit is to measure the two inter-pulse periods between the threshold crossings. If the two periods are within 25 % then a valid radar detection is announced. False alarms are costly because the BWAS must interrupt its operation during the frequency change. By requiring three pulses to appear in a regular fashion, the possibility of a service interruption due to false alarm is virtually eliminated.

3.4   Detection of Pulse Compression Radars   

Pulse compression radars are radars which emit a more complex pulse than conventional pulsed radar. The advantage of pulse compression radar is that the peak power transmitted is reduced (compared to  a pulse radar) with the same range capability. The reduction of peak power makes pulse compression radars more difficult to detect. The amount of reduction is proportional to a quantity T*W>1 where T is the duration of the transmission and W the bandwidth of the transmission.  It should be noted that for pulse compression radars with modest value of T*W the detector for pulse radar can be used as long as the peak power does not fall substantially below the threshold of –61dbm. For low powered radars with very large T*W (exceeding 103 ) special techniques may be needed. 

It has been shown that the optimal configuration for the detection of radar echoes is achieved by correlating the received signal with a replica of the transmitted signal. This technique called, “matched filtering” is used in all radar systems. The output waveform of a  matched filter is in the shape of the auto correlation function of the radar signal. In the case of a  pulsed radar whose pulse width is T seconds, the matched filter for this signal happens to be a bandpass filter of bandwidth 1/T centered about the carrier frequency, a configuration shown in Figure 2. The detector output is a triangular pulse with base 2T which is also the autocorrelation function of a pulse. The height of the peak is proportional to the energy contained in the pulse. The above example of a pulsed radar is an convincing example showing that a matched filter produces an output in the shape of the signal autocorrelation function. The main advantage of pulse compression radar is that it needs only a transmitter of modest peak power to achieve extended detection range. It emits a complex, long duration signal at a much lower power level, and in many cases, attempts to masquerade as noise to avoid detection

A pulse is considered to be an ideal radar waveform  because its autocorrelation function has one major “spike” of duration 2T at the base and no significant spikes elsewhere. Considerable effort has been devoted to search for suitable waveform for pulse compression radars. The candidate waveforms all have autocorrelation functions which mimic the “ideal”. Examples of pulse compression radar waveforms include, Barker codes, PN sequences and Linear FM. There is little incentive to select waveforms whose autocorrelation is very different from the ideal because it would detract from radar performance. (Ref 7).

A good technique for detecting pulse compression radar is to correlate a segment of the received signal suspected of containing a radar emission with other segments of the received signal. The presence of a radar signal is indicated by the appearance of the spike when the waveforms in the two segments match. The autocorrelation  detector will detect all   radar signals  including compressed radars,  but this technique is complicated and costly and should be avoided unless there is a demonstrated need for such an approach. 

4.0 The Capability of  5 GHz  BWAS Devices to Detect Radar Signals

It has been shown that radar signals can be detected using relatively uncomplicated techniques based on matched filtering and power threshold detectors. However, there is the issue as to whether current and proposed BWAS devices are capable of (or being modified for radar detection so that they can meet the DFS requirements suggested by the IEEE and ETSI-BRAN committees (Ref 4). 

4.1 Current and Proposed 5 GHz BWAS Technologies 


There are currently four Broadband Wireless Access Systems (BWAS) technologies  slated wide scale deployment and operation in the 5 GHz bands. The most popular is the IEEE 802.11a  RLAN technology which is slated to work in the 5150-5350 and 5725-5825 MHz bands. The HIPERLAN/2 and HIPERMAN are standards which are contemplated for operation in Europe in the 5150-5350 and 5470-5725 MHz  bands. A fourth BWAS system designed for outdoor operation is based on the IEEE  802.16a specification which will be finalized by the end of 2002.  The  License-Exempt portion of IEEE 802.16a  is currently designed for 5250-5350 and 5725-5825 MHz operation, but is also contemplated for operation in the 5470-5725 MHz bands; possibly as a HIPERMAN varient. 

These standards embody similar technical requirements and equipment built to these standards will be  targeted for nomadic computer communications applications. All of the standards use Time Domain Duplex operation (TDD) and employ Orthogonal Frequency Digital Multiplexing (OFDM) of BPSK, QPSK, or QAM modulated spectra. The channel bandwidths can be varied between 5, 10, and 20 MHz and the transmission bit rates are adaptively variable from 6 to 54 MBps. 


OFDM Synchronization and signal power measurement is done on a burst by burst basis as part of the TDD operation. Each burst of a data communications packet has a specific portion of data (the header) which is  used to adjust the received signal level and aid in the synchronization of the  demodulator receiving the burst. Within the IEEE 802.11a and IEEE 802.16a  specification these functions are executed within the first OFDM symbol. In view of the large dynamic range of the signals (70 dB for -85 to -10 dBm) in typical deployment scenarios,  the RF receiver front ends of the BWAS terminals are equipped with one or two AGC loops designed to quickly adjust the level of the received signal for optimal demodulation. 

4.2 Radar Detection using the BWAS AGC and Demodulators
A fast acting primary Automatic Gain Control (AGC) loop that often includes the low noise amplifier is used to ensure that  the received RF signal is  at an appropriate level for  input into the first mixers and  analog-to-digital converters of the preceding the  demodulator processor in a BWAS device (called the front end of the receiver). This primary AGC ensures the front end of the receiver is not driven into saturation. The primary AGC loops have response times in the order of 50 to 200 nanoseconds, consistent with the receiver bandwidths of the BWAS devices (5-20 MHz). The loops are controlled by continually active state-machine circuits which monitor the power entering the front end of the receiver (using an RF detection diode) while it is in the receive portion of a TDD frame. The detector and its AGC state-machine responds to all received power within the detection passband,  and if it is above a prescribed threshold, the front  end gain  is  reduced by the insertion of a high  attenuation ( typically 30 dB) within the 50-200 nanoseconds response time of the primary AGC. The AGC and received signal level threshold levels are set by  the Media Access Control system of the BWAS device. This information is important in setting the level of the transmitted signal as well as detection of other communications users of the channel. Determining such level information is important to the transmit power control (TPC) subsystem of the BWAS and is a primary factor in the control of co-channel interference within the TDD architecture.

A second AGC loop is often used in BWAS systems.(In some BWAS systems this is the only AGC if the dynamic range is not expected to be large or fast changing). This AGC is slower acting and derives signal level information from the header information found in the first OFDM frame rather than from an RF diode detector. The response time of this loop is in the order of 4-60 microseconds, and is dependent on the OFDM symbol rate. 

The signal level information derived by this loop is used to optimally adjust the received signal level entering the demodulator processor, hence fairly sensitive gain control is exercised.

It is feasible to detect  radar pulses using  the RF AGC system of the BWAS device. The radar signals at power levels of -55 to -61 dBm would be readily detectable, especially in view of the fact that BWAS device sensitivity can be as low as -93 dBm, though -85 dBm is typical. Incorporation of algorithms to specifically detect consecutive radar pulses could be added to the AGC state machine of the BWAS device. Furthermore such algorithms could be programmed to detect a variety of different radar signatures, and adjust the detections thresholds (“K” in Figure 2), necessary to control false alarm rates. The gain of the front end of a BWAS device is calibrated and always known to the AGC loops. Any adjustment in the gain because of an input signal level would immediately result in the  compensation of  the threshold level of the DFS radar detection subsystem, keeping the false alarm rate unchanged.

The signal power detection system of the secondary AGC loops, designed to operate as part  the burst synchronization mode could also be used, even though their response times are somewhat slower than the primary AGC loops. Secondary loops would be able to detect Radar signals below -61 dBm because of their  periodic nature and the burst errors that they would produce, which could be identified and categorized by the sophisticated error detection subsystems called for in the BWAS standards. Such detection can be readily and easily programmed  within the demodulator and can be used as a basis for DFS. Such schemes have already been proposed as a method of detecting and calculating the level of co-channel interference in the IEEE 802.16a standard. Modification of such schemes to detect radar and implement DFS could be done at almost no cost to the BWAS device.

4.4 BWAS Device Duty Cycle and Network Advantages   

Most BWAS standards define communications architectures that are  based on a hub (access point) controlling the operation of  numerous remotely located subscriber stations. In such architectures the majority of the subscriber stations are almost always operating in the receive state. Typical duty cycles for  subscriber terminals are 5%. The ability to detect radars by an individual BWAS device is thus enhanced by such operation. Furthermore, by being networked, it can be possible for a single terminal, via the access point, to easily communicate the presence of a co-channel radar very quickly to other terminals  that are in the proximity of the wireless network. 

4.5 Issues Complicating Radar Detection by BWAS Systems

Though it is possible to have a BWAS device designed to detect radar signals, it may not be possible for such detection to be undertaken in a timely manner given the operational constraints imposed by the protocols governing the operation of the BWAS standards. Each of the standards identified above incorporate  different MAC (media access control)  protocols which regulates the passage of data communications traffic  between the BWAS devices. Within the standards it is possible to use different deployment concepts of BWAS devices, which  has a significant impact on the rate of data transfer and the assignment of  communications channels. The IEEE 802.16a standard, for instance, allows for a conventional Point-to-multipoint configuration of access points (hubs) and subscriber terminals configured in a star network; but  it also allows for the configuration of  a mesh network within which subscriber terminals can pass information between themselves before the information is passed to an access point. Thus the passage of information through a IEEE 802.16a network, informing subscriber terminals to stop transmitting on a channel on which radar is detected, can take anywhere from 0.5 to over 60 msecs. In the IEEE 802.11a network this time could be as long as 200 msec. The requirement for vacating a channel within 6 msecs (Ref 4 and Table 1) may be impossible to achieve given current deployment and signaling concepts for BWAS. Other issues complicating the process of detection and vacating  a channel is the TDD  frame width, which in the IEEE 802.16a standard can be as long as 15 msec. TDD frame sizes of this length, and the relatively short guard interval between transmit and receive portions in the TDD frame, make the detection of radar problematic. Modification of the MAC protocols is probably the most challenging impediment to the implementation of an effective DFS system with BWAS. However, there is nothing in the technology of BWAS that makes this an impossible goal to reach. The electrical characteristics of the BWAS devices in fact suggest that this can be easily achieved at the terminal level.

5.0   Summary
· Uncontrolled RLAN transmissions on the same frequency as the radar will prevent the radar from detecting target.

· Radar signal at the power level of -61dbm can be detected with high probability within 3 to 5 pulse period. 

· Radar signals will be stronger than communication signals so that RLAN reception will be interrupted during the period when it is illuminated by a radar. 

· Pulse compression radar can be detected in the same way as pulsed radar if the power received is above –61dbm. Pulse compression radar with very large compression ratio can operate at much lower peak power level and can avoid detection by conventional means. Correlation detector can be used to detect such system.

· Almost-optimal radar detectors can be made with simple envelope detectors and band pass filters.

· BWAS devices with their fast AGC loops that incorporate diode power detectors have the capability to detect radar signals, especially for signals having high power (-61 dBm). Their slower AGC loops and demodulators/error decoders can detect burst errors and power spikes at considerably lower signal levels. This can be used as a basis for DFS technology in the BWAS devices.

· The state machines governing AGC in the BWAS can be modified to detect and even identify radars and used in the DFS mechanism.

· BWAS devices spend most of their operation time (95%) in the receive state, thereby enhancing their ability to detect co-channel radars and allow individual devices to exercise DFS.

· BWAS devices work within networks which can facilitate the distribution of alarms signalling the presence of a co-channel radar, communicating such information to other devices which may not have yet detected the radars.

· Current proposed BWAS standards such as IEEE 802.11a, IEEE 802.16a, Hiperlan/2, and Hiperman incorporate Media Access Protocols which make it difficult if not impossible to detect radars and/or distribute DFS information in a timely manner.

6.0   Conclusion

Coexistence of Broadband Wireless Access Systems (BWAS)  with radiolocation systems  is possible only if Dynamic Frequency Selection (DFS) is incorporated into the operation of the BWAS devices. This can only be done if standards governing BWAS operation are modified to allow for the detection of co-channel radars in a timely manner. These standards should also be modified to allow the transmission of  alarms which would alert all BWAS devices on a wireless network, forcing them to vacate, in a timely manner, a channel on which radar has been detected. 

Detection of radar signals is easily achieved using technology and subsystems already used in BWAS devices. It is possible to detect the presence of co-channel radar with  high probability of  given the power and duration criteria currently stipulated in Ref 4.
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