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11 - 15 November 2002

Monday 11/11/02 Afternoon Session

15:38
The meeting is called to order by the chair Bob Heile.

The vice-chair, Pat Kinney, is continuing by presenting this week’s agenda with the document number IEEE 802.15 02/414r0. On Tuesday at 3:30pm there will be presentation and discussion on security by Rene Struik.

Pat proposed a change in the agenda to listen to a UWB presentation from Alberto Aiello on Wednesday morning. UWB will be discussed at Wednesday’s working group meeting.

Monique and Phil asked for some time to discuss some MAC issues. Pat allocated during the Tuesday afternoon session for discussion the MAC issues.

15:44
There are no objections to the change of the agenda. Therefore the agenda is approved with unanimous consent.

15:45
Pat is presenting the opening report with the document number IEEE 802.15 02/425r0.

Pat prepared a letter addressed to Raju Gubbi, responding to his “no” vote from the sponsor ballot with the document number IEEE 802.15 02/484.

16:00
Splitting into subgroups MAC, PHY, and general description and start resolving comments. 

17:46
Recess

Tuesday 11/12/02 Morning Session

08:04 Continue comment resolution


12:00 Recess

Tuesday 11/12/02 Afternoon Session
13:00
Continue comment resolution.

14:57
Discussion of the response letter to Raju with the document number IEEE 802.15 02/484.
Bob is concerned that the letter seems like Zigbee is influencing the IEEE standard.

Change “…needs of TG4…” to “…meet the need of the market place that TG4 targets…”.


Bob commented that one of the technical reasons why TG4 did not adapt the proposed TG4 solution was that the large overhead (header length) of TG3 would put a significant strain on the energy consumption. Specifically low energy consumption is one of the major drivers of TG4.

Delete sentence that TG4 and TG3 aren’t interoperable because of PHY differences.
Pat proposed a TG3 MAC as a solution for TG4 during the selection but was voted down because: 

· TG3 MAC did not fulfil the functional requirements

· TG3 supports child groups, which are not required by TG4 (unnecessary burden)

· Does not allow mesh networking 

· Does not have the ability for message pending notification (check with James)

TG4 required a smaller simpler MAC, with smaller headers. 

Ed Callaway suggested to add a small statement differentiating the target markets of TG3 and TG4. TG3 targets wireless multimedia delivery in residential apps requiring QoS, low packet latencies, and a high data rate, while TG4 targets wireless sensors that send 3 bytes a week (see PAR statement).

15:46
Yvette Ho Sang from IEEE-SA provides a brief intro of what edits the IEEE-SA will do once the draft is approved. Any editorial comments will be addressed by the IEEE-SA, such as grammar and style. IEEE-SA follows Chicago style.

Unknown words need only be defined the first time. Editing team needs to ensure that defined terms are used consistently throughout the draft  and that the usage does not change in the document. 

IEEE-SA needs at least 3 days to get all the info together for the sponsor re-circulation. 

Technical comments need to be addressed with a technical response.

After completing the sponsor ballot and RevCom approval it takes about 8 weeks before the electronic version of the draft can be published. (RevCom approval is required for IEEE-SA to start working on this.) This would mean electronic publication would start in about June of 2003 and the print version would be available 4 weeks later. 

15:58
Rene Struik is presenting his document with the number IEEE 802.15 02/474r0. The document summarizes his sponsor ballot comments, including suite specification, suite selection, and other remarks.

AES-CTR is old and royalty free however there could be some patents. 802.11 and 802.15.3 chose AES-CCM because it is royalty free. 

AES-CBC-MAC (subclause 7.6.4 in D17) is vulnerable to replay attacks since it does not provide freshness.

Pat asked if it is required to use a certain security mode in particular instances. Dan replied that only a toolbox is provided and that no particular mechanism is required. 

Rene commented that the current draft is open to vulnerability if the same key is used for all 3 security suites. Therefore, he proposes to remove CBC-MAC and AES-CTR and to use AES-CCM mode only. CCM can be used for either encryption or integrity or both together. 

Dan commented that CBC-MAC has less overhead than AES-CCM. Security is optional and it is not required to implement all 3 modes, any single one can be implemented. Rene’s vulnerability scenario would assume that a coordinator uses one mechanism with one node but a different mechanism with another node. 

Need to consider the process for changing the draft without a sponsor ballot comment at this point of time. Any technical change is open to reconsideration and no vote. 

16:41
Monique Bourgeois and Phil Jamieson asked to defer the MAC discussions till tomorrow morning together with the UWB presentation. 

16:42
Discussion on PHY related issues. Said Moridi commented that the synch-burst is ill-defined. The intend of the long synch-burst was for devices to adjust their clock to the coordinator, however the synch burst does not include the PAN-ID and therefore does not allow the filtering of this message. As a result all devices within range would adjust their clock to the coordinator sending the synch-burst even if they don’t belong to that particular PAN. There is the possibility for creating a new packet type to do the sync. Hans van Leeuwen would like to review the impact of removing the sync-burst. 

Said asked to group for proposals on test methods, since integrated chips do not allow for tests pins to be pulled out, test methods for the reproducible verification of implementation and conformance are required. 
Pat proposed to try resolving this before the end of the week, checking with other working groups and discussion with non-members. 

Jaime Kardontchik proposed to word the draft saying “…method for showing compliance to the standard is required”. 

16:54
Discussion is concluded and comment resolution is continued. 

17:54 Recess

Wednesday 11/13/02 Morning Session

08:10
Meeting is called to order. The topic of this session will be a presentation on UWB and discussion of MAC topics related to comment resolution. 

08:11
Roberto Aiello and Larry Taylor from Discrete Time Communications (General Atomics) present their document with the number IEEE 802.15 02/473r0.

There are 2 study groups looking into regulations for allowing UWB in Europe for indoor applications (outdoors is excluded so far). 

Hans van Leeuwen commented that that the typical antenna gain in TG4 applications is expected to be around –4dB to –10dB. The noise figure is around 15dB .

Jaime asked how the components can be low cost since very narrow pulses need to be generated. Roberto does not think of 0.18 micron technology as expensive, the packing is the most expensive part. 

Pat asked what changes to the may be required  for using it with a UWB PHY. Larry commented that are not many changes required at the MAC level since it just provides a different PHY, the only major change would be if location awareness is added. 

Bill asked how coexistence between SG3a and TG4 would be done. Roberto thinks that the group should work together, however the PHY would definitely be significantly different. 

The 2 feature that would be beneficial for TG4 would be the improved multi-path performance and location awareness. Ed Callaway commented that currently multi-path performance is not a issue for TG4 due to the long symbol time. 

Robert Poor commented that power consumption is always a concern and if a UWB implementation could significantly reduce the power consumption it could become a viable option for TG4. 

Since most of the processing is done at the baseband the acquisition time is significantly faster. 

Expected power consumption of the receiver is about 10mW when the receiver is on constantly without duty cycling.

Pat commented that when TG4 started, location awareness was one option that could potentially allow more and new applications. 

Pat commented if the location awareness provided by UWB is pretty precise it may be viable. A precision of a couple of feet is already doable using the current RSSI mechanism.

The 3 differentiators of UWB are:

· Multi-path resistance

· Location awareness

· Power

SG3a can not provide a low rate solution because the MAC has a significantly higher power consumption and also the topology is completely different than what TG4 is aiming at.

Channelization can be done by either code division, frequency division or time division. 

09:01
Presentation is concluded.

Pat asked Hans about the Synch Burst, The 32byte synch burst will be removed 

09:02
Motion to eliminate the sync-burst based on yesterday’s discussion. 
There are no objections to the motion. Accepted by unanimous consent, the sync-burst will be eliminated.

09:03
Phil is presenting a list of open MAC issues raised during the sponsor ballot summarized in the document with the number IEEE 802.15 02/476r0. 

Phil proposes the reduce the number of addressing options (currently 8-bit and 16-bit assigned and 64-bit assigned IEEE) by eliminating the 8-bit and 64-bit addressing options.

Ed is concern that eliminating the 64-bit address would reduce the application space. Also the 64-bit addresses may be used for communicating after a power outage.

The IEEE address would still be used for association and disassociation, however it would not be included in the header but in the payload instead. 

This change has a significant impact on the draft, but would also mean a significant simplification by reducing the overhead.

Pat has a concern that just removing the 8-bit address without removing the overhead for the addressing options. There is no point in just removing 8-bit addresses without removing the 64 IEEE. 

This issue was raised by a comment received during sponsor ballot. 

Pat asked Phil to provide input to the group on the effort of changing the addressing options  by Thursday. 

The current acknowledgment mechanism is not sufficient. There may be a 1 in 64 chance of getting a false acknowledgment. Any proposed solution would increase the size of the acknowledgment packet. 

Ed commented that for this error to occur the timing needs to be correct. This could only occur if one device missed a packet and another device is using the same data sequence number as the missed packet (highly unlikely). 

The GTS allocation and de-allocation mechanism is not well implemented. Phil reviewed TG3’s GTS mechanism but the implementation may be too complex for TG4. Phil will present a proposal for fixing the GTS mechanism this afternoon at 3:30pm. 

Other issues are: 

· The promiscuous mode presents a security risk. Promiscuous mode means that a filter is not applied and all packets are sent up to the higher layers.

· There is no feedback from the .response primitive that sends frames. 

· Unsecured frames will be accepted even if device implements security. 

09:49
Continue comment resolution. 

12:00 Recess

Wednesday 11/13/02 Afternoon Session
13:03
Continue comment resolution.

14:04
Discussion of the security issues of the current draft raised by Rene.


Currently D17 has 8 security options available (shown on page 174 of D17). 


Dan commented that adding a sentence to the draft requiring to use different keys for the 3 security suites may solve the problem.

Ed commented that Rene’s proposed changes are a significant change in the draft at this very late point in time, which may raise unnecessary comments during the re-circulation.

Dan thinks that there aren’t significant gains to be made by eliminating AES-CTR and AES-CBC-MAC since implementing AES, which is required anyway, uses most of the memory. 

Rene proposes to keep the 8 different security modes but use the CCM suite for all 8 modes. Rene stated that the current CCM suite requires 5-byters of overhead to recover from loss of synchronization. 

From figure 62 of D17
Summary of overhead requirements


Access Control
Data Encryption
Frame Integrity
Sequential Freshness
Overhead
Total
CCM only using current specifications
CCM only using Rene’s new proposal

No Security





0
0
0

AES-CTR
X
X

X
5
5
5
0

AES-CCM-32
X
X
X
X
5+4
9
9
4

AES-CCM-64
X
X
X
X
5+8
13
13
8

AES-CCM-128
X
X
X
X
5+16
21
21
16

AES-CBC-MAC-32
X

X

4
4
9
4

AES-CBC-MAC-64
X

X

8
8
13
8

AES-CBC-MAC-128
X

X

16
16
21
16

Rene proposed to eliminate the frame counter and other bit 

The processing time will go up for providing sequential freshness and frame integrity, however data encryption is not required. Dan commented that when providing frame integrity and sequential freshness, adding data encryption does not add any overhead (that’s why there is not option for FI and SF w/o DE). Rene commented however that it would take twice as long to process it.  Rene’s proposal is more foolproof than the current proposal. 

14:52
Pat asks for a straw-pole to leave the security as is or to keep investigating. 

Keep security sub-clause as is (do nothing): 1

Keep investigating Rene’s proposal: 11

Dan and Rene to provide proposed text changes and present at Thursday’s session at 3:30pm. A decision will be made at that time. 

15:08 Continue comment resolution

17:38 Recess

Thursday 11/14/02 Morning Session

08:26
Meeting called to order. Phil is presenting the proposed GTS changes summarized in the document number IEEE 802.15 02/479r0, called “Proposal for D17-GTs changes”

Phil said that inconsistencies in the GTS were discovered when trying to implement it. Additional information placed in a beacon will make all devices aware when a reallocation of slots is needed. 

GTSs are directional, if a slot is TX and RX is based relative to the device requesting the slot. A GTS will expire if it is not used in some time. Pat would rather see an expiration date instead of a quietness clause. This would allow other networks (not related to TG4) use certain parts of the bandwidth. Pat would like to see standardized messages for scheduling. A GTS could be expiring or permanent. Phil objects that requiring a device to constantly renew the GTS would create a lot of traffic. 

Phil will review document and cerate an update. 

08:47
Phil’s presented a document explaining the impact of the change of addressing modes with the document number IEEE 802.15 02/478 with the name “Draft 17 address change impact”. 

The frame control field would shrink in half (from a 16-bit FCF to an 8-bit FCF). However, Pat raises the concern that with the new proposal there aren’t any reserved bits.

Multicast addressing could be done by reserving one bit, such as bit 15. This means up to 32,768 devices could be on a single network and the same number of multicast addresses. 

Ed asked who decides the format of the IEEE address? Could it be possible to use 48-bit IEEE addresses? The MAC address must be still standardized since it is required as part of a MAC packet, except it would be included in the payload under the new proposal. 

Monique suggested to include the IEEE in the payload of the PAN-ID conflict notification (to identify the correct device). The proposal is accepted. 

The changes are limited to 6 primitives, the frame structure, and 6 MAC commands. The new proposal allows for a simplification of the implementation. 

There is a risk by implementing this technical change since the addressing mechanism is not broke unlike the GTS mechanisms and security. 

Ed commented that this change may affect product introduction could cause a significant delay. GTS may not be as critical since its mainly implemented in software. 

This topic will be revisited at 3:30pm. 

The frame control field should stay as is.

Discussion of ACK issue. 

There is a very low probability of the concern raised by Phil to occur. For this to be a concern two devices must sent their data messages exactly at the same time, their data sequence numbers must match, and there must be a hidden terminal problem in order for the data messages not to collide.


If an application is sensitive to a potential for false acknowledgement higher layers may need to ad function. 

09:33
Pat takes a straw-pole on the group position of the acknowledgment issue.

Need to change acknowledgement: 0

Leave acknowledgement as is: 6

Abstains: 2

09:34
Resume to comment resolution.

12:05
Recess
Thursday 11/14/02 Afternoon Session
13:03 Resume comment resolution

15:54
Rene presented 2 FrameMaker documents with his proposed changes for fixing the security concerns raised by him. The documents are based on clause 7 and annex B of D17 and have the document numbers IEEE 802.15 02/468 and 02/469.

Rene submitted an updated version of the presentation he gave the day before. The new document number is IEEE 802.15 02/474r1. 

Rene proposed a CCM* mode, which is just a slight modification of the existing CCM mode. The CCM* proposal is compatible with the 802.11 proposal.
Changes in annex included an updated tableB.3 with 1 additional field, and B2 and B3 can be deleted. 

Impact on clause 7 is now that there is only 1 basic building block rather than several suites. All 8 current security modes are now provided by one suite instead of 3. 

Dan commented that in the current proposal only the beacon payload and not the header is encrypted (this is a feature).

Hans asked if the proposal would influence the frame structure? Only the frame control field is impacted (specifying the flavor of CCM), however this cold also be done in higher layers (e.g. leave it to Zigbee). Using the FCF is the best option. 

Sub-clauses 7.6.2 and 7.64 can be deleted. The major changes apply to annex B the rest are just implied changes. 

Before voting on the changes Pat would like Dan to present his proposal. 

16:20
Dan is presenting his proposal for updating the draft with the document number IEEE 802.15 02/481r0. Dan agrees with the flaw that Rene found but he thinks there is another option for solving the problem. 

A device that would use 2 or more different suite needs to ensure that different keys are used for each suite. Rene is convinced that his proposed changes provide a smaller implementation, Dan thinks they should be about the same. 

The ACL key entry descriptor is not setup for handling several keys. It only allows one key at a time. The security suites can be used on a device by device bases. Group keying is not supported. Broadcast security is not provided. The advantage of having different security modes it to adapt the security based on the requirements of the application (saving valuable processing time if high security is not required). 

16:34
Pat asked if there is sufficient information for making an informed decision.  

 From figure 62 of D17
Summary of overhead requirements


Access Control
Data Encryption
Frame Integrity
Sequential Freshness
Overhead
Total
CCM only using current specifications
CCM only using Rene’s new proposal

No Security





0
0
0

AES-CTR
X
X

X
5
5
5
0

AES-CCM-32
X
X
X
X
5+4
9
9
4

AES-CCM-64
X
X
X
X
5+8
13
13
8

AES-CCM-128
X
x
X
X
5+16
21
21
16

AES-CBC-MAC-32
X

X
XX
4
4
9
4

AES-CBC-MAC-64
X

X
XX
8
8
13
8

AES-CBC-MAC-128
x

x
XX
16
16
21
16





Enabled when using CCM of  current proposal.



Overhead is unnecessary

In current draft freshness is provided when using CCM (additional 5-bytes of overhead). 

16:43
Pat asked the group if there is sufficient information to make a decision. 

Result (y/n/a): 6/4/0

Procedural vote accepted. 

16:45
Motion to provisionally accept Rene Struik’s security comments as per documents IEEE 802.15 02/468 and 02/469 (D17 updated clause 7 and annex B).

Moved: Said Moridi, second: Hans van Leeuwen

Result (y/n/a):  6/4/3

Technical motion failed (75% acceptance required).

16:55
Motion to accept Dan Bailey’s comment as per document 02/481r1.

Moved: Dan Bailey, second: Said Moridi

Result (y/n/a):  7/5/1

Technical motion failed (75% acceptance required).

16:58
Motion to consider the conditional removal of 5-bytes of status information overhead in security. 

Move: Rene Struik, second: Greg Razor

Result (y/n/a):  11/0/2

Motion passes.

17:03
Discussion of addressing modes. The comment on addressing modes was neither accepted nor rejected. There may be an ad-hoc meeting if a decision can not be made at this meeting. There are 2 options to proceed: 

1) Ask working group for unconditional approval (empowerment). 

2) Letter ballot asking the working group for approval to going to sponsor ballot re-circulation. 

17:06
Motion in favor of delaying the request for working group approval for sending the draft to SEC until which time the TG4 ballot resolution committee agrees to all comment resolutions. 

Moved: Venkat Bahl, second: Said Moridi

Result (y/n/a):  10/1/1

Motion passes.

17:10
Recommendation will be made by chair of working group. 

Pat asked the group for a preferred location of an ad-hoc meeting. 

Nine responded in favor of ad-hoc meeting in Sophia. However, there may be a concern with providing sufficient advanced notification for scheduling an ad-hoc meeting. 

The vice-chair is assigned to handle the 30 day advanced notification issue. 

Robert commented that Jose’s presence was missed. 

17:18
Meeting adjourned. 
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