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General

All remarks are specific to (mostly the security-relevant) clauses of Draft D18 of 802.15.4 WPAN. 

[Comments #15, #16, #19, #37 document are from IEEE doc. 02/474r2 (published January 16, 2003)] 

[All other comments were originally submitted November 5, 2002, 2:40pm]

NOTE
The comments below are not new, since these have all been submitted as informal sponsor ballot comments on November 5, 2002 or addressed during the IEEE 802.15.4 WPAN meetings as of November 2002 and January 2003. For all technical comments, suggested resolutions have already been provided during Sponsor Ballot and afterwards (see, e.g., 02/469r1 and 02/474r2). Since I had no voter status at the time, my sponsor ballot comments were submitted on an informal basis only. Unfortunately, most of the comments of November 2002 still stand. Please be advised, though, that these comments have not lost their validity – no matter whether the standard is out or not. So, let us seize the opportunity to address these comments during the process of specifying the work that needs to be done for the Addendum/Corrigendum of 802.15.4. This way, we ensure a better standard, both from a security perspective, and from a usability and low implementation cost perspective. 

Notation

Classification of comments below: (A) Addendum; (E) Editorial; (C) Corrigendum.

Comments

1. (A) Page 111, Fig. 35, Clause 7.2.1.1: change the Frame Control Field, such as to allow flexibility in the security services provided. Comment: in the current draft, the security services that are provided on frames statically depend on the frame type (beacon, ACK, command, and data frame) and external information. Conceptually, the communicating device should decide for itself how to protect the frames it sends (although it might keep the requirements and capabilities of the recipient devices in mind). More flexibility would be provided by allowing a SEC field of width 3, which would allow the following 8 possibilities for frame protection to be indicated: SEC = Encr x Auth, where Encr={ON, OFF} and where Auth={0, 32-bit, 64-bit, 128-bit}. (Here, Encr=ON and Auth=64 would correspond to encrypting data and providing a 64-bit integrity check hereover, whereas, e.g., Encr=OFF and Auth=0 would correspond to having no security at all.). Suggested remedy: Change the draft in line with the flexible security services identifier example given above and adapt all impacted text (this includes the SEC field of Clause 7.2.1.1.2). See also Slide 4 of 02/474r2.
2. (E) Incorporate proper security notions throughout the Draft D18, defined in line with well-established cryptographic practice. Comment: many security notions in the draft are ill defined, imprecise, plainly wrong, or do not follow the well-established cryptographic nomenclature. We give a few examples, to illustrate our point: (1) Page 5, lines 19-20: ‘authentication’ refers to ‘evidence as to the true source of information or the true identity of entities’ (see, e.g., the Handbook of Applied Cryptography, or Slide 5 of 02/221r2) and should not be mingled with membership tests, as those may be part of a subsequent authorization mechanism; (2) Page 5, lines 43-44: an ‘integrity code’ can be generated using either symmetric-key or public-key techniques (using signatures), not just symmetric-key techniques; (3) Page 5, lines 46-57: This defines ‘authenticated key establishment’, rather than just ‘key establishment’; (4) Page 5, lines 49-50: ‘Key management’ refers to the set of techniques used for the establishment and maintenance of keying relationships between parties (see, e.g., the Handbook of Applied Cryptography); as such, it focuses more on life-cycle aspects of keys (e.g., when to start using a key and when to abandon it) than on pure ‘key control’; (5) Page 5, lines 52-53: ‘Key transport’ refers to the secure transfer of a key from one party to another party (or parties), rather than just any transfer of keying material. (6) Page 6, lines 7-8: A ‘Nonce’ is simply a non-repeating value. It may derive cryptographic significance when combined with a cryptographic mechanism, but does not have this by itself. The list goes on … This improper/sloppy use of terminology may lead to misleading claims regarding security services offered. Suggested remedy: Scrutinize the use of security notions throughout the Draft. 

3. (E) Page 112, Clause 7.2.1.1.4: Acknowledgement request field. This clause does not specify whether an ACK is required on a frame of type different than data or MAC command.

4. (E) Page 114, Clause 7.2.1.8: Frame check sequence field. The procedure for verifying the cyclic redundancy check code is not defined (see also Page 154, Clause 7.5.6.2, line 47). Moreover, one should make the description of the generation procedure unambiguous, by stipulating that b0, …, bk-1 is the bit-string over which the error control code is computed and by stipulating that r0, …,r15 is the FCS.

5. (E) Page 113, Clause 7.2.1.2: The description of the sequence number field is incomplete and inaccurate. The sequence number field, which is an 8-bit value, might only remain ‘unique’ together with some external status information, since it may assume only 256 possible values. Furthermore, the rationale for initializing the macDSN parameter randomly is missing, as is the rationale/policy for incrementing the macDSN parameter by one. All operations on 8-bit counters shall be specified modulo 256. 

6. (C) Page 113, Clause 7.2.1.2: The mapping between integers and binary sequences is not defined (also elsewhere in Draft D18).

7. (C) Page 116-117, Clause 7.2.2.1.2: Superframe specification field. The mapping between integers and binary sequences is not defined (applies to BO, SO, and CAP).

8. (E) Page 116-117, Clause 7.2.2.1.2: Superframe specification field. The PAN coordinator subfield is redundant, since the device that transmits the beacon is already defined in the beacon frame format of Clause 7.2.2.1 (see Figure 37); see also Page 116, Clause 7.2.2.1.1, lines 35-36. As a result, one can deduce from context information whether this device is the PAN coordinator or not.

9. (E) Page 116-117, Clause 7.2.2.1.2: Superframe specification field. The association permit field indicates whether or not the PAN coordinator allows association to the PAN. What if authentication, and not merely association, is required?

10. (A) Page 120, Clause 7.2.2.3: The acknowledgement frame as specified in the current D17 draft does not specify the device that originates the ACK frame or the device that is supposed to receive this frame, nor does it provide any assurances to the recipient that the acknowledgement is genuine and fresh and what precisely is acknowledged (the only reference hereto is an 8-bit sequence number). When ACK frames are received out of order, clashes will occur roughly every 20 ACK frames and confusion will arise (this is due to the so-called birthday paradox). Furthermore, the current specification does not meaningfully support acknowledgement of multicast or broadcast frames. Suggested remedy: Suggestions for a more reliable acknowledgement frame format will depend on the intended purpose of sending acknowledgements (to be discussed first).

11. (C) Page 123-126, Clause 7.3.1: Association and disassociation. These operations are vulnerable to a replay attack, since freshness is currently not provided (unless loosely synchronized status information is maintained between communicating devices). 

12. (E) Page 123, Clause 7.3.1.1.1:  No beaconless association is possible (how to associate in peer-to-peer setting?). Furthermore, the beacon frame should contain the extended, 8-byte address of the PAN coordinator, since otherwise the associating device does not know which device it is really associating to.
13. (A) Page 123, Figure 49: the rationale for communicating the Power Source information is unclear; from a security-perspective, it is hazardous. All information that does not need to be communicated should not be communicated, to avoid privacy/anonymity hazard and subtle security vulnerabilities that might result from access to status information. (An example hereof is a home security system, which can be disabled if one knows that it draws current from the main power supply.) Suggested remedy: delete the power source information or, communicate this information in encrypted form.

14. (E) Page 133, Table 70, line 24: aMaxFrameOverhead. Change ‘an error will be generated’ towards ‘an error shall be generated’.

15. (C) Page 133, Table 70, line 21-26: aMaxFrameOverhead. If security overhead and frame overhead together are more than the maximum value aMaxFrameOverhead, then an error is generated, even though the total frame size might still fit within aMaxPHYPacketSize. This should be corrected, since one should not unnecessarily generate error messages.

16. (A) Page 134, Table 70, line 10-12: aMaxMACFrameSize. The currently defined value of aMaxPHYPacketSize – aMaxMACFrameOverhead is too pessimistic. Furthermore, it does not take into account security overhead, so things can still go wrong then, even with this pessimistic bound. Suggested remedy: The only requirement should be that the total size of the frame does not exceed aMaxPHYPacketSize. See also Slide 4 of 02/474r2.

17.  (C) Page 138, Table 72: MAC PIB security attributes. The identifier of the PAN to which the default security (broadcast security) applies is missing. 
18. (A) Page 139, Table 73: ACL entry descriptor. In the current draft, each device can only share one key with each potential recipient. This complicates key management, esp. in the event of key updates. Moreover, it unnecessarily complicates secure communications (e.g., it means that if A ( B and A ( B, C, then the latter communications initiated by A and directed towards B and C cannot use the same key for B and C). Suggested remedy: allow more than one key to be shared between each pair of devices. See also Slide 29 of 02/474r2.

19. (C) Page 138, Table 72: Broadcast encryption (i.e., default security) is insecure, since it does not provide for freshness guarantees.

20. (A) Throughout the current draft specification, the term broadcast traffic is often confused with multicast traffic, since not all devices are always within hearing range of each other. This should be fixed, including the implications for secure communications. Suggested remedy: include multicast addressing, see also Slides 5-6 of 02/474r2.
21. (E) Page 155, Clause 7.5.6.2, line 1: The term ‘illegal frame type’ is not properly defined. Suggested remedy: Replace line 1 by the following sentence: ‘The frame type subfield shall have as value one of the non-reserved frame types as defined in Table 62’.

22. (E) Page 155, Clause 7.5.6.2, lines 22-24: The relevant parameters of the PAN descriptor (see also Table 40) are insufficiently specified. Suggested remedy: Define SecurityUse:=TRUE, ACLEntry:=FALSE, and SecurityFailure:=TRUE. Note that this is in accordance with settings in Clause 7.5.9.2, Clause 7.5.9.3, and Clause 7.5.9.4.2.

23. (A) Clause 7.5.8 (e.g., Page 166, Clause 7.5.8.4.1).  Each device should determine for itself how to protect the frames it sends to other devices (possibly taking into account the capabilities and protection level expected by the recipient(s). It is an extremely bad security practice to have the protection of outgoing messages depend on the recipient, as is done in the current draft. Suggested remedy: correct (in fact, the proposal for the extended definition of the SEC field in the frame control field solves this problem – See also Slides 14-16 of 02/474r2 and 02/221r2). 

24. (C) Clause 7.5.8.1, Page 165, lines 15-20 et al.: In the current draft, if devices do not yet share a key, these use the default key. This creates a false sense of security. The proper approach should be that devices that do not yet share a key derive this shared key via a proper key establishment protocol (as defined outside the scope of the standard, e.g., by ZigBee). Moreover, in the current draft, all multicast or broadcast communications deploys the default key, even if devices do not know their communicating parties individually. This clearly contradicts a proper security policy. Suggested remedy: correct this violation of proper security policy.

25. (A) Clause 7.5.9:  The ACL mode is no proper security mode; the only proper security modes are unsecured and secured mode. The ACL mode defines a local mechanism for filtering message traffic, by checking whether the sending device is in its Access Control List (ACL). As such, it has no impact on inter-operability of communications between devices. Moreover, the ACL membership test may be applied both in the unsecured and in the secured mode. Suggested remedy: Remove the ACL mode altogether and incorporate text in the description of the unsecured mode (Clause 7.5.8.2) and the secured mode (Clause 7.5.8.4) that indicates that a device may perform ACL membership tests and other out-of-scope mechanisms. Alternatively, this could be done is Clause 7.5.6.2 (‘Reception and rejection’). It is recommended to keep an error-code in the standard that gives feedback in the event that this ACL mechanism fails (see Page 165, Clause 7.5.9.1, lines 15-20). 

26. (E) Page 165, Clause 7.5.8.1, line 23: the wording ‘trusted device’ is not defined. 

27. (C) Pages 165-166, Clause 7.5.8.3: If the ACL membership test for a device fails, certain parameters are set but no proper course of action is defined. If the ACL filtering mechanism fails, the device shall discard the frame and issue an appropriate error-message.  The most appropriate place where this could be done is Clause 7.5.6.2 (‘Reception and rejection’).

28. (E) Page 166, Clause 7.5.9.4.1, lines 52-53: A frame always contains a payload field, since it is a string of octets of non-negative length. Suggested remedy: Completely delete the sentence ‘If a frame does not contain a payload field, encryption shall not be used.’

29. (A) Page 166, Clause 7.5.9.4.1, line 52: Protection of the sequence number in ACK frames might be desirable. Suggested remedy: Suggestions for a more reliable acknowledgement frame format will depend on the intended purpose of sending acknowledgements (to be discussed first).

30. (E) Page 168, Clause 7.5.8.4.2, line 16: The condition that decryption shall not be used with frames with zero-length payload is unnecessarily restricted and adds unnecessary cost to decryption logic. Suggested remedy: Remove this restriction. (Similar for encryption.)

31. (C/A) Clause 7.5.9: There is no mechanism within the standard that enables one to distinguish keys from one another. This is bad practice, since key updates might be necessary. Moreover, it makes the definition of key management (which is outside the scope of this standard) unnecessarily complicated. Suggested remedy: Change the definition of the Key Sequence Counter (Clause 7.6.1.8) as indicated on Slide 30 of 02/474r2.

32. (C/A) Clause 7.5.9: The negotiation between devices of which security suites are to be used should be inside the scope of the standard, whereas currently it is not. In fact, one could easily bring down the current number of security suites from 8 to 1, without any penalty. If one does not do this, key management (which is outside the scope of this standard) becomes more of a burden than it needs to be. Moreover, if there are multiple services on 1 802.15.4 radio device that each have their own security suites, this cannot currently be accommodated. Essentially, there is only one security suite, the current 8 options only varying the degree to which authenticity and encryption is applied to MAC frames. Suggested remedy: See also Slides 14-16 of 02/474r2.

33. (A) Clause 7.6.1.3 (and elsewhere). The security suites use big-endian representation of integers, whereas counters in the remainder of the draft (I presume) use little-endian representation (in fact, the mapping between integers and binary strings is not properly defined outside security). Having two different integer representations in the standard is completely unnecessary and costly, esp. in the constrained 802.15.4 environment. Suggested remedy: Consider adopting a uniform representation throughout the draft. See also Slide 13 of 02/474r2.

34. (A) Page 171, Clause 7.6.1.8, line 24-26: The reason why keys cannot be used across different security suites is due to design flaws in the current suites (see also Slides 7-12 of 02/474r2). The AES-CCM* security suite, as defined in 02/469r1, does not have this shortcoming and, hence, would allow a significant saving of keying material to be stored on a single device. Moreover, it allows a smaller code size implementation than the currently defied suites and fixes the problem of the current CBC-MAC mode that does not provide for freshness guarantees. Suggested remedy: Add the security suite AES-CCM* to the list of security suites and adopt dependent text. 

35. (A) Page 171, Clause 7.6.1.8, lines 34-39: As described, the key sequence counter has no cryptographic use. Suggested remedy: Redefine the key sequence counter as being a group (key) counter, such as to allow multicast addressing and group keying (see, e.g., Slides 5-6, 30 of 02/474r2).

36. (A) Page 172, Clause 7.6.2.1.2, Figure 67: If a frame is only protected via encryption of its payload, ideally no data expansion should occur. The presented solution, however, causes a data expansion of 5 bytes for each securely transmitted frame. This data expansion can be avoided in almost all cases, the exception being when synchronization between devices is lost. This could present a tremendous saving in bandwidth for small commands and, thus, present battery savings. Suggested remedy: specify encryption such that no data expansion occurs. See, e.g., Slide 70 of document 02/221r1 and – for details – Slides 17-28 of 02/474r2. 

37. (C) Pages 176-178, Clause 7.6.4: The current CBC-MAC specification is vulnerable to so-called replay attacks, since it does not provide for ‘freshness’ guarantees (see also Slide 8 of 02/474r2). Suggested remedy:  Completely remove the specification of the faulty CBC-MAC mode, since it is never safe to use. If not, please put in a security warning and mandate the use of the AES-CCM mode instead (as defined in Clause 7.6.3), despite its added computational burden. In the future, one could safely use the AES-CCM* mode, once incorporated (see specification in 02/469r1).

38. (E) Page 193, Annex B.1.2, line 18 (and elsewhere): To avoid ambiguity, ‘concatenation’ should read ‘right-concatenation’; similarly, ‘appending’ should read ‘right-appending’.

39. (E) Page 193, Annex B.1.2, line 35-36: The last operation (on the XOR of Bn and Xn) has as output Xn+1 rather than T (since the tag T corresponds to a certain prefix of Xn+1 only).

40. (E) Page 194, Annex B.1.3, line 18: To avoid ambiguity, ‘concatenation’ should read ‘right-concatenation’.

41. (E) Page 194, Annex B.1.4, line 29: m is the plaintext, not the encrypted message. Suggested remedy: change ‘encrypted message m’ to ‘encrypted message’. Alternatively, define the cipher-text in a more formal way and refer thereto.

42. (E) Page 195, Annex B.2: This whole section is taken ad verbatim from the NIST Pub 800-38A document, which specifies modes of operation for block cipher. Proper credit to this document should be given, to avoid plagiarism risk. Suggested remedy: Add a normative reference to the following document in Clause 2: “NIST Pub 800-38A 2001 ED, Recommendation for Block Cipher Modes of Operation – Methods and Techniques, NIST Special Publication 800-38A, 2001 Edition, US Department of Commerce/N.I.S.T., December 2001. Available from http://csrc.nist.gov/.” and give proper credit.

43. (E) Page 196, Annex B.2: The following notions are not properly defined: MSBu, Pn*, and Cn*. This should be indicated in the explanatory text (lines 12-16) and proper reference to the (normative) NIST Pub 800-38A document.

44. (E) Page 196, Annex B.2: Change ‘exclusive-OR’ by XOR’ throughout this section.

45. (E) Page 197, Annex B.2 and Annex B.3: delete Figures B.1 and Figure B.2. If one would like to keep this in, one should provide figures for the CCM operation described in Annex B.1 as well (in order to be consistent). For a diagram, see the IEEE 802.11 TGi specification.

46. (E) Pages 197-198, Annex B.3: This whole section is taken ad verbatim from the FIPS 113 document, which specifies the CBC-MAC mode for DES. Proper credit to this document should be given, to avoid plagiarism risk. Suggested remedy: Add a normative reference to the following document in Clause 2: “FIPS Pub 113, Computer Data Authentication, Federal Information Processing Standards Publication 113, US Department of Commerce/N.I.S.T., May 30, 1985. Available from http://csrc.nist.gov/.” and give proper credit.

47. (E) Page 197-198, Annex B.3: This whole section is a lengthier version of the CBC-MAC description on Page 193, lines 27-36, Annex B.1.2. Suggested remedy: prune the description of the security annexes, to avoid unnecessary duplication of material and make the description uniform.

48. (E) Page 198, lines 11-13, Annex B.3: the required capability of 802.15.4 devices should not be part of the formal definition of the CBC-MAC mechanism, but addressed elsewhere (most appropriate place: Clause 7.6.4.1.3).

49. (E) Page 198, line 12, Annex B.3: The security suite specification allows truncating the output of the CBC-MAC function to the leftmost 0, 32, 64, or 128 bits. The current interval excluded the values 32 and 128, which is clearly in error.

50. (E) Annex B.1: The specification of the CCM mode conforms to the submission to the NIST Mode of Operation workshop, with as reference “R. Housley, D. Whiting, N. Ferguson, Counter with CBC-MAC (CCM), submitted to NIST, June 3, 2002. Available from http://csrc.nist.gov/encryption/modes/proposedmodes/.” Suggested remedy: Add a normative reference to this document in Clause 2 and give proper credit.
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