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1. Introduction

This contribution provides information of Security Procedures for HR-Network.
2. Proposed IEEE 802.16n AWD Text Modification

The text in BLACK color: the existing text in AWD

The text in BLUE color: the new text added to the Definitions

===================Start of Proposed Text====================
3.10 Security

The HR-Network topology shall not degrade the security performance achieved with WirelessMAN-OFDMA or WirelessMAN-Advanced Air Interface in hierarchical network topology. 

3.10.1 Security procedures for HR-Network 
The security architecture of HR-Network consists of the following functional entities: the HR-stations, the HR-MS and the AAA-server (security server).

HR-Network shall support secure communication and session establishment among HR-stations, and between HR-stations and external AAA-servers.

3.10.1.1 Network aided mutual authentication of HR-MS and data security 

HR-MSs shall be able to establish a security association with each other. A security server may be used to facilitate the establishment of security associations.

3.10.1.2 Autonomous (limited) mutual authentication of HR-MS and data security for direct communication 

HR-MS shall be able to mutually authenticate themselves without access to a security server. 

HR-MS shall be able to establish encrypted communication without access to a security server.

3.10.1.3 Security requirements for HR-Network nodes acting as relays

HR-station that functions as a relay shall forward security related messages between other HR-station and a security server, both during security association establishment and ongoing communications. 

3.10.2 Multicast key Management

HR-Network shall provide the security architecture that provides a group of HR-MSs with authentication, authorization, encryption and integrity protection.
HR-Network shall provide multicast key management for the group of HR-MSs. The key shared within the group should be distributed securely and efficiently. HR-Network should support the group signaling procedure using multicast transmission for multicast key management efficiently.

3.10.3 Security Association

A security association (SA) is the set of information required for secure communication between HR-MSs, HR-stations. The security association is applied to the respective flows once an SA is established.

HR-Network supports unicast static SA only.

SA is used to provide keying material for unicast transport connections and is applied to all data exchanged within the connection.

SA is used to provide keying material for unicast management connections. 

====================End of Proposed Text====================
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