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1. Introduction
In this contribution, we propose multicast key management procedures for Node Join events and Node leave events to secure multicast communications in 802.16n HR-networks.
4. Text Proposal for IEEE 802.16n AWD
Note:

The text in BLACK color: the existing text in AWD

The text in RED color: the removal of existing AWD text

The text in BLUE color: the new text added to the AWD Text
[-------------------------------------------------Start of Text Proposal---------------------------------------------------]

[Adopt the following text in the 802.16n AWD Document (C802.16x-xx/xxxx)]
17.2.10.2 Multicast Key Management
17.2.10.2.x.2 Join Event Procedure

The Join Event Procedure takes place whenever there are nodes that join the multicast group and the multicast key has to be changed in order to prevent the new joining nodes from obtaining previous secure multicast communications. MSKj denotes the unicast shared key between HR-MSj with HR-BS.
The Join Event Procedure includes the following steps:

Step 1: New mobile station HR-MSj first generates nonce NHR-MSj. Next, HR-MSj computes the MAC θHR-MSj = MAC(MSKj|MulticastGrpID|THR-MSj|NHR-MSj|HR-BSAddr|HR-MSjAddr) and sends Join_MG_MSG_#1 message to HR-BS, where Join_MG_MSG_#1 = MulticastGrpID| THR-MSj|NHR-MSj|HR-BSAddr| HR-MSjAddr|θHR-MSj.

Step 2: HR-BS first verifies the received timestamps and nonces for freshness and θHR-MSj. If the verifications are correct, then HR-BS generates nonce NHR-BS', MAK' and computes θHR-BS = MAC(MAK'|NHR-BS'|HR-BSAddr|MulticastGrpID) and θHR-MSj' =MAC(MSKj|MAK'|NHR-BS'|NHR-MSj|HR-BSAddr|HR-MSjAddr). HR-BS then encrypt and obtain cj = EMSKj(MAK', MAK'_lifetime, HR-MSjAddr, HR-BSAddr). HR-BS also encrypts using the existing MAK and obtains c' = EMAK(MAK', MAK'_lifetime,  HR-BSAddr, NHR-BS') Finally, HR-BS sends Multicast_Join_MSG_#2 message to HR-MSi for 1 ≤ i ≤ n and Multicast_Join_MSG_#3 message to HR-MSj respectively, where Multicast_Join_MSG_#2 = MulticastGrpID|THR-BS'|NHR-BS'|HR-BSAddr| c'|θHR-BS and Multicast_Join_MSG_#3 = MulticastGrpID|THR-BS'|NHR-BS'|HR-MSjAddr|HR-BSAddr|NHR-MSj|cj| θHR-MSj'.

Step 3a: Each HR-MSi for 1 ≤ i ≤ n first verifies the received timestamp and nonce for freshness. If the verifications are correct, then each HR-MSi decrypts c' and obtains the new MAK', and MAK'_lifetime. Next, each HR-MSi verifies θHR-BS. If the verification is correct, then HR-MSi can commence secure multicast.

Step 3b:  HR-MSj first verifies the received timestamp and nonces for freshness. If the verifications are correct, then HR-MSj uses MSKj to decrypt c_j and obtains MAK' and MAK'_lifetime. Next, HR-MSj verifies θHR-MSj'. If the verification is correct, then HR-MSj can commence secure multicast.

17.2.10.2.x.3 Leave Event Procedure

The Leave Event Procedure takes place whenever there are nodes leaving the multicast group and the multicast key has to be changed in order to prevent the leaving nodes from obtaining future secure multicast communications. MSKi denotes the unicast shared key between HR-MSi with HR-BS.
The Leave Event Procedure includes the following steps:

Step 1: HR-BS generates nonce NHR-BS', new group key MAK' and computes θHR-MSi' = MAC(MSKi|MAK'|NHR-BS'|HR-BSAddr|HR-MSiAddr|MulticastGrpID) for 1 ≤ i \!= L ≤ n. HR-BS then uses the shared key MSKi with the remaining HR-MSi for 1 ≤ i != L ≤ n to encrypt and obtain ci' =  EMSKi(MAK',MAK'_lifetime, HR-BSAddr, NHR-BS'). Finally, HR-BS sends Multicast_Leave_MSG_#1 messages to remaining HR-MSi for 1 ≤ i != L ≤ n, where Multicast_Leave_MSG_#1 = MulticastGrpID|THR-BS'|NHR-BS'|HR-BSAddr|ci'|θHR-MSi'.

Step 2: Each remaining HR-MSi for 1 ≤ i != L ≤ n first verifies the received timestamp and nonce for freshness. If the verifications are correct, then each remaining HR-MSi uses its shared key MSKi to decrypt ci ' and obtains the new MAK' and MAK'_lifetime. Next, each remaining HR-MSi verifies θHR-MSi'. If the verification is correct, then each remaining HR-MSi can commence secure multicast.



 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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Figure Y3 - Flow Chart for Leave Procedure











Figure X3 - Flow Diagram for Leave Procedure















  


