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1. Introduction

The IEEE 802.16n System Requirements Document (SRD) specifies shall provide the security architecture that provides a group of HR-MSs with authentication, authorization, encryption and integrity protection. The HR-Network shall provide multicast key management for the group of HR-MSs and the master key shared within the group should be distributed securely.
To ensure that an attacker is not able to masquerade as a multicast member or eavesdrop in the multicast communications, multicast key management (MKM) protocols have to be designed for the 802.16n networks. Although a Multicast and Broadcast Rekeying Algorithm (MBRA) is already supported in IEEE 802.16-2009, however, it is based on PKMv2 and the rekeying is performed through multicast without any ARQ support. The current IEEE 802.16n AWD supports a key hierarchy for security in multicast but does not describe how the root key is shared between stations of the multicast group.
In this contribution, we propose a procedure for an HR-MS to initiate a request to the HR-BS and obtain the multicast master key securely.
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

 [Change section 16.2.3.43 as indicated:]
Table 728 – PKMv3 message types

	Code
	Message Type
	MAC control message name

	1
	PKMv3 Reauth-Request
	AAI-PKM-REQ

	2
	PKMv3 EAP-Transfer
	AAI-PKM-REQ/AAI-PKM-RSP

	3
	PKMv3 Key_Agreement-MSG#1
	AAI-PKM-RSP

	4
	PKMv3 Key_Agreement-MSG#2
	AAI-PKM-REQ

	5
	PKMv3 Key_Agreement-MSG#3
	AAI-PKM-RSP

	6
	PKMv3 TEK-Request
	AAI-PKM-REQ

	7
	PKMv3 TEK-Reply
	AAI-PKM-RSP

	8
	PKMv3 TEK-Invalid
	AAI-PKM-REQ/AAI-PKM-RSP

	x
	PKMv3 MMK-Request
	AAI-PKM-REQ

	x+1
	PKMv3 MMK-Response
	AAI-PKM-RSP

	9y—16
	Reserved
	—


 [-------------------------------------------------End of Text Proposal----------------------------------------------------]
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