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Introduction
This contribution contains proposed text changes to the Privacy Key Management (PKM) messages in the P802.16.1a AWD to support Security procedure for direct communication data security.
It should be noted that:

1. Proposed texts are placed in the Section they address.  If the text in the contribution addresses more than one section, then the text is split and placed under the appropriate Section numbers (or categories).

2. All proposed texts from different contributions that address a particular section are together.

3. Existing Section numbers are in black color with a bold face. 

4. Existing text are colored black

5. All proposed sections are colored blue with an underline and bold face.
6. All proposed sections that are to be removed are denoted with a strikethrough and bold face as such This is cancelled text.
7. All proposed text are initially colored blue with an underline.
[------------------------------Begin of Text Proposal----------------------------------------------------]

Amend the following sections
1.1.1.1 Forwarding between HR-infrastructure stations

In HR-Networks, the HR-MS may transmit/receive data to/from any one infrastructure station at any given time. And the HR-MS may forward previously received data to other infrastructure stations at other times. To provide higher reliability and have robustness against SPOF, HR-Network shall support Forwarding Between Infrastructure Stations.
1.1.1.2 Privacy key MAC Control messages (AAI-PKM-REQ/AAI-PKM-RSP)

PKMv3 employs two MAC message types: AAI-PKM-REQ (PKM request) and AAI-PKM-RSP (PKM response), as described in Table 726 and Table 727 respectively.

Table 726 —AAI-PKM-REQ message field description
	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 Reauth-Request; PKM v3 message code = 1

- PKMv3 EAP-Transfer; PKM v3 message code = 2

-PKMv3 Key_Agreement-MSG#2; PKM v3 message code = 4

- PKMv3 TEK-Request; PKM v3 message code = 6

- PKMv3 TEK-Invalid; PKM v3 message code =8

9–16: Reserved
- Peer_KeyAgreement_MSG #2; PKM v3 message code = 10
12–16: Reserved

	

	PKM identifier
	8
	A value used to match an ABS

response to the AMS requests or an AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicates whether this message is protected

by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	If( PKM v3 message code ==2)

{
	
	
	

	EAP payload
	variable

(1..1400 x

8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 message code == 4)

{
	
	
	

	…
	
	
	

	…
	
	
	

	If( PKM v3 message code == 8 )

{
	
	
	

	SAID
	8
	Security association identifier
	

	}
	
	
	

	If( PKM v3 message code == 10)

{
	
	
	

	Key Agreement Type
	8
	Indicates whether this message is for which type of Direct communications key agreement
0: Pre-shared key

1: PKI

2-255: Reserved
	

	If(Key Agreement Type == 0)

{
	
	
	

	NONCE_HR-MS1
	64
	A random number of 64 bits used for freshness
	

	NONCE_HR-MS2
	64
	A random number of 64 bits used for freshness
	

	DAKID
	64
	identifies the direct communications authorization key
	

	size of ICV
	1
	0: size of ICV = 32 bits (default; Max Invalid value is 4096)

1: size of ICV = 64 bits (Max Invalid value is not used)
	

	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	

	}
	
	
	

	If(Key Agreement Type == 1)

{
	
	
	

	Timestamp_HR-MS2
	32
	Timestamp 
	

	NONCE_HR-MS2
	64
	A random number of 64 bits used for freshness
	

	HR-MS1Addr
	48
	MAC Address 
	

	HR-MS2Addr
	48
	MAC Address 
	

	NONCE_HR-MS1
	64
	A random number of 64 bits used for freshness
	

	Encrypted DMK
	1024
	Public key encryption using HR-MS1's Public key 

	

	SigHR-MS2
	1024
	Signature of message generated by using its RSA private key
	

	HR-MS2_Certificate
	1024
	RSA Digital certificate
	

	}}
	
	
	


Table 727 —AAI-PKM-RSP message field description

	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8

9–16: Reserved
- Peer_KeyAgreement_MSG #1; PKM v3 message code = 9
- Peer_KeyAgreement_MSG #3; PKM v3 message code = 11
12–16: Reserved

	

	PKM identifier
	8
	A value used to match an ABS 
response to the AMS requests or an AMS response to the ABS requests or an HR-MS response to another HR-MS request
	

	CMAC indicator
	1
	Indicates whether this message is protected

by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	If( PKM v3 message code ==2)

{
	
	
	

	EAP payload
	variable

(1..1400 x

8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 message code == 3)

{
	
	
	

	…
	
	
	

	…
	
	
	

	}
	
	
	

	If( PKM v3 message code == 8 )

{
	
	
	

	SAID
	8
	Security association identifier
	

	}
	
	
	

	If( PKM v3 message code == 9)

{
	
	
	

	Key Agreement Type
	8
	Indicates whether this message is for which type of Direct communications key agreement
0: Pre-shared key

1: PKI
2-255: Reserved
	

	If(Key Agreement Type == 0)

{
	
	
	

	NONCE_HR-MS1
	64
	A random number of 64 bits used for freshness
	

	DAKID
	64
	identifies the direct communications authorization key
	

	Key_lifetime
	32
	DMK key lifetime
	

	}
	
	
	

	If(Key Agreement Type == 1)

{
	
	
	

	Timestamp_HR-MS1
	32
	Timestamp 
	

	NONCE_HR-MS1
	64
	A random number of 64 bits used for freshness
	

	HR-MS2Addr
	48
	MAC Address 
	

	HR-MS1Addr
	48
	MAC Address 
	

	SigHR-MS1
	1024
	Signature of message generated by using its RSA private key
	

	HR-MS1_Certificate
	1024
	RSA Digital certificate
	

	}}
	
	
	

	If( PKM v3 message code == 11)

{
	
	
	

	Key Agreement Type indicator
	8
	Indicates whether this message is for which type of Direct communications key agreement
0: Pre-shared key

1: PKI
2: BS-to-BS security

3-255: Reserved
	

	If(Key Agreement Type indicator == 0)

{
	
	
	

	NONCE_HR-MS1
	64
	A random number of 64 bits used for freshness
	

	NONCE_HR-MS2
	64
	A random number of 64 bits used for freshness
	

	size of ICV
	1
	0: size of ICV = 32 bits (default; Max

Invalid value is 4096)

1: size of ICV = 64 bits (Max Invalid

value is not used)
	

	PN window Size
	16
	The receiver shall track PNs within this window to prevent replay attacks
	

	}
	
	
	

	If(Key Agreement Type indicator == 1)

{
	
	
	

	NONCE_HR-MS2
	64
	A random number of 64 bits used for freshness
	

	HR-MS2Addr
	48
	MAC Address 
	

	HR-MS1Addr
	48
	MAC Address 
	

	}}
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