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Procedures for Establishing Secured Communications between HR-BS in IEEE 802.16n
Yeow Wai Leong, Joseph Teo Chee Ming, Jaya Shankar, Hoang Anh Tuan, Wang Haiguang, Zheng Shoukang
Institute for Infocomm Research
Introduction
This contribution contains the detailed proposed text from the procedures for establishing secured Communications between HR-BS in IEEE 802.16n. It is to be proposed to place into the AWD text for the IEEE 802.16n GridMAN standards (802.16.1 baseline AWD). 
[-------------------------------------------------Begin of Text Proposal----------------------------------------------------]

[Modify the following text into Section 6.12.10 Security in the 802.16.1a AWD accordingly]
6.12.10 Support for Security

6.12.10.3 Secure forwarding between HR-infrastructure stations using Public Key Infrastructure

This procedure provides strong protection and data integrity when data is forwarded between HR-infrastructure stations as described in Section 6.12.7.3 using Public Key Infrastructure. Each HR-BS has a public/private key pair and digital certificate (e.g. X.509) issued by a certification authority for mutual authentication and key exchange prior to the start of this direct communications.
The key agreement handshake procedure described below shall be used for HR-BSs to mutually authenticate themselves (without access to a security server) using Public Key Infrastructure and to derive data security keys for secure direct communications. A control connection between HR-BSs via a designated forwarding HR-MS shall be used for transmitting the key agreement messages. The flow diagram for this scenario is depicted in Figure XX and the Flow Chart for this scenario is shown in Figure XX+1.

6.12.10.3.1 Key Agreement Handshake Procedure

The key agreement handshake procedure using Public Key Infrastructure includes the following steps:

Step 1: Prior to secure connection establishment as described in Section 6.12.7.3.4, the degraded HR-BS (HR-BSd) shall generate nonce NONCE_HR-BSd. Next, HR-BSd computes the signature SigHR-BSd = SIGN(Timestamp_HR-BSd|NONCE_HR-BSd|HR-BS MAC Addr|HR-BSd MAC Addr) and sends BStoBS_KeyAgreement_MSG_#1 message to Designated HR-BS, where BStoBS_KeyAgreement_MSG_#1 = Timestamp_HR-BSd|NONCE_HR-BSd|HR-BS MAC Addr|HR-BSd MAC Addr| SigHR-BSd|HR-BSd_Certificate.
Step 2: HR-BS first verifies the received timestamp and nonce for freshness and the certificate HR-BSd_Certificate and signature SigHR-BSd. If the verifications fail, then HR-BS ignores the BStoBS_KeyAgreement_MSG_#1 message. If the verifications are correct, then HR-BS generates nonce NONCE_HR-BS and security key B2MK and computes B2AK =Dot16KDF (B2MK, HR-BSd MAC Addr|HR-BS MAC Addr| “B2AK”, 160) and the B2CMAC key and CMAC_HR-BS = MACB2CMAC(NONCE_HR-BS|NONCE_HR-BSd|HR-BS MAC Addr|HR-BSd MAC Addr). HR-BS then uses HR-BSd's public key to encrypt and obtain Encrypted B2MK = EHR-BSd_PK(B2MK, key_lifetime, HR-BSd MAC Addr, HR-BS MAC Addr). Finally, HR-BS computes signature SigHR-BS = SIGN(THR-BS|NONCE_HR-BS|HR-BSd MAC Addr|HR-BS MAC Addr|NONCE_HR-BSd| Encrypted B2MK |CMAC_HR-BS) and sends BStoBS_KeyAgreement_MSG_#2 message to HR-BSd, where BStoBS_KeyAgreement_MSG_#2  = THR-BS|NONCE_HR-BS|HR-BSd MAC Addr|HR-BS MAC Addr|NONCE_HR-BSd| Encrypted B2MK |CMAC_HR-BS|SigHR-BS|HR-BS_Certificate.

Step 3: HR-BSd first verifies the received timestamp and nonces for freshness and the certificate HR-BS_Certificate and signature signature HR-BS. If the verification is invalid, then HR-BSd ignores the BStoBS_KeyAgreement_MSG_#2 message. If the verifications are correct, then HR-BSd decrypts Encrypted B2MK and obtains security key B2MK and key_lifetime. Next, HR-BSd computes B2AK and B2CMAC keys and verifies CMAC_HR-BS. If the verification is invalid, then HR-BSd ignores the BStoBS_KeyAgreement_MSG_#2 message. If the verification is correct, then HR-BSd computes CMAC_HR-BSd = MACB2CMAC(NONCE_HR-BSd|NONCE_HR-BS|HR-BSd MAC Addr|HR-BS MAC Addr) and sends BStoBS_KeyAgreement_MSG_#3 message to HR-BS, where BStoBS_KeyAgreement_MSG_#3 = NONCE_HR-BS|HR-BS MAC Addr|HR-BSd MAC Addr|CMAC_HR-BSd. If HR-BSd does not receive BStoBS_KeyAgreement_MSG_#2 message from HR-BS within BStoBS_KeyAgreement_MSG_#1 Timeout, it shall resend the BStoBS_KeyAgreement_MSG_#1 message up to BStoBS_KeyAgreement_MSG_#1 MaxResends times. If HR-BSd reaches its maximum number of resends, it shall initiate another authentication or drop the request.

Step 4: HR-BS receives the BStoBS_KeyAgreement_MSG_#3 message and verifies received nonce and the CMAC tuple. If the verification fails, then HR-BS ignores BStoBS_KeyAgreement_MSG_#3 message. If the verification is correct, then HR-BS confirms thaTimestamp_HR-BSd has computed the correct keys and commence secure direct communications. If HR-BS does not receive BStoBS_KeyAgreement_MSG_#3 message from HR-BSd within BStoBS_KeyAgreement_MSG_#2 Timeout, it shall resend the BStoBS_KeyAgreement_MSG_#2 message up to BStoBS_KeyAgreement_MSG_#2 MaxResends times. If HR-BS reaches its maximum number of resends, it shall initiate another authentication or drop the request. HR-BSd and HR-BS can now derive B2TEK and commence secure connection establishment as described in Section 6.12.7.3.4.
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Figure XX—Flow Diagram of Key Agreement Handshake Procedure for Secure forwarding between HR-infrastructure stations using Public Key Infrastructure.
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Figure XX+1—Flow Chart of Key Agreement Handshake Procedure for Secure forwarding between HR-infrastructure stations using Public Key Infrastructure.

YY.YY.YY.YY Message Type

Table YY— Secure forwarding between HR-infrastructure stations using Public Key Infrastructure message type
	Code
	Key Agreement Type
	Message Type
	MAC control message name

	9
	2
	Peer_KeyAgreement_MSG #1
	AAI-PKM-RSP

	10
	2
	Peer_KeyAgreement_MSG #2
	AAI-PKM-REQ

	11
	2
	Peer_KeyAgreement_MSG #3
	AAI-PKM-RSP


6.12.10.3.2 Message Attribute

Table ZZ—Peer_KeyAgreement_MSG_#1 message attribute

	Attribute 
	Contents

	Timestamp_HR-BSd
	Timestamp generated by HR-BSd

	NONCE_HR-BSd
	Freshly generated random number of 64bits by HR-BSd

	HR-BS MAC Addr
	 MAC Address of HR-BS

	HR-BSd MAC Addr
	 MAC Address of HR-BSd

	SigHR-BSd
	Signature of message generated by HR-BSd using its RSA private key

	HR-BSd_Certificate
	Digital certificate of HR-BSd


Table ZZ+1—Peer_KeyAgreement_MSG_#2 message attribute

	Attribute 
	Contents

	Timestamp_HR-BS
	Timestamp generated by HR-BS

	NONCE_HR-BS
	Freshly generated random number of 64bits by HR-BS

	HR-BSd MAC Addr
	 MAC Address of HR-BSd

	HR-BS MAC Addr
	 MAC Address of HR-BS

	NONCE_HR-BSd
	Nonce generated by HR-BSd in BStoBS_KeyAgreement_MSG_#1 message

	Encrypted B2MK
	Public key encryption EHR-BSd_PK(B2MK, key_lifetime, HR-BSd MAC Addr, HR-BS MAC Addr) using HR-BSd's Public key where B2MK = BStoBS
Master Key generated by HR-MS and key_lifetime = lifetime of B2MK

	CMAC_HR-BS
	Message digest calculated using B2CMAC key by HR-BS

	SigHR-BS
	Signature of message generated by HR-BS using its RSA private key

	HR-BS_Certificate.
	Digital certificate of HR-BS


Table ZZ+2—Peer_KeyAgreement_MSG_#3 message attribute

	Attribute 
	Contents

	NONCE_HR-BS
	Nonce generated by HR-BS in BStoBS_KeyAgreement_MSG_#2 message

	HR-BS MAC Addr
	 MAC Address of HR-BS

	HR-BSd MAC Addr
	 MAC Address of HR-BSd

	CMAC_HR-BSd
	Message digest calculated using B2CMAC key by HR-BSd


17.2.10.1.1.3 Security Context for Secure forwarding between HR-infrastructure stations using Public Key Infrastructure
The BS to BS communications security context describes the set of parameters that links the BS to BS security keys for secure forwarding between HR-infrastructure stations.

17.2.10.1.1.3.1 B2MK context

The B2MK context includes all parameters associate with the B2MK. This context is created when the B2MK is derived.

The B2MK context is described in Table 1.

Table 1—The B2MK context

	Parameter
	Size (bit)
	Usage

	B2MK 
	160 
	BS-to-BS Master Key shared by HR-BS and HR-BSd 

	B2MK SN
	4
	B2MK sequence number

	B2MK Lifetime 
	32 
	B2MK Lifetime 

	B2AK_COUNT
	16
	Counter to ensure freshness of computed CMAC key and prevent replay attacks.


17.2.10.1.1.3.2 B2AK context

The B2AK context includes all parameters associate with the B2AK. This context is created whenever a new B2AK is derived. This context shall be deleted when the B2AK is not in used.

The B2AK context is described in Table 2.

Table 2—The B2AK context

	Parameter
	Size (bit)
	Usage

	B2AK 
	160 
	BS-to-BS Communications Authentication Key derived from B2MK.

	B2AK Lifetime 
	32 
	B2AK Lifetime 

	B2AKID 
	64 
	Identifies the B2AK key.

	B2CMAC_KEY
	128 
	Key which is used for signing BS-to-BS Communications MAC control messages. 

	B2CMAC_PN
	24 
	Used to avoid BS-to-BS communication replay attack on the control connection. The initial value of B2CMAC_PN is zero.

	B2AK_COUNT
	16
	Counter to ensure freshness of computed B2CMAC key and prevent replay attacks.


17.2.10.1.1.3.3 B2SA context

The B2SA context is the set of parameters managed by each B2SA in order to ensure B2TEK management and usage in a secure way for secure forwarding between HR-infrastructure stations.

The B2SA holds the B2TEK context and additional information that belongs to the B2SA itself.

17.2.10.1.1.3.4 B2TEK context

The B2TEK context includes all parameters of the B2TEK and is described in Table 3.

Table 3—The B2TEK context

	Parameter 
	Size (bit)
	Usage

	B2TEK 
	128 
	Key used for encryption or decryption of BS-to-BS communications messages 

	B2MK SN
	4
	B2MK sequence number

	COUNTER_B2TEK
	16
	The counter used to derive this B2TEK

	B2TEK lifetime 
	32 
	B2TEK lifetime=B2MK lifetime

	B2TEK_PN
	22 
	The PN used for encrypting BS-to-BS communication packets. After each BS-to-BS communication MAC PDU transmission, the value shall be increased by 1. (0x000000-0x1FFFFF) 



17.2.10.1.1.3.5 B2SA context

The B2SA context is described in Table 4.

Table 4—The B2SA context

	Parameter 
	Size (bit)
	Usage

	B2SAID 
	8 
	The identifier of this B2SA, which decribes the applied encryption/decryption method and B2TEK contexts.

	B2TEK context
	Sizeof(B2TEK context)
	B2TEK context for encryption and decryption 


17.2.10.1.1.4 Key Derivation for Secure forwarding between HR-infrastructure stations using Public Key Infrastructure

The key hierarchy defines what keys are present in the system for secure forwarding between HR-infrastructure stations and how the keys are generated.

17.2.10.1.1.4.1 B2MK Derivation

The B2MK is the security key that is randomly generated by HR-BS. The B2MK is a 160-bit key.

The B2MK may be used as a source for keying materials required by upper layers.

The B2MK is used to derive the BS-to-BS Communication Authentication Key (B2AK).

17.2.10.1.1.4.2 B2AK Derivation

B2AK is derived from B2MK and belongs to a pair of HR-BSs (HR-BSd and HR-BS). The B2AK is used for secure forwarding between HR-infrastructure stations as described in Section 6.12.7.3.

The B2AK derivation is as follows:

B2AK =Dot16KDF (B2MK, HR-BSd MAC Addr|HR-BS MAC Addr|”B2AK”, 160)

where: HR-BSd MAC Addr and HR-BS MAC Addr are the addresses of HR-BSd and HR-BS respectively.
The B2CMAC-B2TEK prekey is derived from B2AK and is used to derive other keys:

· BS-to-BS Communication Cipher-based Message Authentication Code (B2CMAC) key

· BS-to-BS Communication Traffic Encryption (B2TEK) Key

The B2CMAC-B2TEK prekey derivation is done as follows:

B2CMAC-B2TEK prekey = Dot16KDF (B2AK, B2AK_COUNT|”B2CMAC-B2TEK prekey”, 160)

17.2.10.1.1.4.3 B2CMAC Key Derivation

B2CMAC key is derived from B2AK and used for message authentication for the messages sent during secure forwarding between HR-infrastructure stations.

B2CMAC key is derived as follows: 

B2CMAC key = Dot16KDF(B2CMAC-B2TEK prekey, “B2CMAC_KEYS”, 128)

17.2.10.1.1.4.4 B2TEK Derivation

B2TEK is the transport encryption key used to encrypt data in secure forwarding between HR-infrastructure stations.

B2TEK is derived as follows:

B2TEK = Dot16KDF(B2CMAC-B2TEK prekey, B2SAID|COUNTER_B2TEK|”B2TEK_KEY”, 128)
Where

B2SAID is the security association to which the B2TEK belongs.

COUNTER_B2TEK is a counter used to derive different B2TEKs for the same B2SAID, the value of the counter is changed everytime a new B2TEK needs to be derived within the same B2AK and B2AK_COUNT pair is valid. Everytime a new B2CMAC-B2TEK prekey is derived, this counter is reset.

Table 726 —AAI-PKM-REQ message field description

	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 Reauth-Request; PKM v3 message code = 1

- PKMv3 EAP-Transfer; PKM v3 message code = 2

-PKMv3 Key_Agreement-MSG#2; PKM v3 message code = 4

- PKMv3 TEK-Request; PKM v3 message code = 6

- PKMv3 TEK-Invalid; PKM v3 message code =8

9–16: Reserved
- Peer_KeyAgreement_MSG #2; PKM v3 message code = 10

12–16: Reserved

	

	PKM identifier
	8
	A value used to match an ABS

response to the AMS requests or an AMS response to the ABS requests
	

	CMAC indicator
	1
	Indicates whether this message is protected

by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	If( PKM v3 message code ==2)

{
	
	
	

	EAP payload
	variable

(1..1400 x

8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 message code == 4)

{
	
	
	

	…
	
	
	

	…
	
	
	

	If( PKM v3 message code == 8 )

{
	
	
	

	SAID
	8
	Security association identifier
	

	}
	
	
	

	If( PKM v3 message code == 10)

{
	
	
	

	Key Agreement Type
	8
	Indicates whether this message is for which type of Direct communications key agreement
2: BS-to-BS security

3-255: Reserved
	

	If(Key Agreement Type == 2)

{
	
	
	

	Timestamp_HR-BS
	32
	Timestamp 
	

	NONCE_HR-BS
	64
	A random number of 64 bits used for freshness
	

	HR-BSdAddr
	48
	MAC Address 
	

	HR-BSAddr
	48
	MAC Address 
	

	NONCE_HR-BSd
	64
	A random number of 64 bits used for freshness
	

	Encrypted B2MK
	1024
	Public key encryption using HR-MS1's Public key 


	

	SigHR-BS
	1024
	Signature of message generated by using its RSA private key
	

	HR-BS_Certificate
	1024
	RSA Digital certificate
	

	}}
	
	
	


Table 727 —AAI-PKM-RSP message field description

	Field
	Size (bits)
	Value/Description
	Condition

	PKM v3 message type code
	4
	- PKMv3 EAP-Transfer; PKM v3 message code =2

- PKMv3 Key_Agreement-MSG#1; PKM v3 message code =3

- PKMv3 Key_Agreement-MSG#3; PKM v3 message code =5

- PKMv3 TEK-Reply; PKM v3 message code =7

- PKMv3 TEK-Invalid; PKM v3 message code =8

9–16: Reserved
- Peer_KeyAgreement_MSG #1; PKM v3 message code = 9

- Peer_KeyAgreement_MSG #3; PKM v3 message code = 11
12–16: Reserved

	

	PKM identifier
	8
	A value used to match an ABS 
response to the AMS requests or an AMS response to the ABS requests or an HR-MS response to another HR-MS request
	

	CMAC indicator
	1
	Indicates whether this message is protected

by CMAC tuple

0: Not protected

1: Protected
	Shall always be present

	If( PKM v3 message code ==2)

{
	
	
	

	EAP payload
	variable

(1..1400 x

8)
	Contains the EAP authentication data, not interpreted in the MAC
	

	}
	
	
	

	If( PKM v3 message code == 3)

{
	
	
	

	…
	
	
	

	…
	
	
	

	}
	
	
	

	If( PKM v3 message code == 8 )

{
	
	
	

	SAID
	8
	Security association identifier
	

	}
	
	
	

	If( PKM v3 message code == 9)

{
	
	
	

	Key Agreement Type
	8
	Indicates whether this message is for which type of Direct communications key agreement
2: BS-to-BS security

3-255: Reserved
	

	If(Key Agreement Type == 2)

{
	
	
	

	Timestamp_HR-BSd
	32
	Timestamp 
	

	NONCE_HR-BSd
	64
	A random number of 64 bits used for freshness
	

	HR-BSAddr
	48
	MAC Address 
	

	HR-BSdAddr
	48
	MAC Address 
	

	SigHR-BSd
	1024
	Signature of message generated by using its RSA private key
	

	HR-BSd_Certificate
	1024
	RSA Digital certificate
	

	}}
	
	
	

	If( PKM v3 message code == 11)

{
	
	
	

	Key Agreement Type indicator
	8
	Indicates whether this message is for which type of Direct communications key agreement
2: BS-to-BS security

3-255: Reserved
	

	If(Key Agreement Type indicator == 2)

{
	
	
	

	NONCE_HR-BS
	64
	A random number of 64 bits used for freshness
	

	HR-BSAddr
	48
	MAC Address 
	

	HR-BSdAddr
	48
	MAC Address 
	

	}}
	
	
	


 [-------------------------------------------------End of Text Proposal----------------------------------------------------]











































HR-BS receives the above message and verifies the CMAC tuple. If the verification is correct, then HR-BS confirms that HR-BSd has computed the correct keys and both HR-BSd and HR-BS derives B2TEK and commence secure direct communications.








HR-BSd verifies the received certificate and signature. If the verification is correct, then HR-BSd decrypts the received encrypted message and obtains B2MK. Next, HR-BSd computes B2AK and B2CMAC key and verifies the received CMAC tuple. If the verification is correct, then HR-BSd computes its CMAC tuple and sends Peer_KeyAgreement_MSG_#3 message to HR-BS.





HR-BS verifies the received certificate and signature. If the verification is correct, HR-BS generates its nonce and B2MK. Next, HR-BS computes B2AK, B2CMAC key and the CMAC tuple of the message. HR-BS then uses the public key of HR-BSd to encrypt the B2MK. Finally, HR-BS computes the signature and sends Peer_KeyAgreement_MSG_#2 message to HR-BSd. The message also contains HR-BS’s digital certificate.





HR-BSd sends a Peer_KeyAgreement_MSG_#1 message to HR-BS to request for a BS-to-BS authentication and key establishment. The message contains a nonce, signature generated by HR-BSd, HR-BSd and HR-BS addresses and HR-BSd’s digital certificate.
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