
2004-05-15                                                                                                         IEEE C802.16mgt-04/04 

 ��

Project IEEE 802.16 Broadband Wireless Access Working Group <http://ieee802.org/16> 

Title MAC and PHY MIB for WirelessMAN and WirelessHUMAN BS and SS 

Date 
Submitted 

2004-05-15 

Source(s) Joey Chou 
Intel Corporation 

Russ Reynolds  
Proxim Corporation 

Vladimir Yanover 
Alvarion 

Shlomi Eini 
Airspan 

Radu Selea 
Bogdan Moldoveanu 
Redline Communications 

[mailto:joey.chou@intel.com] 
 

[mailto:RReynolds@proxim.com] 
 
[mailto: Vladimir.Yanover@alvarion.com] 

 
[mailto:seini@Airspan.com] 
 

[mailto:radu@redlinecommunications.com] 
 

Re:  

Abstract IEEE 802.16 working group defines WirelessMAN and WirelessHUMAN air interface 
specifications for the development of standard based Base Station (BS) and Subscriber Station 
(SS) to provide broadband wireless services to Metropolitan Area Networks (MANs). This 
contribution defines the 802.16 MIB for MAC and PHY layers to achieve management 
interoperability and provide the remote management capability that are urgently needed for 
massive WirelessMAN and WirelessHUMAN deployment by carriers. 

Purpose Adoption 

Notice 
This document has been prepared to assist IEEE 802.16. It is offered as a basis for discussion and is not 
binding on the contributing individual(s) or organization(s). The material in this document is subject to 
change in form and content after further study. The contributor(s) reserve(s) the right to add, amend or 
withdraw material contained herein. 

Release 
The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this 
contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to 
copyright in the IEEE’s name any IEEE Standards publication even though it may include portions of this 
contribution; and at the IEEE’s sole discretion to permit others to reproduce in whole or in part the 
resulting IEEE Standards publication. The contributor also acknowledges and accepts that this 
contribution may be made public by IEEE 802.16. 

Patent 
Policy and 
Procedures 

The contributor is familiar with the IEEE 802.16 Patent Policy and Procedures (Version 1.0) 
<http://ieee802.org/16/ipr/patents/policy.html>, including the statement “IEEE standards may 
include the known use of patent(s), including patent applications, if there is technical justification in 
the opinion of the standards-developing committee and provided the IEEE receives assurance 
from the patent holder that it will license applicants under reasonable terms and conditions for the 
purpose of implementing the standard.” 
 
Early disclosure to the Working Group of patent information that might be relevant to the standard 
is essential to reduce the possibility for delays in the development process and increase the 
likelihood that the draft publication will be approved for publication. Please notify the Chair 
<mailto:r.b.marks@ieee.org > as early as possible, in written or electronic form, of any patents 



2004-05-15                                                                                                         IEEE C802.16mgt-04/04 

 ��

(granted or under application) that may cover technology that is under consideration by or has 
been approved by IEEE 802.16. The Chair will disclose this notification via the IEEE 802.16 web 
site <http://ieee802.org/16/ipr/patents/notices>. 



2004-05-15                                                                                                         IEEE C802.16mgt-04/04 

 ��

Table of Content 

1. Introduction ................................................................................................................................................ 5 

1.1 Scope........................................................................................................................................................................ 5 

1.2 References............................................................................................................................................................... 5 

2. BWA Network Management Reference Model ....................................................................................... 6 

3. Relationship with Interface MIB .............................................................................................................. 7 

3.1 MIB-2 Integration ................................................................................................................................................. 7 

3.2 Usage of MIB-II Tables ........................................................................................................................................ 7 

4. 802.16 MIB Structure ................................................................................................................................ 9 

4.1 wmanIfBsObjects ................................................................................................................................................ 10 

4.1.1 wmanIfBsSystem............................................................................................................................................. 10 

4.1.1.1 wmanIfBsRegisteredSsTable..................................................................................................................... 10 

4.1.2 wmanIfBsPacketCs......................................................................................................................................... 10 

4.1.2.1 wmanIfBsProvisionedSfTable................................................................................................................... 10 

4.1.2.2 wmanIfBsServiceClassTable ..................................................................................................................... 10 

4.1.2.3 wmanIfBsClassifierRuleTable................................................................................................................... 11 

4.1.3 wmanIfBsCps................................................................................................................................................... 11 

4.1.3.1 wmanIfBsConfigurationTable .................................................................................................................. 11 

4.1.3.2 wmanIfBsChMeasurementTable.............................................................................................................. 12 

4.1.4 wmanIfBsPkm ................................................................................................................................................. 12 

4.1.4.1 wmanIfBsPkmBaselineTable .................................................................................................................... 12 

4.1.4.2 wmanIfBsPkmAuthTable.......................................................................................................................... 12 

4.1.4.3 wmanIfBsPkmTekTable ............................................................................................................................ 12 

4.1.5 wmanIfBsNotification..................................................................................................................................... 12 

4.2 wmanIfSsObjects................................................................................................................................................. 12 

4.2.1 wmanSsSystem ................................................................................................................................................ 12 

4.2.1.1 wmanIfSsConfigFileEncodingTable......................................................................................................... 12 

4.2.2 wmanIfSsCps ................................................................................................................................................... 12 

4.2.2.1 wmanIfSsConfigurationTable................................................................................................................... 12 

4.2.2.2 wmanIfSsStatisticsCountersTable............................................................................................................ 12 

4.2.3 wmanIfSsPkm.................................................................................................................................................. 13 

4.2.3.1 wmanIfSsPkmAuthTable........................................................................................................................... 13 

4.2.3.2 wmanIfSsPkmTekTable............................................................................................................................. 13 

4.2.3.3 wmanIfSsPkmCertificatesTable ............................................................................................................... 13 

4.2.4 wmanIfSsTraps................................................................................................................................................ 13 



2004-05-15                                                                                                         IEEE C802.16mgt-04/04 

 ��

4.3 wmanIfCommonObjects.................................................................................................................................... 13 

4.3.1 wmanIfCmnPacketCs..................................................................................................................................... 13 

4.3.1.1 wmanIfCmnClassifierRuleTable.............................................................................................................. 13 

4.3.2 wmanIfCmnCps .............................................................................................................................................. 13 

4.3.2.1 wmanIfCmnServiceFlowTable ................................................................................................................. 13 

4.3.2.2 wmanIfCmnBsSsConfigurationTable...................................................................................................... 14 

4.3.2.3 wmanIfCmnSsChMeasurementTable ..................................................................................................... 14 

4.3.3 wmanIfCmnPrivacy........................................................................................................................................ 14 

4.3.3.1 wmanIfCmnCryptoSuiteTable ................................................................................................................. 14 

4.3.4 wmanIfCmnOfdmPhy.................................................................................................................................. 14 

4.3.4.1 wmanIfOfdmUplinkChannelTable .......................................................................................................... 14 

4.3.4.2 wmanIfOfdmDownlinkChannelTable..................................................................................................... 14 

4.3.4.3 wmanIfOfdmUcdBurstProfileTable ........................................................................................................ 14 

4.3.4.4 wmanIfOfdmDcdBurstProfileTable ........................................................................................................ 15 

5. ASN.1 Definition of 802.16 MIB ............................................................................................................ 16 



2004-05-15                                                                                                         IEEE C802.16mgt-04/04 

 ��

�� �	
��
��
��	�1 

IEEE 802.16 working group defines WirelessMAN and WirelessHUMAN air interface 2 
specifications for the development of standard based Base Station (BS) and Subscriber 3 
Station (SS) to provide broadband wireless services to Metropolitan Area Networks 4 
(MANs). This contribution defines the 802.16 MIB for MAC and PHY layers to achieve 5 
management interoperability and provide the remote management capability that are 6 
urgently needed for massive WirelessMAN and WirelessHUMAN deployment.  7 

��� ������8 

The scope of this contribution is to define the 802.16 MAC and PHY MIB for SS and BS, 9 
based on IEEE 802.16REVd/D3 specification [3]. The definition of managed objects in this 10 
MIB is based on SNMPv2 Structure of Management Information (SMI) [4] and Textual 11 
Conventions [5]. Therefore, 802.16 MIB is compliant to SNMPV2, but is backward 12 
compatible to SNMPv1 through appropriate translation. It is also the intent to support 13 
SNMPv3.      14 

Since 802.16 MIB has to be accessed through MIB tree, its relationship with Interface 15 
MIB—RFC2863 [7] will be described. Additional MIBs may be necessary to manage other 16 
interfaces in SS or BS, such as Ethernet, T1/E1, and ATM, but they are outside the scope 17 
of this contribution. 18 

��� ������	����19 
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Part 16: Air Interface for Fixed Wireless Access Systems”. 21 
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[3] IEEE 802.16REVd/D3-2004, “Draft IEEE Standard for Local and Metropolitan 26 
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Systems”. 28 
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Figure 1 shows the management reference model of Broadband Wireless Access (BWA) 2 
networks. It consists of a network Management System (NMS), performing the network 3 
manager role, and managed nodes, which provide access to managed objects via MIB or 4 
virtual information store. SSs and BSs are managed nodes that act in the SNMP agent 5 
role.  Furthermore, managed SSs, which have a secondary management CID, may be 6 
managed indirectly through the BS to which they are registered.  In this case, the BS acts 7 
in an SNMP Proxy role on behalf of managed SSs. SS can be managed by NMS directly 8 
as well. 9 

The management information between SS and BS will be carried over Second 10 
Management CID for managed SS. If the 2nd management CID does not exist, the SNMP 11 
messages shall go through another interface in the customer premise. The SNMP agent 12 
in the SS can be managed directly, or via a SNMP proxy in the BS.    13 

 14 
 15 

 16 

 17 

 18 

 19 

 20 

 21 

 22 

 23 

 24 

 25 

Figure 1 - BWA Network Management Reference Model 26 
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This section describes the integration with MIB-II [6] under Interface Group MIB defined in 2 
RFC2863, as 802.16 MIB will need to be integrated in the MIB tree. It describes where 3 
802.16 MIB is located in the MIB-II subtree, and how it can be accessed by NMS. 4 

��� ���%���	
� ��
��	�5 

The IANA has assigned the following ifType to point to multipoint broadband wireless 6 
access. 7 

���������	
���
�
���������
�����
8 
������
���
�
�
�
9 

 �����������
 !"#$
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10 
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���(-
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12 

Therefore, upon 802.16 MIB being approved by the IETF, this MIB can be accessed 13 
through 14 

 �+�1��21'�'1�(-	�(	-1.2.-1.�%��1-�&(+.�++��(1�����	
15 
 !13141!1�1!1!51!"#$

16 

Wireless MAN interface table is located under transmission subtree, as follows.  17 

).&(���
���
�-�&(+.�++��(
!"#0
 ��
����
�(-	��&,	
-&%*	  18 

Before the approval of the IETF; however, 802.16 MIB is temporary located under 19 
enterprise via 20 

�+�1��21'�'1�(-	�(	-1���6&-	1	(-	����+	1).&(���
21 
 !13141!1#1!1($
22 

Or 23 

�+�1��21'�'1�(-	�(	-1���6&-	1	(-	����+	16	('���71).&(���
24 
 !13141!1#1!18881($
25 

��� &�� ��������%���'�("���26 

“Interfaces” group of MIB-II, in RFC1573, has been designed to manage various sub-27 
layers (e.g. MAC and PHY) beneath the internetwork-layer for numerous media-specific 28 
interfaces. ���&%*	
in MIB-II is used to access the
).&(����%. 29 

 Table 1 describes some key attributes in the ���&%*	 that will be reused in the BS 30 
).&(����%. When the SNMP agent is implemented in a common base station controller, 31 
each BS sector will have an entry in the ifTable. When the SNMP agent is implemented in 32 
the sector controller, there is only one entry for the BS sector in the ifTable. 33 

 34 

 35 

 36 

 37 

 38 
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Table 1 – Usage of ifTable objects for Base Station 12 

Table 2 show the usage of ifTable for SS. There is only one entry for the SS itself. 13 
Additional entries may be necessary to support other network interfaces, such as 14 
Ethernet. 15 

 16 

 17 

 18 

 19 

 20 

 21 

Table 2– Usage of ifTable objects for Subscriber Station 22 

 23 
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Figure 2 shows the MIB structure of ).&(����% for 802.16 [3]. The MIB structure is 2 
organized based on the the reference model as defined in IEEE 802.16REVd/D3 standard 3 
[3]. 4 
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Figure 2 – wmanIfMib Structure
27 
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).&(����% is composed of three groups: 1 

� ).&(���+�%9	,-+� This group contains managed objects to be implemented 2 
in the SNMP agent in BS. 3 

� ).&(���+�%9	,-+� This group contains managed objects to be implemented 4 
in the SNMP agent in SS. 5 

� ).&(����..�(�%9	,-+� This group contains common managed objects to be 6 
implemented in the SNMP agent in BS and SS. 7 

��� �!�	����,(-��
��8 

4.1.1 wmanIfBsSystem 9 

wmanIfBsSystem group contains system level BS managed objects. 10 

4.1.1.1 wmanIfBsRegisteredSsTable  11 

This table is indexed by BS ifIndex and wmanIfBsSsIdIndex that contains SS 12 
information obtained from REG-REQ message as defined in section 6.3.2.3.7 in [9]. 13 
Each entry in the table may contain the following objects. 14 

� Basic CID 15 

� Primary management CID 16 

� Secondary Management CID 17 

� HMAC tuple 18 

� Uplink CID support 19 

� SS management support 20 

� SS capability 21 

� IP version 22 

� CS sublayer capabilities 23 

4.1.2 wmanIfBsPacketCs 24 

wmanIfBsPacketCs group contains BS managed objects relating to the Packet CS 25 
management entity layer in figure 1 of [3]. 26 

4.1.2.1 wmanIfBsProvisionedSfTable 27 

This table is doubly indexed by SS MAC address and Service Flow ID and contains 28 
provisioned service flow profiles, Per SS. These connection parameters shall be 29 
provisioned for the SS using DSA messages, as specified in [9], 6.3.2.3.10. Admittance 30 
and activation of provisioned service flow may be postponed. 31 

4.1.2.2 wmanIfBsServiceClassTable 32 

This table is provisioned and is indexed by QoS profile index. Each entry of the table 33 
contains corresponding service flow characteristic attributes (e.g. QoS parameter set) 34 
as defined in section 6.13.4 in [9]. 35 
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To facilitate the NMS task of provisioning service flow attributes for hundreds or even 1 
thousands of subscriber stations supported by each BS, the concept of Provisioned 2 
Service Classes are devised. Figure 3 shows an example of QoS profiles that are 3 
created to define the service flow attributes that can be shared by multiple service 4 
flows. For example, Basic CID UL for SSs A1, B1, and X1 uses profile 1. Service flow 5 
attribute profiles can be added or deleted dynamically to meet different QoS demands 6 
from subscribers. 7 

 8 

 9 

 10 

 11 

 12 

 13 

 14 

 15 

 16 

 17 

 18 

 19 
 20 

 21 

Figure 3 – Service Classes – Service Flows Mapping  22 

4.1.2.3 wmanIfBsClassifierRuleTable 23 

This table is indexed by service flow index and classifier rule index, and contains the 24 
packet classifier rules. 25 

4.1.3 wmanIfBsCps 26 

wmanIfBsCpsParameters group contains BS managed objects relating to the MAC 27 
CPS management entity layer in figure 1 of [3]. 28 

4.1.3.1 wmanIfBsConfigurationTable 29 

This table contains objects for BS system parameters and constants as defined in 30 
section 10.1, Table 295 of [9]. It is indexed by BS Id. 31 

MAC Address
sfIndex

sfProfile 1

wmanIfProvisionedSFTable wmanIfServiceClassTable

sfProfile 2

sfProfile 3

sfProfile n

A7 SFID UL
A8 SFID DL

A1 Basic SFID UL

A2 Basic SFID DL
A3 Primary SFID UL
A4 Primary SFID DL
A5 Secondary SFID UL
A6 Secondary SFID DL

A9 SFID UL
A10 SFID DL

..
B1 Basic SFID UL

B2 Basic SFID DL

B7 SFID UL
B8 SFID DL

...
X1 Basic SFID UL

X10 SFID DL

..

...

Subscribe
Stations

sfProfile 4

sfProfile 5

A

B

X

...
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A2
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A4
A5
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A7
A8
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:
B7
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X1

:
X10

MAC Address
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sfProfile 1sfProfile 1

wmanIfProvisionedSFTable wmanIfServiceClassTable

sfProfile 2sfProfile 2

sfProfile 3sfProfile 3

sfProfile nsfProfile n

A7 SFID ULA7 SFID UL
A8 SFID DLA8 SFID DL

A1 Basic SFID ULA1 Basic SFID UL

A2 Basic SFID DLA2 Basic SFID DL
A3 Primary SFID ULA3 Primary SFID UL
A4 Primary SFID DLA4 Primary SFID DL
A5 Secondary SFID ULA5 Secondary SFID UL
A6 Secondary SFID DLA6 Secondary SFID DL

A9 SFID ULA9 SFID UL
A10 SFID DLA10 SFID DL

..
B1 Basic SFID ULB1 Basic SFID UL

B2 Basic SFID DLB2 Basic SFID DL

B7 SFID ULB7 SFID UL
B8 SFID DLB8 SFID DL

...
X1 Basic SFID ULX1 Basic SFID UL

X10 SFID DLX10 SFID DL

..

...

Subscribe
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:
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4.1.3.2 wmanIfBsChMeasurementTable 1 

This table is indexed by BS ifIndex and contains statistics about the channel 2 
measurement. 3 

4.1.4 wmanIfBsPkm 4 

wmanIfBsPkm group contains BS managed objects relating to the MAC CPS privacy 5 
management entity section in figure 1 of [3]. 6 

4.1.4.1 wmanIfBsPkmBaselineTable 7 

This table is indexed by BS ifIndex and contains base station PKM operational 8 
parameters described in section 10.2 and table 296 of [9]. 9 

4.1.4.2 wmanIfBsPkmAuthTable 10 

This table is double indexed by ifIndex and SsMacAddress  and contains runtime 11 
subscriber station authentication and authorization parameters for each base station. 12 

4.1.4.3 wmanIfBsPkmTekTable 13 

This table is double indexed by ifIndex and SAId  and contains runtime Security 14 
association parameters for each base station. 15 

4.1.5 wmanIfBsNotification 16 

wmanIfBsNotification group contains BS traps to report fault events and exceptions, 17 
such as link-up and link-down. 18 

��� �!�	����,(-��
��19 

4.2.1 wmanSsSystem 20 

wmanIfSsSystem group contains subscriber station system level objects. 21 

4.2.1.1 wmanIfSsConfigFileEncodingTable  22 

This table is indexed by SS index, and contain configuration file information about the 23 
subscriber station such as manufacturer, hardware model, serial number, and software 24 
or firmware revision. 25 

4.2.2 wmanIfSsCps 26 

wmanIfSsCpsParameters group contains subscriber station manageable objects 27 
relating to the MAC CPS management entity layer in figure 1 of [3]. 28 

4.2.2.1 wmanIfSsConfigurationTable  29 

This table is indexed by SS Id and contains objects for SS system parameters and 30 
constants as defined in section 10.1, Table 295 of [9]. 31 

4.2.2.2 wmanIfSsStatisticsCountersTable 32 

This object contains the performance monitoring data for SS. 33 
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4.2.3 wmanIfSsPkm 1 

wmanIfSsPkmParameters group contains subscriber station manageable objects 2 
relating to the MAC CPS privacy management entity section in figure 1 of [3]. 3 

4.2.3.1 wmanIfSsPkmAuthTable 4 

This table is indexed by SS MAC address and contains subscriber station 5 
authentication and authorization parameters including those described in section 10.2 6 
and table 296 of [9]. 7 

4.2.3.2 wmanIfSsPkmTekTable 8 

This table is doubly indexed by SS MAC address and SAId and contains subscriber 9 
station runtime parameters for each active security association. 10 

4.2.3.3 wmanIfSsPkmCertificatesTable 11 

This table is indexed by SS MAC address and contains subscriber station and SS 12 
manufacturer certificates. 13 

4.2.4 wmanIfSsTraps 14 

wmanIfBsTraps group contains SS traps to report fault events and exceptions, such as 15 
link-up and link-down. 16 

��� �!�	��.�!!�	,(-��
��17 

4.3.1 wmanIfCmnPacketCs 18 

4.3.1.1 wmanIfCmnClassifierRuleTable 19 

wmanIfClassifierRuleTable is indexed by service flow ID and contains runtime classifier 20 
rules screening criteria for each service flow as described in section 11.13.21 of [9]. 21 

4.3.2 wmanIfCmnCps 22 

4.3.2.1 wmanIfCmnServiceFlowTable 23 

This table is doubly indexed by ifIndex and service flow ID. In the BS, it represents the 24 
totality of all provisioned, admitted, and active service flow for both DL and UL 25 
directions. In the SS, this table should contain the service flows, both DL and UL, being 26 
allocated to a specific SS. 27 

A Service Flow is represented by parameters, such as 28 

� Service Flow common parameters, like SFID and CID 29 

� Classifiers associated with Service Flow, see �[9] , 5.2.2, 5.2.5 – 5.2.7 30 

� Service Flow QoS parameters like QoS parameters of specific Service Flow, 31 
like Max Sustained Traffic Rate, QoS status (admitted etc.) 32 

� Service Flow Header Suppression parameters like associated classifier and 33 
PHS rule, see �[9] , 5.2.4 34 



2004-05-13                                                                                                         IEEE_S802.16mgt-04-04 

 ���

4.3.2.2 wmanIfCmnBsSsConfigurationTable  1 

This table is indexed by SS Id and contains objects for SS system parameters and 2 
constants as defined in section 10.1, Table 295 of [9]. 3 

4.3.2.3 wmanIfCmnSsChMeasurementTable 4 

This object contains the channel measurement table for SS. 5 

4.3.3 wmanIfCmnPrivacy 6 

4.3.3.1 wmanIfCmnCryptoSuiteTable 7 

This table is doubly indexed by ifIndex and wmanIfCryptoSuiteIndex and contains 8 
supported crypto suites for the particular SS and other crypto parameters such as key 9 
lifetimes. See sections 11.9.14 and 11.9.15 of [9]. 10 

4.3.4 wmanIfCmnOfdmPhy 11 

).&(����'.:<�
is a group containing objects specific to OFDM PHY. 12 

4.3.4.1 wmanIfOfdmUplinkChannelTable 13 

This table contains the uplink channels that the BS is able to receive. In the SS, this 14 
table should have an entry indicating the uplink channel that the SS can transmit. Each 15 
entry contains the parameters needed to describe uplink channel descriptor as defined 16 
in section 11, Table 302 and 305 of [9], and include the following objects. 17 

� Uplink center frequency (KHz) 18 

� Subchannelization REQ Region-Full Parameters 19 

� Bandwidth request opportunity size 20 

� Ranging request opportunity size 21 

4.3.4.2 wmanIfOfdmDownlinkChannelTable 22 

This table contains the downlink channels that the BS is able to transmit. In the SS, this 23 
table should have an entry indicating the downlink channel that the SS can receive. 24 
Each entry contains the parameters needed to describe downlink channel descriptor as 25 
defined in section 11, Table 312 of [9], and including the following. 26 

� channel number (for license exempt operation only) 27 

� Frequency (downlink center frequency (kHz) 28 

� BS EIRP 29 

� TTG 30 

� RTG 31 

� MAC Version. 32 

4.3.4.3 wmanIfOfdmUcdBurstProfileTable 33 

Each entry in this table contains the parameters needed for the UCD burst profile as 34 
defined in section 11, Table 310 of [9]. 35 
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4.3.4.4 wmanIfOfdmDcdBurstProfileTable 1 

).&(��7,'�/�+-:����*	�&%*	 – Each entry in this table contains the parameters 2 
needed for the UCD burst profile as defined in section 11, Table 316 of [9]. 3 
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