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Security considerations for mobile to mobile direct communications 
Eldad Zeira
Alex Reznik
InterDigital Communications LLC
Introduction

In this contribution we outline the relevant scenarios for security enhancements that are desirable for mobile-to-mobile direct communication under 802.16n. We then derive requirements for those security enhancements.
The different scenarios are derived from the specific usage of the mobile-to-mobile direct communication feature, which could be used to improve cell throughput, improve network robustness or both and on the availability of infrastructure. Several scenarios have been identified. 
Analysis of the security requirements of the scenarios leads to several proposed requirements that together provide sufficient security for all these scenarios. 
Mobile-to-mobile direct communications use scenarios

MS-MS direct communications can be used to recover from loss of infrastructure nodes. This implies that the presence of infrastructure nodes cannot be taken for granted through the life of the connection. In scenario-1 infrastructure is assumed to be present for the initial security establishment only but one or both MS lose connectivity to a BS afterwards. Alternatively (scenario 1a), MS-MS communication is used to enhance throughput for local traffic even as connectivity with the BS exists. 
In a second scenario (scenario 2) we assume that there is no infrastructure available for establishment of security. 
In scenario 3 mobile-to-mobile direct communication is used to relay data from a subscriber to an infrastructure node or another subscriber, (e.g. MS-MS-MS or MS-MS-BS configurations) in order to enhance network availability. At least one of the MS in this case has no connectivity to any infrastructure node.
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Scenario 1
The availability of the infrastructure in this scenario facilitates establishment of trust between subscribers in that the infrastructure provides them with access to a trusted third party. The link establishment between the subscribers is also likely to be aided by the infrastructure. Therefore, security association may be a part of the link setup process between the subscribers. Once security association is established, subscribers communicate directly with each other without the aid of the infra-structure.  In this scenario we must be cognizant of two issues:
· Trust in the infrastructure components.   We propose a trust model which is fully consistent with existing standard procedures, e.g. EAP.  Specifically, a trusted node (e.g. AAA server) is assumed to be provided by the infrastructure.  However, all other network nodes (e.g. BSs) are trusted only to forward communication between mobile and the trusted node as required.  We do not trust that these nodes will not attempt to misuse the information 
· Intermittent infrastructure availability.  Because the infrastructure may be available only intermittently, mobiles should be able to restore a previously existing security association without the need to access the infrastructure and provided that not too much time has passed since the security association was last active.  
Scenario 2
With no availability of infrastructure at any time, trust cannot be based on third party verification. Mutual trust can still be established on the basis of past experience and behavior, and communication itself can be secured (encrypted) against eavesdroppers.   Measurements of devices’ behavior can be used to aide in establishment and maintenance of (limited) security associations.  A consistent, unique and verifiable device identity should be available for support of such security mechanisms as will be made available.   
Scenario 3
In this scenario subscribers are acting as relays. Consistently with current assumptions (e.g. EAP) and similar to network nodes, we assume that those relaying subscribers can be trusted only to actually relay the data. We do not trust them not to misuse the data. Therefore the scenario presents the challenges of how to establish trust that the relaying subscriber will (or has) relayed the data, and how to hide the relayed data from the relay.
Other features of this scenario depend on the availability of infrastructure; therefore scenario 3 inherits the requirements of scenario 1 or scenario 2. 
>>>>>>>>>>>>>>>>>> Text Proposal <<<<<<<<<<<<<<<<<<<<<<<

Insert in clause titled: “New security procedures for MS-MS direct communication”

….1
General requirements

The security association setup protocol between HR-Network nodes and between HR-Network nodes and external servers, if used, shall be secure against eavesdropping by all intermediate nodes including any relaying HR-MS. 
….2
Network aided mutual authentication of HR-MS and data security for direct communication 
HR-MS devices that are part of a peer group shall be able to establish a security association with each other. A security server may be used to facilitate the establishment of security associations.  The Security Association shall include an expiration time. The Security Association shall survive a temporary loss of communication links between some or all devices as long as it hasn’t exceeded its expiration time.
….3
Autonomous (limited) mutual authentication of HR-MS and data security for direct communication 
HR-MS devices shall be able to mutually authenticate themselves without access to a security server. 

HR-MS devices shall be able to establish encrypted communication without access to a security server.
Data sent and received by HR-MS devices shall be attested to its source and the source shall not be able to repudiate it.
….4
Security requirements for HR-Network nodes acting as relays
HR-Network devices shall be able to act as a security relay and pass security related messages between other HR-Network devices and between HR-Network devices and a security server, both during security association establishment and ongoing communications. 

Any HR-Network node, acting as a relay shall be able to attest to the supplicant that it has forwarded the data as requested.
Figure 1: Possible MS-MS use scenarios as related to security; 


Clockwise from top left: 


Scenario 1:	BS has been used for security establishment but has since disappeared; 


Scenario 1a:	BS is used for control, data sent directly MS-MS; 


Scenario 2:	There is never an infrastructure node; 


Scenario 3:	MS used as relay, one MS never sees a BS
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