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Introduction

The PKM version should be negotiated by introducing new PKM version 2.

In addition to the PKM version, since the EAP based authentication was already accepted as an authorization protocol, it is proper
that the EAP based authentication as an authorization policy should be allocated

We propose the PKM version and authentication are allocated in the parameter, “Authorization Policy Support,” used in the SBC-
REQ and SBC-RSP messages. A method of negotiating PKM version and authentication is proposed as follows.

Proposed changes to IEEE P802.16e/D3-May 2004

6.3.2.3.23 SS Basic Capability Request (SBC-REQ) message
[Change and Insert in 6.3.2.3.23]

Authorization Policy Support (see 11.7.8.7) (see 11.3.2.11)

6.3.2.3.24 SS Basic Capability Response (SBC-RSP) message
 [Change and Insert in 6.3.2.3.24]

Authorization Policy Support (see 11.7.8.7) (see 11.3.2.11)

11.3.2.11 Authorization Policy Support
[Change the table]

Type Length Value Scope
5.25

1

Bit# 0: IEEE 80.216 essential privacy (Legacy PKM) - default
Bit# 1-7: Reserved for open privacy. Set to 0.
Bit# 0: RSA
Bit# 1: EAP
Bit# 2: PHY frame number in authentication tuple
Bit# 3: Mutual Auth / Unidirectional Auth
Bit# 4: OMAC / HMAC
Bit# 5 - 7: Reserved. Set to 0.

REG-REQ
SBC-REQ
(see 6.4.2.3.23)
(see 6.3.2.3.23)
REG-RSP
SBC-RSP
(see 6.4.2.3.24)
(see 6.3.2.3.24)

11.4.2 Common encodings
[Add to Table 295a]
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Table 295a-MSS Capability encodings

Type Parameters
25 Authorization Policy Support
[TBD] PKM Version Support

11.8.3 Authorization Policy Support
[Change the table]

Type Length Value Scope
5.25

1

Bit# 0: IEEE 80.216 essential privacy (Legacy PKM) - default
Bit# 1-7: Reserved for open privacy. Set to 0.
Bit# 0: RSA
Bit# 1: EAP
Bit# 2: PHY frame number in authentication tuple
Bit# 3: Mutual Auth / Unidirectional Auth
Bit# 4: OMAC / HMAC
Bit# 5 - 7: Reserved. Set to 0.

REG-REQ
SBC-REQ
(see 6.4.2.3.23)
(see 6.3.2.3.23)
REG-RSP
SBC-RSP
(see 6.4.2.3.24)
(see 6.3.2.3.24)

11.8.4 PKM Version Support
[Add this subsection]

This field indicates a PKM version. A bit value of 0 indicates “not supported” while 1 indicates “supported.” Both an SS and a BS
should negotiate only one PKM version.

Type Length Value Scope
5.[TBD]

1
Bit# 0: PKM version 1
Bit# 1: PKM version 2
Bit# 2 - 7: Reserved. Set to 0.

SBC-REQ
 (see 6.3.2.3.23)
SBC-RSP
 (see 6.3.2.3.24)


