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Corrections to DEX XOR
Baraa Al-Dabagh
Intel Corporation

1. Introduction

In P802.16 REVd/D5 [1], the text indicates that you have to XOR the IV of the DES encryption key with the
PHY sync field from the map. But that SYNC field is missing. This contribution proposes an alternative to fix
that.

2. Proposed fix

Rather than doing the XOR with the PHY sync field we can do the XOR with the Generic MAC Header of the
received / transmitted packet. In this case the operation will be done as follows:

CBC IV computation on the transmitter :
1. Computethe HCS

2. XOR the generic MAC header padded by zeros as shown in the figure below with the appropriate IV, to
produce the final 1V to be used by the encryption engine.
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3. proceed to encryption
CBC IV computation on the receiver:
1. Compute the HCS on the received generic MAC header

2. XOR the Generic MAC Header padded by zeros as shown in the figure above with the appropriate 1V ., to
produce the final 1V to be used by the decryption engine

3. proceed to decryptions

4. Proposed text changes



[Section 7.5.1.1 change the second paragraph accordingly]

The CBC IV shall be calculated as follows: in the downlink and uplink, the CBC shall beinitialized with the
exclusive-or (XOR) of D the v parameter incl uded inthe TEK keying information, and (2) the-content-of
es MAR the Generic MAC Header of the MAC PDU being

transrmtted or rece|ved asshown in thefollowmq dlaqram.
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Figure NNN. CBC IV computation



