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PKMv2 Key Hierarchy

David Johnston, Intel
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PKM version 1 defines keys and their relationships, but a clear definition of the total key hierarchy is not
present. Neither is the context in which the AK is stored. There are vulnerabilities associated with this.

This proposal creates a well defined set of security contexts and a clear key hierarchy for use in PKMv2. The
vulnerabilities identified in PKMvl1 are avoided.

Two keying models are assumed. The first is a model where the master key at each base station is different
between different base stations. A full secure network entry is required to establish keying material when a
mobile station hands over.

The second model is where pre-authentication is used. The AAA server and the MSS share a master key (The
MK). The PMK is derived from the master key, and the identities of the BS and MSS. Thus there is a different
AK per {BS,SS} tuple. The AAA server populates BSs with the per {BS,SS} AK and this key will be known to
both the SS and the BS, so an SS does not need to enter into a key establishment procedure with the target BS
during a handover.

There is a PAK that may be derived from a certificated RSA exchange.

There is an AK, this is equivalent to the AK in the existing PKMv1 protocol. The AK is derived from the PMK
and/or the PAK, whichever is available.

A generic PRF is defined to be used to derive keys.
Dot16KDF(key, astring, keylength) =

{

result = null;
For (i = 0;i < int(keylength/128); i++)
{

}

result <= result | OMAC(key, i | astring | keylength);
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So:

return result;

PAK is generated randomly in the BS and transmitted to the SS, encrypted with RSA during the PKMv?2
authorization exchange.

EEK (EAP Encryption Key) = Dotl6KDF(PAK, “EPK”, 128)
EIK (EAP Integrity Key) = Dot16PRF(PAK, “EIK”, 128)

MK is generated in the AAA server and the SS as a result of an EAP based authentication exchange.

PMK][0..127] = Dot16PRF(MK, 0x00 | BSID | SSID | 256 )
PMK][128,255] = Dot 6PRF(MK, 0x01 | BSID | SSID | 256 )

If (RSA has been used yielding a PAK and EAP has been used, yielding a PMK) then
AK <= Dot16KDF(PMK, PAK | 0x80);
Elsif (EAP has been used, yielding a PMK)
AK <=PMK
Elsif only RSA has been used then
AK <=PAK
Else
No security mode is selected
End if

HMAC_KEY_U <= Dot16PRF(AK, “HMAK_KEY U”|0x80)
HMAC KEY D <= Dotl6PRF(AK, “HMAC KEY D” | 0x80)

OMAC KEY U <= Dot16PRF(AK, “OMAC KEY U”|0x80 )
OMAC_KEY_D <= Dot16PRF(AK, “OMAC_KEY_D” | 0x80 )

KEK <= Dot16PRF(AK, “KEK” | 0x080)
TEK is encrypted with KEK using AES KEY WRAP with a KEK and transferred between BS and SS

GKEKEK (GKEK Encryption Key) <= Dot16PRF(AK, “GKEKEK” | 0x80)
GKEKIK (GKEK Integrity Key) <= Dot16PRF(AK, “GKEKIK” | 0x80)

GKEK is encrypted with GKEKEK and integrity checked with GKEKIK.
3
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In the event that the MBS proposal is accepted...

MAK is encrypted with the MAKEK, integrity checked with the MAKIK transferred to the MBS GSA.
The keys within the MBS GSA are the same as for a GSA, however the MAK is used in place of the
AK.

MKEK and MTEK rules as per unicast, but MAK and MTEK are common within group.
MBS traffic key = Dotl6PRF(MAK, MTEK, 128)

For MBS services, the GSAID is caused to be the same amongst group members, by the BS enforcing it.

Editor Instructions:
[In the appropriate PKMv?2 part of of clause 7, insert:]

7.x.x.x Key Hierarchy

The PKMv2 key hierarchy defines what keys are present in the system how keys they are generated.

Since there are two authentication schemes, one based on RSA and one based on EAP, there are two primary
sources of keying material.

Keying material is held within associations. There are four types of association: The Authorized Association
(AA) that is the top of the security hierarchy, security associations (SA) that maintain keying material for

unicast connections, group security associations (GSA) that hold keying material for multicast groups.

[If the Samsung MBS proposal is accepted, insert the following line here:]
and MBSGSAs which hold keying material for MBS services.

[Insert]
7.x.x.Xx Authorized Association

The AA (Authorized Association) contains the primary keying material of the PKMv2 protocol. The contents
are:

The AAID, a 16 bit identifier for the AA. This AAID shall be unique within a BS.
The Primary AK (PAK). A 128 bit key yielded from the authorization exchange. The PAK is only present if the
certificated RSA exchange took place, as a result of the authorization policy negotiation.
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The Master Key (MK). A 128 bit key yielded from the successful completion of an EAP method during the
EAP exchange. The MK is only present of the EAP exchange took place, as a result of the authorization policy
negotiation.

The Primary Master Key (PMK). A 128 bit key derived from the MK and the identities of both endpoints
sharing the key.

The AK. A 128 bit authorization key.

The AK Key lifetime

The EAP Encryption Key (EEK), a 128 bit key that may be used to protect EAP traffic.

The EAP Integrity Key (EIK), a 128 bit key that may be used to integrity protect EAP traffic.

The uplink OMAC key (OMAC_KEY U), a 128 bit key used as the keying material for the generation of
uplink OMAC digests.

The downlink OMAC key (OMAC KEY D), a 128 bit key used as the keying material for the generation of
downlink OMAC digests.

The Group Key Encryption Key Encryption Key (GKEKEK), a 128 bit key used to encrypt keying material
transferred into a GSA.

The Group Key Encryption Key Integrity Key (GKEKIK), a 128 bit key used to integrity protect keying
material transferred into a GSA.

The SAID list. A list of SAs secured under the AA.

The GSA list. A list of GSAs secured under the AA.

The MBSGSA list. A list of MBSGSASs secured under the AA.

7.x.x.X Security Associations

A security association contains keying material that is used to protect unicast connections. The contents of an
SA are:

The SAID, a 16 bit identifier for the SA. The SAID shall be unique within a BS.

The KEK, a 128 bit key encryption key, derived from the AK.

The KIK, a 128 key integrity key, derived from the AK.

TEKO and TEK1, 128 bit traffic encryption keys, generated within the BS and transferred from the BS to the SS
using a secure key exchange.

The TEK Lifetimes TEKO and TEK1, a key aging lifetime value.

PNO and PN1, 32 bit packet numbers for use by the link cipher

RxPNO and RxPN1, 32 bit receive sequence counter, for use by the link cipher.

7.x.x.x Group Security Association

The Group Security Association (GSA) contains keying material used to secure multicast groups. These are
defined separately from SAs since GSA offer a lower security bound that unicast security associations, since
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keying material is shared between all members of the group, allowing any member of the group to forge traffic
as if it came from any other member of the group.

The contents of a GSA are:

The Group Key Encryption Key (GKEK). Serves the same function as an SA KEK but for a GSA
The Group Traffic Encryption Key (GTEK). Served the same function as an SA TEK but for a GSA.

[In the event that the Samsung MBS proposal is accepted, insert:]
7.x.x.x MBS Group Security Association

The primary keying material in the MBS Group Security Association is the MAK. This serves the same
function as the AK in the Authorized Association, however the MAK is provisioned by an external entity, such
as an MBS server. The MAK may be common between members of an MBS group.

The contents of an MBSGSA are:

The MAK, a 128 bit MBS AK, serves the same function as the AK but local to the MBSGSA.

The MKEK, a 128 bit MBS Key Encryption Key, used to encrypt keying material transferred from BS to SS.
The MKIK, as 128 bit MBS Key Integrity Key, used to integrity protect keying material transferred from BS to
SS.

The MGTEK, a 128 bit MBS Group Traffic Encryption Key, used indirectly to protect MBS traffic. It is
updated more frequently that the MAK.

The MTK, MBS Traffic Key, a 128 bit key used to protect MBS traffic, derived from the MAK and MGTEK.

7.x.x.x. Key Derivation
All PKMv2 key derivations are based on the Dot16PRF algorithm as defined in 7.x.x.x Dot16PRF.

EEK <= Dot16KDF(PAK, “EPK”, 128)
EIK <= Dot16PRF(PAK, “EIK”, 128)

MK is generated in the AAA server and the SS as a result of an EAP based authentication exchange.

PMK][0..127] = Dot16PRF(MK, 0x00 | BSID | SSID | 256 )
PMK[128,255] = Dot16PRF(MK, 0x01 | BSID | SSID | 256 )
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If RSA has been used yielding a PAK and EAP has been used, yielding a PMK then the following AK
construction shall be used:
AK <= Dot16KDF(PMK, PAK | 0x80);
Else if EAP has been used, yielding a PMK then the following AK contruction shall be used:
AK <=PMK
Else if only RSA has been used then
AK <=PAK

OMAC_KEY U <= Dot16PRF(AK, “OMAC_KEY U” | 0x80 )
OMAC KEY D <= Dotl6PRF(AK, “OMAC_KEY D”|0x80)

KEK <= Dot16PRF(AK, “KEK” | 0x080)

TEK is encrypted with KEK using AES KEY WRAP with a KEK and transferred between BS and SS
GKEKEK (GKEK Encryption Key) <= Dotl1 6PRF(AK, “GKEKEK” | 0x80)

GKEKIK (GKEK Integrity Key) <= Dotl1 6PRF(AK, “GKEKIK” | 0x80)

GKEK is encrypted with GKEKEK and integrity checked with GKEKIK.

[In the event that the MBS proposal is accepted...]

MAK is encrypted with the MAKEK, integrity checked with the MAKIK transferred to the MBS GSA. The
keys within the MBS GSA are the same as for a GSA, however the MAK is used in place of the AK.

MTK <= Dot 6PRF(MAK, MTEK, 128)

[Insert under the cryptographic algorithms section]
7.x.x.x.x Dot16PRF

The Dot16PRF algorithm is a CTR mode construction that may be used to derive an arbitrary amount of keying
material from source keying material.

The algorithm is defines as:

Dot16KDF(key, astring, keylength) is
{

result = null;
For (i = 0;i < int(keylength/128); i++)
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{
b

return result;

result <= result | OMAC(key, i | astring | keylength);

}

The key is a cryptographic key that is used by the underlying OMAC algorithm. ‘astring’ is an octet string used
to alter the output of the algorithm. ‘keylength’ is used to prevent extension attacks.



