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Enhanced EAP-based User Authentication coexistingw  ith PKM
based Device Authentication

Dongkie Lee, DongRyul Lee, Dongll Moon, JongKuk Ahn
SK Telecom

1. Problem Statements

With 802.11 WLAN, several EAP methods are develogred widely used due to the WEP’s security
weakness. It suffered also from the static key igroming problem. That's why the so-called Dynamic
WEP is introduced to WLAN. With Dynamic WEP, WEPykeare refreshed periodically using EAP-TLS,
EAP-TTLS, PEAP, etc. Where Client and AAA negotiataster key, and the master key is sent to the
AP from the AAA. Again as mentioned, proliferatiohEAP is driven by WEP's static key provisioning
problem and security weakness.

< EAP Convelsation >

<

Figure 1 Transfer of EAP Master Key

But with 802.16, it's a different story. AlthougRKM have somethings left to be enhanced, it's quite
well defined and does not suffer from the probleig/EP. Public key systems which requires
certificates of both sides such as EAP-TLS haviesed deployment and management problems. But
with PKM, off-the-shelf SS and BS have embeddetifezte and does not suffer from the deployment
and management problem. TEK is refreshed peridgieald does not suffer from the static key
provisioning problem. And PKM does not suffer frame security flaw which is found in WLAN. This is
the first reason EAP doesn’t need not be tied tweaked with PKM.

Secondly EAP-MD5 does not have any master key géinarmechanism and cannot be used. If we stick
to PKM EAP which is proposed already, EAP-MD5 cartmeused. ANY EAP methods SHALL be
supported for user authentication by IEEE standaf®-MD5 is not a exception.

Thirdly, if Authorization Key is derived from EAPAA key, it'll make BS difficult to manage several
timers. According to P802.16-REVd/D4, below 7 timalues are forwarded with Auth Reply message.
If EAP is tweaked into PKM, 4 of these values sdatdme from AAA and BS should parse EAP
message, extract TEK-related values and somehowioerthese 7 timers and forward to MSS in the
Auth Reply. That is, AK related timer managemeriitgmnd TEK timer management entity should be
separated.

PKM configuration Relatior
Authorize wai timeou AK
Reauthorize wai AK
Authorization gract AK
Operational wali TEK

Rekey wait timeol TEK

TEK grace tim TEK

Authorize reject wai AK
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Therefore separation of PKM and user authenticdtasyminimal impact on the current standard afid it’
benefit both operators and vendors also. Accortbrtyis contribution, EAP method for user
authentication shall be performed after PKM keyhexwge phase is complete. So shared key or master
key is not transferred from AAA to BS. EAP-MD5, EAHLS, EAP-TLS, EAP-AKA etc whatever may

be used and is up to the operators. If operatotgdilike to use light-weight method, there’s EAP-BID

If operators would like to use integrated methothwd DMA 2000, there’s EAP-AKA or EAP-CAVE. If
operators would like to use certificate based autbation, there’s EAP-TLS/TTLS/PEAP.

Table 1Comparison between PKM EAP and this Proposal

ETRI & Streetwaves This Proposal
Networking Proposal
Impact on AK is derived from EAP AAA PKM AK is used as is defined
802.16 key. in standard.
standard
EAP Usage EAP Key Exchange and user EAP Key Exchange and user
authentication is done and AAA authentication is done after
key is used as AK. PKM.
Device Is not performed. Is performed as is defined in
Authenticat standard.
ion
AK/TEK Is managed by BS. AK state machine is managed
state by AAA and TEK state machine
machine is managed by BS.
Timer values in Auth Reply
should be separately defined
between BS, AAA.
Mutual depends on EAP method depends on EAP method
Authenticatio
n
BS/AAA BS : Light BS : Same as PKM
Overhead AAA : Heavy AAA : Light
Negotiation SBC-REQ/RSP PKM Ciphersuite

2. Overview of Proposed Solutions

2.1 Option 1 - Alternative to ETRI Proposal

For user authentication, EAP method is performéet afative PKM Key exchange is complete. There is
no restriction which EAP method is used. EAP exgleamay be crypto-graphically protected using Data
Encryption method negotiated with PKM if Secondiignagement CID is usédBut if EAP exchange
does not require encryption for example EAP-TTLSTPrimary Management CID is used. In this

L IETF PANA(Protocol for carrying Authentication fétetwork Access) WG has not yet standardized EAG? t%. But Secondary Management
CID is used for messages carried IP packets. 80 RENA WG standardize EAP over IP, i.e. EAP ov@RJ

2



N

N ooobh W

10

11

12
13
14
15

2004-05-04

contribution, only the Primary Management CID isdis

2.2 Option 2 - Coexistence with ETRI Proposal

There are two authentication scheme. One is toitoBAP-PKM. The other is to go with PKM and then
EAP. With this option, only user authenticationgedure is added after PKM and some modifications to

PKM message arrow direction and usage.

3. Proposed Changes to IEEE 802.16e/D2

3.1 Proposed Changes for Option 1

[Reference] Call flow

=]

802.16 Basic Setup

=]

EAPoOL Start

EAP-Reguest/identity

EAP-Responsedidentity

EAP-Request/TLS Start

Dizmeter-EAP-Reguest : EAP-Rezponse/iden :it: a

Dizmeter-EAP-Answer - EAP-Request/TLS 5Yary

EAP-Responsa/TLE:;

Client=ella

EAP-Request/TLE:

ervertelio, Lertmcate, senverr.eycxchange

CertificateReguest, ServerHelloDons

LA2-Becoonoe TLS:

Diameter-EAP-Request : EAP-Responses/THE:

ChentHelo

Diameter-EAP-Answer: EAP-Reguest/TLS:

Certificate, ClienteyExchange
CartificateVerify, ChangeCipherspec
Finshed

EAP-Reguest/TLS:

ServerHello, Certificate, Serverkaytxchangk
CertificateReqguest, ServerHelloDone

Diameter-EAP-Reguest: EAP-Response/ TLE

f

Certificate, Cliznt¥eyExchange, CertificateVar
ChangelipherSpec, Finished

Diameter-EAP-Answer - EAP-Reguest/TLS

ChangelipherSpac, Finished

EAP-Responses/TLS:

EAP Request message is sent from BS to MSS, hoviRi#er Request message is sent from MSS to BS.
So EAP Request message is not mapped to PKM Remesstge. If BS sends EAP Request message, it
should send it iminsolicited PKM Response message, which is not describeceistdndard. It's better to

na data

EAP-Success

ChangeCipherSpsc, Finished

Ciameter-EAP-Reguest: EAP-Response/TLE;

no data

Diameter-EAP-Answer :

EAP-Success

newly define EAP-REQ/RSP, which could be used fawnlink/uplink and EAP-

3
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Request/Response/Success/Failure. Finally, EAPeSacuvhich dose not trigger response, should also
be considered in designing protocol.

6.3.2.3 MAC Management messages
[Change Table 14 as shown:]

Type Message Message Description Connection
60 MOB-HO-IND HO indication message basic

63 EAP-REQ EAP Request Transfer message primary

64 EAP-RSP EAP Response Transfer message primary
6165-255 reserved

[ Change/Del ete the following as shown]
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[Add the following before section 6.3.2.3.10 DSA-REQ messages:|

6.3.2.3.10 EAP-REQ message

A EAP-REQ is sent by a BS to carry the encapsulB#E-request authentication data. The format of a
EAP-REQ shall be as shown in Table XX.

Table XX—EAP-REQ message format

Syntax Size Notes
EAP-REQ Message Format(){

Management Message Type = 8 bits
63

Transaction 1D 16 bits

TLV Encoded Information Variable TLV specific
b

Parameters shall be as follows:

CID (in the generic MAC header)

SS’s Primary Management CID.

Transaction ID

Unique identifier for this transaction assignediy sender.

All other parameters are coded as TLV tuples.

SAID

Security Association 1D

EAP Payload

Encapsulated EAP-Request Payload

HMAC Tuple(see 11.1.2)
The HMAC Tuple attribute contains a keyed messagestl (to authenticate the sender). The
HMAC Tuple attribute shall be the final attributethe EAP message’s attribute list).

6.3.2.3.11 EAP-RSP message

A EAP-RSP shall be generated in response to avet&@AP-REQ and contains EAP-response. When EAP-RE€reived
which does not trigger EAP-RSP, i.e. EAP-Succedsitita BS sends EAP-RSP with no EAP payload.

Table XX—EAP-RSP message format

Syntax Size Notes
EAP-REQ Message Format(){

Management Message Type = 64 8 bits

Transaction 1D 16 bits

TLV Encoded Information Variable TLV specific
1

Parameters shall be as follows:
CID (in the generic MAC header)
SS’s Primary Management CID.
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Transaction ID
Transaction ID from corresponding EAP-REQ.

All other parameters are coded as TLV tuples.
SAID
Security Association ID
EAP Payload
Encapsulated EAP-Response Payload, or Null if EA®Rontains EAP-Success/Failure
HMAC Tuple(see 11.1.2)
The HMAC Tuple attribute contains a keyed messagesti (to authenticate the sender). The
HMAC Tuple attribute shall be the final attributethe EAP message’s attribute list).

[ Change the following as shown below:]
Privacy sublayer

The privacy sublayer provides subscribers withgmw authentication or confidentiality across thedolband wireless
network. It does this by applying cryptographimsfrms to MPDUs carried across connections bet&&eand BS.

In addition, Privacy provides operators with strgmgtection from theft of service. The BS protesgsiinst unauthorized
access to these data transport services by sedheragsociated service flows across the netwaikady employs an
authenticated client/server key management proiaoshich the BS, the server, controls distributafrkeying material to
client SS. Additionally, the basic privacy mechamsare strengthened by adding digital-certificadisdnl SS device-
authentication to its key management protocol.

7.1 Architecture

Privacy has-twihreecomponent protocols as follows:

a) An encapsulation protocol for securing packeh @aross the fixed BWA network.This protocol deir(1) a
set of supportedryptographic suites, i.e., pairings of data encryption and authenticedlgorithms, and (2) the
rules for applying those algorithms to a MAC PDWlpad.

b) A key management protocol (PKM) providing thewse distribution of keying data from BS to SS. dimgh
this key management protocol, SS and BS synchrdwaiygimg data; in addition, the BS uses the prottcol
enforce conditional access to network services.

c) A user authentication protocol(EAP) providing tiiser authentication using EAP. Through user atitiaion,
BS authenticates MSS and MSS may authenticatesaB&lion the EAP method.

7.1.1  Packet data encryption

Encryption services are defined as a set of capabiithin the MAC Privacy Sublayer. MAC Headafarmation specific
to encryption is allocated in the generic MAC heddemat.

Encryption is applied to the MAC PDU payload whequired by the selected ciphersuite; the genericC\NW&ader is not
encrypted. All MAC management messages descriteibolause 6.4.2.3 shall be sent in the clear ibtée registration,
ranging, and normal operation of the MAC. The forafaVIAC PDUs carrying secured packet data paylaadpecified in
6.4.3.6.

7.1.2  Key management protocol

The PKM protocol facilitates mutual authenticatmfithe SS and BS, as well as distribution of tcakiéying material from
the BS to the SS. It also supports periodic reautitegtion/reauthorization and key refresh. The keynagement protocol
uses-either EARP[IETFRFC 22841, Xr509 digital certificates [IETF RFC 3280] togethveith RSA public-key encryption
algorithm [PKCS #1] to perform authentication. $es strong symmetric algorithms to perform key erges between SS
and BS.

The PKM'’s authentication protocol establishes aeshaecret (i.e., an AK) between SS and BS. Theedrgecret is then used
to secure subsequent PKM exchanges of TEKs. Thidigred mechanism for key distribution permitgeshing of TEKs

6
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without incurring the overhead of computation-irdiee public-key operations.

A BS authenticates a client SS during the initigharization exchange. Each SS presents its criedignwhich will be a

unique X.509 digital certificate issued by the S@anufacturer{in-the-case-of RSA-authenticatiorg-eendorspecific
credential-(inthe-case-of EARased-authentication)

The BS associates an SS’s authenticated identéyptying subscriber, and hence to the data sertheg subscriber is
authorized to access. Thus, with the AK exchargePBiS establishes an authenticated identity ofeatcES and the services
(i.e., specific TEKs) the SS is authorized to asces

Since the BS authenticates the SS, it can protgéhst an attacker employing a cloned SS, masqumgrag a legitimate
subscriber’s SS.

The traffic-key management portion of the PKM poaticadheres to a client/server model, where thaI&KM “client,”)
requests keying material, and the BS (a PKM “séjvesponds to those requests, ensuring that iddaliSS clients receive
only keying material for which they are authorized.

The PKM protocol uses MAC management messaging FKM-REQ and PKM-RSP messages defined in 6.4Th8.PKM
protocol is defined in detail in 7.2.

7.1.3  Authentication Protocol

An SS uses the PKM protocol to obtain authorizadind traffic keying material from the BS, and t@gort periodic
reauthorization and key refresh.

The PKM-RSAauthentication protocol uses X.509 digital ceréifees [IETF RFC 3280], the RSA public-key encryption
algorithm [PKCS #1].

A BS authenticates a client SS during the initigharization exchange. Each SS carries a unique9digital certificate
issued by the SS’s manufacturer. The digital deati&é contains the SS’s Public Key and SS MAC asidré/hen requesting
an AK, an SS presents its digital certificate ® BS. The BS verifies the digital certificate, dhdn uses the verified Public
Key to encrypt an AK, which the BS then sends hadke requesting SS.

All SSs shall have factory-installed RSA privatdificikey pairs or provide an internal algorithmgnerate such key pairs
dynamically. If an SS relies on an internal aldoritto generate its RSA key pair, the SS shall gaaehe key pair prior to its
first AK exchange, described in 7.2.1. All SSs wabtory-installed RSA key pairs shall also havetday-installed X.509
certificates. All SSs that rely on internal algbnits to generate an RSA key pair shall support damesm for installing a
manufacturer-issued X.509 certificate following lggneration.

7.2 PKM protocol
[Change the baseline document as indicated below:]

7.2.1 SS authorization and AK exchange overview

7
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SS authorization, controlled by the Authorizatitetes machine, is the process of
a) the BS authenticating a client SS’s identity
b) the BS and SS establishing a shared providiea@tithenticated SS with an AK, from which a keyrgpiton key (KEK)
and message authentication keys are derived
c) the BS providing the authenticated SS with themntities (i.e., the SAIDs) and properties of priynand static SAs the SS
is authorized to obtain keying information for
After achieving initial authorization, an SS peiizally reauthorizes with the BS; reauthorizatiormliso managed by the SS’s
Authorization state machine. TEK state machinesagarihe refreshing of TEKs.

7211 Authorizationvia PKM-RSA-Authentication-Protocol

An SS begins authorization by sending an Authetitinodnformation message to its BS. The Autheniicatnformation
message contains the SS manufacturer’s X.509icatéf issued by the manufacturer itself or by>ere@al authority. The
Authentication Information message is strictly imhative; i.e., the BS may choose to ignore it. Heaveit does provide a
mechanism for a BS to learn the manufacturer aeatés of its client SS.

The SS sends an Authorization Request messageB& itmmediately after sending the Authenticatioioimation message.
This is a request for an AK, as well as for the B#\ldentifying any Static Security SAs the SS ithatized to participate in.
The Authorization Request includes

a) amanufacturer-issued X.509 certificate

b)  adescription of the cryptographic algorithms tequesting SS supports; an SS’s cryptographahilipes are
presented to the BS as a list of cryptographiedgdintifiers, each indicating a particular pairofgpacket data
encryption and packet data authentication algosttiime SS supports

c) the SS’s Basic CID. The Basic CID is the fittsttie CID the BS assigns to an SS during initialgiag—the
primary SAID is equal to the Basic CID

In response to an Authorization Request messag8, \alidates the requesting SS’s identity, deteesithe encryption
algorithm and protocol support it shares with tiSe &ctivates an AK for the SS, encrypts it with &s public key, and
sends it back to the SS in an Authorization Repigsage. The authorization reply includes:

a) an AK encrypted with the SS’s public key
b)  a4-bit key sequence number, used to distindheiveen successive generations of AKs
c) akey lifetime
d) the identities (i.e., the SAIDs) and propertiéshe single primary and zero or more static 3#4&s3$S is
authorized to obtain keying information for

While the Authorization Reply shall identify StaB&s in addition to the Primary SA whose SAID matelhe requesting
SS’s Basic CID, the Authorization Reply shall mdgnitify any Dynamic SAs.

The BS, in responding to an SS’s Authorization Restiushall determine whether the requesting SSsattentity can be
verified via the X.509 digital certificate, is aotiized for basic unicast services, and what aduhlistatically provisioned
services (i.e., Static SAIDs) the SS’s user hasatliied for. Note that the protected services arlB8es available to a client
SS can depend upon the particular cryptographtes@S and BS share support for.

An SS shall periodically refresh its AK by reissgian Authorization Request to the BS. Reauthoorat identical to
authorization with the exception that the SS da#ssand Authentication Information messages duréagithorization cycles.
Subclause 7.2.4’s description of the authorizasimte machine clearly indicates when Authenticaltidormation messages
are sent.

To avoid service interruptions during reauthorizatisuccessive generations of the SS’s AKs havdapgeng lifetimes.

Both SS and BS shall be able to support up to tmalsaneously active AKs during these transitioniges. The operation of
the Authorization state machine’s Authorization Rest scheduling algorithm, combined with the B&gimen for updating
and using a client SS’s AKs (see 7.4), ensuregtiea®S can refresh.

horizati . " henticati |
The first steps of the authorization flow are dpfes:
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[Add Section 7.6 after 7.5.6 Digital Sgnatures]

7.6 User Authentication

After SS authorization and AK exchange is complatBS begins user authentication by sending an Eédriest Transfer
message to SS. After several EAP Request TransteEAP Response Transfer message exchanges, EABsSuar Failure
message is sent to the SS from the BS. If useeatitation fails, BS terminates the whole sessidormation related with
that SS or may retain the session information. WEAP method is used depends on operator’'s negdsements and any
method is not excluded by this standard.

3.2 Proposed Changes for Option 2
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[ Change/Del ete the following as shown]

6.3.2.3.9 Privacy key management (PKM) messages (PK M-REQ/PKM-RSP)
PKM employs two MAC message types: PKM Request (PREQD) and PKM Response (PKM-RSP), as describe@iier24.

Table 24—PKM MAC messages

Type Value M essage name M essage description

9 PKM-REQ Privacy Key Management Request [SS
<->BS]

10 PKM-RSP Privacy Key Management Response [BS
<->S§]

These MAC management message types distinguistebat®KM requests (SS—to—BS, or BS-t9-&%1 PKM responses (BS—to—
SS, or SS-to-BfS Each message encapsulates one PKM messageNtatiaement Message Payload.

PKM requesprotecolmessages-transmitted-from-the-SS-to-thesidl use the form shown in Table 25. They anestratted on the
SSs Primary Management Connection.

PKM responspgreteeoelmessages-transmitted-from-the BS+to-thelsdl use the form shown in Table 26. They anesirdtted on
the SSs Primary Management Connection.

Table 25—PKM request (PKM-REQ) message format

Table 26—PKM response (PKM-RSP) message format

The parameters shall be as follows:
Code

The Code is one byte and identifies the type of Rddket. When a packet is received with an inv@bdle, it shall be
silently discarded. The code values are definethinle 27.

PKM Identifier
The Identifier field is one byte—AMSS and B3ises the identifier to match-a-B&ponse to the-SSfsquests.
The MSS and the BShall increment (modulo 256) the Identifier fieltienevertheyissuesa new PKM message. A

“new” message is an Authorization Request{ey Request or EAP Request/Success/Failure Trattsfeis not a
retransmission being sent in response to a Timeeerit. For retransmissions, the Identifier fieldlsremain unchanged.

The Identifier field in Authentication Informatianessages, which are informative and do not efiectresponse

messaging, shall be set to zero. The Identifi¢d fie a-BS'sPKM-RSP message shall match the Identifier fielthef
PKM-REQ message-the-BS-isponding-to The Identifier field in TEK Invalid messages, wiiare not sent in response to
PKM-REQs, shall be set to zero. The Identifierdigl unsolicited Authorization Invalid messageslisha set to zero.

On reception of a PKM-RSP message, the SS assotietenessage with a particular state machineA(itigorization state
machine in the case of Authorization Replies, Atittagion Rejects, and Authorization Invalids; atwalar TEK state
machine in the case of Key Replies, Key Rejectd, TdEK Invalids).

An SS shall keep track of the identifier of itselst; pending Authorization Request. The SS shsdladld Authorization
Reply and Authorization Reject messages with Ifienfiields not matching that of the pending Autization Request.

An SS shall keep track of the identifiers of itekt, pending Key Request for each SA. The SS disalhrd Key Reply and

10
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Key Reject messages with Identifier fields not rhatg those of the pending Key Request messages.

Attributes

PKM attributes carry the specific authenticatiomharization, and key management data exchangedebatclient and
server. Each PKM packet type has its own set afired and optional attributes. Unless explicitlstet, there are no

requirements on the ordering of attributes withiPkd\l message. The end of the list of attributdadécated by the LEN
field of the MAC PDU header.

Table 28a — PKM Message codes

PKM Message Type MAC Message
Type
13 EAP Transfer Request PKM-REQ
14 EAP Transfer Reply PKM-RSP
15 EAP Transfer Success PKM-REQ
16 EAP Transfer Failure PKM-REQ
reserved

Add the following to section 6.4.2.4.9:]
6.3.2.3.9.11 EARPFransf@&equest Transfanessage

When ar-S8S has an EAP message received from an EAP methdthftsmission to the M$ES, it
encapsulates it in an EAR-TFransRequest Transfenessage.

Attributes are shown in Table 39a.

Table 39a-EAP Transter Request Transfer attributes

Attribute Contents
EAP Protocol Contains the EAP Request, not interpreted Iin the
MAC

The EAP Payload field carries data in the formacdbed in RFC2284bis (see section 4).

6.3.2.3.9.12 EARPFransf&esponse Transferessage o _
When a MS8S has an EAP message received from an EAP methdchftsmission to the B it
encapsulates it in an EAR-FransREsponse Transfenessage.

Code: 14
Attributes are shown in Table 39b.

Table 39b—EAP Transfer— Response Transfer _attributes

Attribute Contents
EAP Payload Contains the EAP authentication data, not
interpreted in the MAC

The EAP Payload field carries data in the formacdeéed in RFC2254bis (or successor RFC) section 4.

7.6 User Authentication

11
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When PKM version 2 is neqgotiated which includesrifsgthentication, MSS and BS perform user authatitn using EAP
method. Based on to the operator’s local policy nB& not allow subsequent connection establishih&t$S denies user
authentication.

After SS authorization and AK exchange is completBS begins user authentication by sending an Eédriest Transfer
message to SS. After several EAP Request TransteEAP Response Transfer message exchanges, EABsSur Failure
message is sent to the SS from the BS. On recelti®) Success or Failure Transfer message, MSSndspuoith PKM-RSP
which has no EAP Payload.

If user authentication fails, BS terminates the l@ts@ssion information related with that SS or megin the session
information. Which EAP method is used depends aratpr’'s needs requirements and any method isxctuded by this
standard.

11.9.16 Version

Table 333—Version attribute values

Value Description

0 Reserved

1 PKM (Initial standard release)

2 PKM and EAP-based User Authentication
23-255 Reserved

12



