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Reply Comment on PKMv2 Key Hierarchy (C802.16e-04/217r1)
Chulsik Yoon, ETRI

PKMv2 Key Hierarchy document have some inconsistencies and errors on concept and terminologies. And,
need some enhancement to clarify the functionalities. The followings are the modified document correcting
these problems:

PKM version 1 defines a set of symmetric keys and their relationships, but a clear definition of the total key hierarchy is
not present. Neither is the context in which the AK is stored. There are vulnerabilities associated with this.

This proposal creates a well-defined set of security contexts and a clear key hierarchy for PKMv2. The approach adapts
the PMK1 key material and key deriving methodologies to achieve backward compatibility.

Two keying models are assumed. The first is a model where the master key at each base station is different between
different base stations. A full secure network entry is required to establish keying material when a mobile station hands
over.

The second model is where pre-authentication is used. The AAA server and the MSS share a master session key, called
the MICMSK. The PMK is derived from the masterkeyMSK, as a leftmost 160 bits of the MSK;-and-the-identities-efthe
BS-and-MSS. Thus there is a different AK per {BS,SS} tuple. The AAA server populates each BS with the appropriate
{BS,SS} AK, thus making it known to BS. Since the SS can derive the PMK, it does not need to enter into a key
establishment procedure with the target BS during a handover.

There is a PAK that may be derived from a certificated RSA exchange.

There is an AK, this is equivalent to the AK in the existing PKMv1 protocol. The AK is derived from the PMK and/or the
PAK, whichever is available.

A generic PRF Dot16KDF is defined to be used to derive keys. The definition of Dot16KDF varies based on the state
OMAC/HMAC bit from the authentication policy negotiation.

A 160 bit PAK is generated randomly in the BS and transmitted to the SS, encrypted with RSA during the PKMv2
authorization exchange.

If a PKMv2 authorization exchange takes place, followed by an EAP authentication exchange, the EAP messages may be
protected using two keys (EEK — EAP Encryption Key and EIK — EAP Integrity Key) derived from the PAK.

EEK || EIK || KDK = Dot16KDF(PAK, SSID || BSID || “EPK+EIK+KDK”, 384)

Here the order of SSID and BSID den’t-doesn’t matter, but it does matter that they are included.

MSK is generated in the AAA server and the SS as a result of an EAP based authentication exchange when the EAP
method used supports key establishment.

The PMK is the first 160 bits of the MSK reeeivedfromgenerated in the AAA server and the SS. The SS and the BS shall
discard the other MSK bits received.

If more keying material is needed for future link ciphers, the keylength of the PMK may be increased.

There are four possibilities for authorization and authentication exchanges during network entry. These possibilities arise
from the authorization and authentication stages being individually negotiable. In addition, the EAP method used in an
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EAP authentication exchange may or may not yield an M MSK. The following rules for deriving the AK are formulated
to accommodate these different cases:

If (the authorization exchange has been used yielding a PAK and the EAP authentication exchange has been used,
yielding an M&MSK) then
AK = Dot16KDF(PMK, SSID || BSID || AKID-AAID || PAK || “AK”, 160);
ElsIf (the authorization exchange has been used yielding PAK and the EAP authentication exchange has been used, but
not yielding an MMSK)) then
AK <=PAK—= Dot16KDF(0, SSID || BSID || AAID || PAK || “AK”, 160);
Elsif (the EAP authentication exchange has been used, yielding an MK) then
Ad==PMIic
AK = Dot16KDF(PMK, SSID || BSID || AKIBD-H“AK”, 160); ( In the EAP-only mode, AAID is not
known to each the BS and the SS. So, the AAID as an input parameter for generating AK is not appropriate.)
Elsif (the authorization exchange has been used) then
AK <=PAK= Dot16KDF(0, SSID || BSID || AAID || PAK || “AK”, 160);

Else
No security mode is selected
End if
The keys used for the OMAC tuple in management messages are derived from the AK as follows:

OMAC_KEY U || OMAC_KEY D || KEK == Dot16KDF(AK, SSID || BSID || “OMAC_KEYS+KEK?, 384)

The keys used for the HMAC tuple in management messages and the KEK used in the TEK exchange are derived from
the AK, the SSID and the BSID as follows:

HMAC KEY U | HMAC KEY D || KEK <= Dotl6KDF(AK, SSID || BSID || “HMAC_KEYS+KEK”, 448)
The TEK is generated as a random number in the BS and is encrypted using the corresponding TEK encryption algorithm
(e.g. AES KEY WRAP for SAs with the TEK encryption algorithm identifier in the cryptographic suite is equal to 0x04)
keyed with the KEK and transferred between BS and SS in the TEK exchange.

For the purpose of transferring GTEKs. The GKEK encryption key is derived as follows:
GKEKEK (GKEK Encryption Key) <= Dot16KDF(AK, “GKEKEK”, 128)

GKEK is encrypted with GKEKEK.

MAK is encrypted with the MAKEK, integrity checked with the MAKIK transferred to the MBS GSA. (The key
derivation rule for the MAKEK and the MAKIK is omitted in the document.)

MAKEK || MAKIK = Dot16KDF(AK, “MAKEK+MAKIK”, 256)

The keys within the MBS GSA are the same as for a GSA, however the MAK is used in place of the AK.

MEKEK-MAK and MFEK-MGTEK rules are as per the unicast key rules, but MAK and MFEK-MGTEK keys are common
and known to all members within an MBS group.
MTK = MBS #affieTransport key-Key = Dotl6KDF(MAK, MFEKMGTEK, 128)

For MBS services, the MBSGSAID is caused to be the same amongst group members, network side mechanisms that are
outside the scope of the standard.

Editor Instructions:
[In the appropriate PKMv2 part of of clause 7, insert:]

7.x.x.x Key Hierarchy

2




2004-11-12 IEEE C802.16e-04/564

The PKMv2 key hierarchy defines what keys are present in the system how keys they are generated.
Since there are two authentication schemes, one based on RSA and one based on EAP, there are two primary sources of
keying material.

Keying material is held within associations. There are four types of association: The Authorized Association (AA) that is
the top of the security hierarchy, security associations (SA) that maintain keying material for unicast connections, group
security associations (GSA) that hold keying material for multicast groups and MBSGSAs which hold keying material for
MBS services.

The keys used to protect unicast and multicast traffic are derived from source key material generated by the authentication
and authorization processes. The authorization process yields the Primary AK (PAK) and the EAP based authentication
process yields the MSK (Master Session Key). Keys used to protect MBS traffic are derived from the-MBSAKMAK,
which is supplied by means outside the scope of this specification. These keys form the roots of the key hierarchy.

[Insert in the appropriate place...]
7.x.x.x Authorized Association
The AA (Authorized Association) contains the primary keying material of the PKMv2 protocol. The contents are:

The AAID, a 16 bit identifier for the AA. This AAID shall be unique within a BS.

The Primary AK (PAK). A 160 bit key yielded from the authorization exchange. The PAK is only present if the
certificated RSA exchange took place, as a result of the authorization policy negotiation.

The Master Session Key (MSK). A 512 bit key yielded from an EAP method following the successful completion of that
EAP method during the EAP exchange-and-theleftmosttruneation-ofitsresult. The MSK is only present if the EAP
exchange took place, as a result of the authorization policy negotiation.

The Primary Master Key (PMK). A 160 bit key. It is the first 160 bits of the MSK.

The AK. A 160 bit authorization key.

The AK Key lifetime. This shall not exceed the MSK lifetime.

The EAP Encryption Key (EEK), a 128 bit key that may be used to protect EAP traffic.

The EAP Integrity Key (EIK), a 128 bit key that may be used to integrity protect EAP traffic.

The uplink OMAC key (OMAC _KEY U), a 128 bit key used as the keying material for the generation of uplink OMAC
digests.

The downlink OMAC key (OMAC _KEY D), a 128 bit key used as the keying material for the generation of downlink
OMAC digests.

The uplink HMAC key (HMAC KEY U), a 160 bit key used as the keying material for the generation of uplink HMAC
digests.

The downlink HMAC key (HMAC KEY D), a 160 bit key used as the keying material for the generation of downlink
HMAC digests.

The Group Key Encryption Key Encryption Key (GKEKEK), a 128 bit key used to encrypt keying material transferred
into a GSA.

The SAID list. A list of SAs secured under the AA.

The GSA list. A list of GSAs secured under the AA.

The MBSGSA list. A list of MBSGSAs secured under the AA.

7.x.X.x Security Associations
A security association contains keying material that is used to protect unicast connections. The contents of an SA are:

The SAID, a 16 bit identifier for the SA. The SAID shall be unique within a BS.
The KEK a 128 bit key encryptlon key, derived from the AK.

- (KIK is not required, because after the generation of the AK,
message authentlcatlon keys OMAC/HMAC keys are applied to the messages to transfer keys. Therefore, the KIK is not
required. OMAC/HMAC keys are enough.)
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TEKO and TEK1, 64 bit (DES)/ 128 bit (AES) traffic encryption keys, generated within the BS and transferred from the
BS to the SS using a secure key exchange.

The TEK Lifetimes TEKO and TEK1, a key aging lifetime value. These lifetimes shall not extend beyond the end of the
lifetime of the superior MSK lifetime.

PNO and PN1, 32 bit packet numbers for use by the link cipher for the AES-CCM.

RxPNO and RxPN1, 32 bit receive sequence counter, for use by the link cipher for the AES-CCM.

7.x.x.x Group Security Association

The Group Security Association (GSA) contains keying material used to secure multicast groups. These are defined
separately from SAs since GSA offer a lower security bound that unicast security associations, since keying material is
shared between all members of the group, allowing any member of the group to forge traffic as if it came from any other
member of the group.

The contents of a GSA are:

The Group Key Encryption Key (GKEK). Serves the same function as an SA KEK but for a GSA
The Group Traffic Encryption Keys (GTEKO and GTEK1). Serves the same function as an SA TEK but for a GSA.

7.x.x.x MBS Group Security Association

The primary keying material in the MBS Group Security Association is the MAK. This serves the same function as the
AK in the Authorized Association, however the MAK is provisioned by an external entity, such as an MBS server. The
MAK may be common between members of an MBS group.

The contents of an MBSGSA are:

The MAK, a 160 bit MBS AK, serves the same function as the AK but local to the MBSGSA.

The MGTEK, a 128 bit MBS Group Traffic Encryption Key, used indirectly to protect MBS traffic. It is updated more
frequently that the MAK.

The MTK, MBS Fraffie-Transport Key, a 128 bit key used to protect MBS traffic, derived from the MAK and MGTEK.

7.x.x.x. Key Derivation
All PKMV2 key derivations are based on the Dot16KDF algorithm as defined in 7.x.x.x Dotl1 6KDF.
EEK || EIK || KDK = Dot16KDF(PAK, SSID || BSID || “EEK+EIK+KDK?”, 384)
MSK is generated in the AAA server and the SS as a result of an EAP based authentication exchange.
PMK = first 160 bits of the MSK
If the authorization exchange has been used yielding a PAK and the EAP authentication exchange has been used, yielding
an MSK then the following AK construction shall be used:
AK = Dot16KDF(PMK, SSID || BSID || AAID || KDK || “AK”, 160);
Else if the authorization exchange has been used yielding a PAK and the EAP authentication exchange has been used, but
with an EAP method that does not yield key material then the following AK construction shall be used:
AK = Dot16KDF(0, SSID || BSID || AAID || KDK || “AK”, 160);
Else if only the EAP authentication exchange has been used, yielding an MSK then the following AK construction shall
be used:
AK = Dot16KDF(PMK, SSID || BSID || AAIB-H“AK”, 160);
Else if only the authorization exchange has been used then

AK = Dot16KDF(0, SSID || BSID || AAID || KDK || “AK”, 160);
4
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Keys used by the authentication tuples are generated as follows:
OMAC KEY U ||OMAC KEY D ||KEK == Dotl6KDF(AK, SSID || BSID || “OMAC_KEYS+KEK”, 384)
HMAC KEY U ||HMAC KEY D || KEK <= Dot16KDF(AK, SSID || BSID || “HMAC _KEYS+KEK”, 448)

The TEK is passed from the BS to the SS in a TEK exchange. It is encrypted using AESKEY—WRAP using-the
corresponding TEK encryption algorithm (e.g., AES KEY WRAP for SAs with the TEK encryption algorithm identifier
in the cryptographic suite is equal to 0x04) keyed with the KEK as-the-keyand transferred between BS and SS in the TEK

exchange.

GKEKEK (GKEK Encryption Key) <= Dot16KDF(AK, “GKEKEK?”, 128)
GKEK is encrypted with GKEKEK in group key transfers

The generation and transport of the MAK (MBS AK) and MGTEK (MBS Group Traffic Encryption Key) to the BS is
outside the scope of the 802.16 standard. The MAK and the MGTEK is encrypted w1th the MAKEK 1ntegr1tv checked
wrth the MAKIK transferred from the BS to the SS : s : 3 : : e

MAKEK|MAKIK = Dot16KDF(AK, “MAKEK+MAKIK”, 256)

The MBS Transport Key (MTK) is used to protect transport data. It is defined as follows:
MTK == Dot16KDF(MAK, MGTEK || “MTK”, 128)
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Figure xx outlines the process to calculate the AK when the authorization process has taken place, but where the EAP
based authentication process hasn’t taken place, or the EAP method used has not yielded an MSK:

PAK - 25@it Primary Authorization Key
Transferred from BS to SS using RSA

during the authorization process

dot &DR PAK
SSID 11 BSID Il AAID Il KDK Il “EEK+EIK +KDK?”,
384);

EEK (12&itk EIK (128bits KDK (12&it}

KDK

dot&DR O,

SSID I BSID Il AAID | KDK Il “AK?
160);

Transferred from BS to SS using RSA

PAK -160bit Primary Authorizﬁion Key
during the authorization process

dot &DR PAK
SSID 11 BSID Il “EEK+EIK +KDK?”, 384);

EEK (12&itp EIK (128bits KDK (12&ity

KDK

dot&DR 0

SSID 11 BSID I AAID Il KDK 1l “AK?
160);
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Figure xx outlines the process to calculate the AK when both the authorization exchange has taken place, yielding a PAK
and the EAP based authentication exchange has taken place, yielding an MSK:

MSK-512bit Master Shared Ke PAK-256bit Primary Authorization Key
Transferred to SS by EAP method Transferred from BS to SS using RSA
during the authentication exchange during the authorization process
dot &DR PAK
PMK = firstl 60bits of MSK SSID I BSID Il AAID Il KDK Il “EEK+EIK +KDK?”,
384y
_: EEK (128bits EIK (12&bity KDK (128bits
=
A

KDK

[
vy
dot EDR PMK

SSID 11 BSID Il AAID Il KDK Il “AK?
160);

5

MSK-512bit Master Shared Ke
Gnerated in the SS and the AABy
EAP method during the authenticatio

exchange

Transferred from BS to SS using RSA

PAK-160bit Primary Authorizﬁon Key
during the authorization process

) ) dot&DR PAK
PMK =firstl 60bits of MSK SSID Il BSID Il “EEK+EIK +KDK”, 384

EEK (128bits | EIK (128its KDK (128bitks

KDK

dot 8DR PMK
SSID | BSID Il AAID Il KDK Il “AK?
160);
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Figure xx outlines the process to calculate the AK when only the EAP based authentication exchange has taken place,
yielding an MSK:

MSK - 512it Master Shared Key
Transferred to SS by EAP method

during the authentication exchange

PMK =firstl 6(bits of MSK

iNd

\4

PMK
SSID |l BSID Il AAID [l “AK”)
160}

dot &DR

SK - 51it Master Shared Ke
Generated in the AAA and tI&S by
EAP method during the authentication|

exchange

PMK =firstl 6(bits of MSK

dot®&DR PMK
SSID Il BSID Il “AK” 160)
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AK-160bit Authentication Key
From AA

Figure xx outlines the unicast key hierarchy starting from the AK:

dot EDR AK dot&DR AK
SSID I BSID Il AAID Il “OMAC_KEYS +KEK”, SSID I BSID Il AAID |l “HMAC_KEYS +KEK?”,
384); 448);
OMACKEYU OMACKEYD KEK HMACKEYU HMACKEYD KEK
(128bity (128bity (128bits) (160bit9 (160bity (128bit9
AK-160bit Authentication Key
From AA
dot EDR AK dot&DR AK
SSID |l BSID |l “OMAC_KEYS +KEK?, SSID I BSID |l “HMAC_KEYS +KEK”,
384); 448);
OMACKEYU OMACKEYD KEK HMACKEYU HMACKEYD KEK
(128bity (128bity (128bits) (160bity (160bity (128bity

IEEE C802.16e-04/564
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Figure xx outlines the group and MBS key hierarchies starting from the AK and MAK respectively:

AK-160bit Authentication Key MAK-160bit MBS AK
From AA From external source
dot&DR AK dot 8DR AK
“GKEKEK?”, MGTEK Il “MTK”,
128); 128);
GKEKEK MTK
(128bity (128bits)
AK-160bit Authentication Key MAK-160bit MBS AK
From AA From external source
dot&DR AK dot DR MAK
“GKEKEK?”, MGTEK I “MTK?,
128); 128);
GKEKEK MTK
(128bity (128bits)
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[Insert under the cryptographic algorithms section]
7.x.x.x.x Dotl6KDF

The Dot16KDF algorithm is a CTR mode construction that may be used to derive an arbitrary amount of keying material
from source keying material.

In the case that the HMAC/OMAC setting in the authentication policy bits is set to OMAC, the algorithm is defined as:
Dot16KDF(key, astring, keylength) is

result = null;
Kin = Truncate (key, 128);
for (i = 0;1 <= int((keylength-1)/128); i++)
{
result <= result | Truncate (OMAC(Kin, i | astring | keylength), 128);

}

return Truncate (result, keylength);

}

In the case that the HMAC/OMAC setting in the authentication policy bits is set to HMAC, the algorithm is defined as:

Dotl6KDF(key, astring, keylength) is

f
a

result = null;
Kin = Truncate (key, 160):

for (1 = 0:1 <= int((keylength-1)/160); i++)

f
a

result <= result | Truncate (HMAC(Kin, i | astring | keylength), 160);

1
[E——

return Truncate (result, keylength);

—

In both cases, Truncate(a, n) returns the first n bits of string a and destroys any remaining bits.

The key is a cryptographic key that is used by the underlying digest algorithm (SHA-1 or OMAC-AES). ‘astring’ is an

octet string used to alter the output of the algorithm. ‘keylength’ is used to determine the length of key material to

generate and is used in the digest input data to prevent extension attacks. Truncate(x,y) is the rightmest-leftmost y bits of a |
value x only if y <=x.

[Change 11.9.3 as below to add in support for the AES Key Wrap algorithm, unless it is fixed in the .16-2004
correigendum]

11.9.3 TEK

Description: This attribute contains a quantity that is a TEK key, encrypted with a KEK derived from the
AK.

Type Length Value (String)
8 8,16 or 24 Encrypted TEK

11
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When the TEK encryption algorithm identifier in the SA is 0x01, the length shall be 8 and the TEK shall be
encrypted with 3DES in EDE mode according to the procedure defined in 7.5.2.1.

When the TEK encryption algorithm identifier in the SA is 0x03, the length shall be 16 and the TEK shall be
encrypted with AES in ECB mode according to the procedure in 7.5.2.3

When the TEK encryption algorithm identifier in the SA is 0x04, the length shall be 24 and the TEK shall be
encrypted with the AES Key Wrap algorithm according to the procedure in 7.5.2.4

[Insert an entry for AES Key Wrap into table 375a]

Table 375a—TEK encryption algorithm identifiers

Value Description

0 Reserved

1 3-DES EDE with 128-bit key

2 RSA with 1024-bit key

3 ECB mode AES with 128-bit key
4 AES Key Wrap with 128 bit key
35-255 Reserved
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