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802.16e Crypto Synchronized HMAC Message Authentication

Samsung Electronics

1 Scope of this document

This document outlines how to provide Crypto Synchronized HMAC Message Authentication

2 Background

Current Message Authentication Code, HMAC-Digest doesn’t include any time related information for HMAC calculation that may
open vulnerability for replay attacks for some MAC Management messages such as Location Update, Key Request, DASX and
Registration message. In this contribution we propose to add PHY_SYNC in DL_MAP in computation for HMAC-DIGEST (see
figure-1) in case of Crypto synchronized HMAC is supported in both SS and BS and negotiated during SBC Capability negotiation.

3 Attack Scenario

Rogue SS could capture MAC management messages and replay it later on to produce-unauthorized effect.

4 Proposed solution

Crypto Synchronized HMAC Digest shall be computed as below:

- HMAC (160bits) = SHA1 (HMAC_KEY_D/U XOR opad, SHA1( HMAC_KEY D/U XOR ipad, text ))

B ipad (512 bits) = 0x36 repeated 64 times
B opad (512 bits) = 0x5c repeated 64 times
B text = DL_MAP PHY Synchronization field (32bits) XOR LSB 32bits of MAC Management messages
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Proposed Text Change
[Add following as shown]

7.5.3 Calculation of HMAC-Digests

The calculation of the keyed hash in the HMAC-Digest attribute and the HMAC Tuple shall use the HMAC
(IETF RFC 2104) with the secure hash algorithm SHA-1 (FIPS 180-1). The downlink authentication key
HMAC_KEY_D shall be used for authenticating messages in the downlink direction. The uplink authentication
key HMAC_KEY _U shall be used for authenticating messages in the uplink direction. Uplink and

downlink message authentication keys are derived from the AK (see 7.5.4 below for details). The HMAC
Sequence number in the HMAC Tuple shall be equal to the AK Sequence Number of the AK from which the
HMAC_KEY_x was derived.

In Mesh Mode HMAC-Digests calculated with the key HMAC_KEY _S shall be supported. When calculating
the digest with this key the HMAC sequence Number in the HMAC tuple shall be equal to the Operator
Shared Secret Sequence Number.

The digest shall be calculated over the entire MAC Management message with the exception of the HMAC Digest

and HMAC Tuple attributes.__

HMAC-Digest calculation for certain types MAC Management messages shall include PHY _Synchronized field in DL_MAP for
protection against replay attack. The text of HMAC-SHA-1, the entire MAC message shall be initialized with the exclusive-OR
(XOR) of the PHY Synchronized field of the latest DL-MAP.
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11.3.2.11 Authorization Policy Support

This field indicates authorization policy that both SS and BS need to negotiate and synchronize. A bit value
of 0 indicates “not supported” while 1 indicates “supported.” If this field is omitted, then both SS and BS
shall use the IEEE 802.16 essential privacy method, constituting X.509 digital certificates and the RSA public
key encryption algorithm, as authorization policy.

Type Length Value Scope
5.25 1 Bit# 0: IEEE 802.16 essential privacy (Legacy PKM) -Default SBC-REQ (see 6.4.2.3.23)
Bit# 1: Authorization via PKM EAP SBC-RSP (see 6.4.2.3.24)

Bit# 2: Crypto Synchronized HMAC
Bit# 3-7: Reserved for open privacy. Set to 0




