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PKM version 2

EAP Enhancement

JUNHYUK SONG,, YONG CHANG
Samsung Electronics

INTRODUCTION

RFC3748 (EAP) describes possible threat model against EAP message running over wireless network. Most of the attack is caused by
lacking of link layer security. Current PKMv2 has a consideration for protecting EAP message if the link layer security is enabled by either
RSA or EAP. PKMv2 Key Hierarchy defined key derivation for EAP Integrity Key (EIK), however it is missing the related message format,
text and procedure. This contribution defined additional PKM EAP messages for protecting EAP message that will cryptographically bind
device and user if the link layer security is enabled.

Proposed solution

Genernic PKM
MAC EAP message OMAC | CRC
Header
Header
OMAC digest to protect
EAP message
Attribute Contents
Key Sequence Number AK Sequence Number
EAP Protocol Contains the EAP authentication data, not interpreted in the MAC
OMAC Digest Message Digest calculated using EIK
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Changes to 802.16e D5a text

[Newly insert the following code and message name into Table 26 PKM Message Codes]

Code PKM Message Type MAC Management Message Name
24 Protected EAP PKM-REQ/PKM-RSP |
25-255, 24-255 reserved - |

[Newly add the following message after 6.3.2.3.9.21]

6.3.2.3.9.22 Protected EAP messages

If EIK is available and an MSS or BS has an EAP message received from an EAP method for transmission, it encapsulates EAP message in a
Protected EAP Transfer message

Code: 24
Attributes are shown in Table 371

Table 371 Protected EAP message Attributes

Attribute Contents

Key Sequence Number AK Sequence Number

EAP Protocol Contains the EAP authentication data, not interpreted in the MAC
OMAC Digest Message Digest calculated using EIK

The EAP Payload field carries EAP data in the format described in RFC 3748

The OMAC-Digest attribute shall be the final attribute in the message’s attribute list.

Inclusion of the OMAC digest allows the MSS and BS to cryptographically bind previous authorization and following EAP
authentication by authenticating the EAP message. The OMAC-Digest’s authentication key is derived from the AK

[Changes to the section 7.2.1.3 as followings]

7.2.1.3 MSS authorization and AK exchange overview
MSS authorization, controlled by the Authorization state machine,
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a)-is the process of the BS authenticating a client MSS’s identity

ab) Tthe BS and MSS establishing a shared AK by either RSA or EAP, from which a key encryption key (KEK), EAP Integrity Key
(EIK) and message authentication keys are derived

be) Tthe BS providing the authenticated MSS with the identities (i.e., the SAIDs) and properties of primary and static SAs the MSS is
authorized to obtain keying information for

o

After achieving initial authorization, an MSS periodically reauthorize with the BS; reauthorization is also managed by the MSS’s
Authorization state machine. TEK state machines manage the refreshing of TEKS.
f) The MSS or BS may run optional protected EAP messages for additional authentication

7.2.1.3.1 Authorization via RSA authentication protocol

An MSS begins authorization by sending an Authentication Information message to its BS. The Authentication Information message
contains the MSS manufacturer’s X.509 certificate, issued by the manufacturer itself or by an external authority. The Authentication
Information message is strictly informative; i.e., the BS may choose to ignore it. However, it does provide a mechanism for a BS to
learn the manufacturer certificates of its client MSS.

The MSS sends an Authorization Request message to its BS immediately after sending the Authentication Information message. This
is a request for an AK, as well as for the SAIDs identifying any Static Security SAs the MSS is authorized to participate in. The
Authorization Request includes

a) a manufacturer-issued X.509 certificate

b) a description of the cryptographic algorithms the requesting MSS supports; an MSS’s cryptographic capabilities are presented to the
BS as a list of cryptographic suite identifiers, each indicating a particular pairing of packet data encryption and packet data
authentication algorithms the MSS supports

¢) the MSS’s Basic CID. The Basic CID is the first static CID the BS assigns to an MSS during initial ranging—the primary SAID is
equal to the Basic CID

In response to an Authorization Request message, a BS validates the requesting MSS’s identity, determines the encryption algorithm
and protocol support it shares with the MSS, activates an AK for the MSS, encrypts it with the MSS’s public key, and sends it back to
the MSS in an Authorization Reply message. The authorization reply includes:

a) an AK encrypted with the MSS’s public key

b) a 4-bit key sequence number, used to distinguish between successive generations of AKs

¢) a key lifetime

d) the identities (i.e., the SAIDs) and properties of the single primary and zero or more static SAs the
MSS is authorized to obtain keying information for

While the Authorization Reply shall identify Static SAs in addition to the Primary SA whose SAID matches the requesting MSS’s
Basic CID, the Authorization Reply shall not identify any Dynamic SAs.
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The BS, in responding to an MSS’s Authorization Request, shall determine whether the requesting MSS, whose identity can be
verified via the X.509 digital certificate, is authorized for basic unicast services, and what additional statically provisioned services
(i.e., Static SAIDs) the MSS’s user has subscribed for. Note that the protected services a BS makes available to a client MSS can
depend upon the particular cryptographic suites MSS and BS share support for.

An MSS shall periodically refresh its AK by reissuing an Authorization Request to the BS. Reauthorization is identical to
authorization with the exception that the MSS does not send Authentication Information messages during reauthorization cycles.
Subclause 7.2.4’s description of the authorization state machine clearly indicates when Authentication Information messages are sent.

To avoid service interruptions during reauthorization, successive generations of the MSS’s AKs have overlapping lifetimes. Both MSS
and BS shall be able to support up to two simultaneously active AKs during these transition periods. The operation of the
Authorization state machine’s Authorization Request scheduling algorithm, combined with the BS’s regimen for updating and using a
client MSS’s AKs (see 7.4), ensures that the MSS can refresh.

After successful RSA based authorization if the MSS or BS wants to run additional EAP authentication, the protected EAP message shall
carry EAP message. It shall cryptographically bind RSA and further EAP authentication.

7.2.1.3.2 Authorization via PKM Extensible Authentication Protocol
If MSS requests EAP based authorization and BS allows it, an MSS begins authorization by following steps: |

The first steps of the authorization flow are as follows:
a) 5-Upon successful completion of ranging (and capabilities exchange), a logical signal (ie. “link activation”) is sent upwards on the |
Logical Control Interface at the BS (ie. the EAP authenticator). This will cause the authenticator to begin the authentication sequence.

b6) EAP on the Authenticator sends an EAP-Request message to the supplicant. This Request might be an EAP identity request or the |
beginning of an EAP method. The message is encapsulated in a MAC management PDU and transmitted.

¢7) EAP on the supplicant receives EAP-Request, passes it to the local EAP method for processing,and transmits EAPResponse.
Steps-2-and-3-(EAP-Request/Response exchange) continue as many times as needed_based on EAP authentication method.

After one or more EAP-Request/Response exchanges, the authentication server (whether local to the Authenticator or connected
remotely via an AAA protocol) determines whether or not the authentication is successful.

The next steps of the authorization flow are as follows:
d8) Upon success, EAP on the authenticator transmits a “success” signal on the logical control interface to fully activate the airlink. |

€9) EAP on the authenticator transmits EAP-success, which is then encapsulated in a MAC management message and transmitted to |
the supplicant.

f18) EAP on the supplicant transmits a “success” indication on the logical control interface to fully activate the airlink. |
g31) Both EAPs (authenticator and supplicant) export the AAA-key across the logical control interface. |

As detailed in [3], the AAA-key is the shared “master key” that is derived by the two sides in the course of executing the EAP inner
method. The authentication part of the authorization flow (and the involvement of the generic EAP layer) is now complete.

The final steps of the authorization flow:
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h1) The BS and MSS each derive the EAP Master Key from the AAA-Key. The EAP Master Key is derived simply the taking the 32 |
lowest order octets of the AAA-Key.

i2) BS sends the EAP-Establish-Key-Request PKM message (including a 32-byte nonce) to the MSS. The MSS then generates its own |
32-byte nonce, and derives a Transient Key (TK) as follows:

TK = PRF-384(EAP Master Key, “Pairwise key expansion”,

Min(BSld, SSId) |

Max(BSld, SSld) |

Min(BS-Generated-Nonce, MSS-Generated-Nonce) |

Max(BS-Generated-Nonce, MSS-Generated-Nonce))

where

PRF-384 (K, A, B) :=

fori=0to 3 do

R =R|HMAC-SHA-1(K,A|0|B|1i)

return LeastSignificant-384-bits(R).

and “|” denotes bitstring concatenation.

The MSS then derives Key Confirmation Key (KCK) and Authorization Key (AK) as follows:

KCK = bits 0-127 (ie. lowest order) of the TK (first 16 octets)

AK = bits 224-383 of the TK (last 20 octets)

The BS can attempt to use a cached or handover-transferred Master Key and avoid a full reauthentication.

To do this, it sends EAP-Establish-Key-Request specifying the MKID attribute, which identifies by name the Master Key that the
MSS should use for AK establishment if it also has the MK cached.

i3) SS sends the EAP-Establish-Key-Reply PKM message (including the 32-byte nonce that it used to derive TK) to the BS. EAP- |
Establish-Key-Reply includes an HMAC Tuple TLV, which must be calculated using the KCK derived above.

Upon receipt of the EAP-Establish-Key-Reply, the BS computes the TK, KCK, and AK as above.

BS then validates the HMAC Tuple. If the HMAC tuple is incorrect, BS discards the message without

responding.

If the MSS elects not to proceed with key establishment (eg. the EAP-Establish-key-request specified

an unknown MKID), the MSS sends EAP-Establish-Key-Reject instead.

k4) BS sends the EAP-Establish-Key-Confirm PKIM message to supply the MSS with its SA information |
and activate the AK.

After successful EAP based authorization if the MSS or BS wants to run additional EAP authentication, the protected EAP message shall
carry EAP message. It shall cryptographically bind previous RSA authorization and further EAP authentication, while protecting following

EAP message.




