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PKM version 2

AES-KEY WRAP Clarification

JUNHYUK SONG, JICHEOL LEE, YONG CHANG

Samsung Electronics

INTRODUCTION
AES-KEY WRAP is supported in PKMv2 but Table 377 and 378 doesn’t specify AES-KEY WRAP

Changes to 802.16e D6 text

11.9.14 EAP Cryptographic Suite
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[Change Table 377]

Table 377—TEK encryption algorithm identifiers

Value Description

0 Reserved

1 3-DES EDE with 128-bit key

2 RSA with 1024-bit key

3 ECB mode AES with 128-bit key

4 AES Key Wrap with 128-bit key

5-255 Reserved

[Change Table 378]

Table 378—Allowed cryptographic suites

Value Description

0x000001 No data encryption, no data authentication & 3-DES, 128

0x010001 CBC-Mode 56-bit DES, no data authentication & 3-DES, 128

0x000002 No data encryption, no data authentication & RSA, 1024

0x0120002 CBC-Mode 56-bit DES, no data authentication & RSA, 1024

0x020103 CCM-Mode 128bits AES, CCM-Mode, AES ECB mode AES with 128-

bit key

0x020104 CCM-Mode 128bits AES, CCM-Mode, AES Key Wrap with 128-bit key

0x800003 MBS CTR mode 128 bits AES with 32 bits nonce, no data authentication,

AES ECB mode AES with 128-bit key
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0x800004 MBS CTR mode 128 bits AES, no data authentication, AES Key Wrap

with 128-bit key

All remaining values Reserved


