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PMK context separation from AK context

defiMandin{basedon+tby-Yigal Eliaspur(lntel), Jeff Mandin(Streetwaves
Networking), Avishay Shrag(Intela)

1. Motivation

According to EAP-review (http://www.drizzle.com/~aboba/EAP/review.txt):

PMK is maintained in a higher and a separate entity then the AK (e.g. BS/Authenticator vs.
BS port).
_Thus the PMK context definition shall be separated from the AK one,

2. Proposed solution

Extract PMK from the AK context. Create a separate PMK context and define the way it
should be used and managed

3. Changes summaryto 802.16e / D9

the base standard]

[then ehange-modify the contents of table 133 7:2:2:4-1-s0 that it appears like the following:ak-
eontext|

7 K o d edind ble:
Table 133 — AK context for PKMv?2



2005-11-09 IEEE C802.16e-05/301r5

context Parameter Si Usage

ze

Primary AKAPAD Akey-yielded-from
the RSA
borizat

e N N s 2B -

B DR




2005-11-09

PMK—sequenee number

AK

AKID

AK sequence number

16
bit
64
bit

bit

th o gt N

IEEE C802.16e-05/301r5

The authorization
key, calculated as
defined in 7.2.2.2.3

AKID = Dot16KDF
(AK, AK SNISSID|
BSID|"AK", 64)
Sequence number
of root keys (PAK
and PMK) for the
AK. This value

is the least
significant 2-bit of
PAK sequence
number
concatenated

with the least
significant 2-bit of
PMK sequence
number.

If AK = f (PAK and
PMK), then AK SN
=PAK SN + PMK
SN

If AK = f (PAK),
then AK SN = PAK
SN

If AK = f (PMK),
then AK SN = PMK
SN
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This is the time this
key is valid; it is
calculated AK
lifetime =
MIN(PAK lifetime,
PMK lifetime) -—
when this expires,
re-authentication

1s needed.

The sequence
number of the PMK

that this AK is
derived from

The key which is
used for signing UL
management
messages

Used to avoid

UL replay
attack on the

management
connection —
when this
expires re-
authentication
is neededthe

key-whieh-is

which is used

for signing
DL
management
messagessed
to—avordUk
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Used to avoid

DL reply
attack on the

management
connection —
when this

expires re-
authentication

is neededThe

key-whiehts
used-for
e DL
mattagement
messages
Used to
encrypt

transport keys
from the BS

to the SSUsed
toavotdDE

EREN

[Insert new section 7.2.2.4.2:]

| 7.2.2.4.X%2 PMK_C-eontext

The PMK context ef PMHincludes all the-parameters eonneeted-toassociated with the PMK._
This context is created enee-when EAP Authentication completesd.
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The PMK context is described in the table XXX

Table xxx

Parameter Size Usage

PMK 160 A key yielded from the EAP-based
bits authentication.

PMK PMK sequence number, when the

sequence its EAP-based authorization is

numberRema achieved and a key is generated.

e PMK The most significant 2 bits are the
Hfetime sequence counter. And the least

significant 2 bits set to 0.
PMIC Hfetime—effectivef ]

7.2.2.4.3 PAK-context

The PAK context includes all parameters associated with the PAK. This context is created when RSA
Authentication completes.
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Paramete S Usage
I 1
VA
5]
PAK 1 A key vielded from the RSA-based
6 authentication.
0
b
i
t
S
PAK - PAK lifetime, from when the RSA-based authorization is achieved.

Lifetime The value of PAK lifetime is initially set to a default
value. The 3-way

handshake may subsequently change
this value

PAK PAK sequence number, when the RSA-based
sequence authorization is achieved and a key is generated.

[

number _h The most significant 2 bits are the sequence
1 counter. And the least significant 2 bits set to 0.
t
S
102 PKM-parameter-vatues
Inserttotable 343
System Name Deseription Min Defaut Max
vala tvalae valte
e
SS+BS PMIK Fhe Ssee 10sce +5min9o
hfetim Hifetime O=see
€ asstghed-to
aPMK
when
ereated-or
reeetved
fromAAA
SCrvet
Fype Eength Vatae Seope
27 Vartable Compotind Atith-reptay
PMICv2-rsareply




2005-11-09 IEEE C802.16e-05/301r5

-
FamE

%
F




