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Abstract

Purpose Adoption

. This document has been prepared to assist IEEE 802.16. It is offered as a basis for discussion and is not binding

Notice on the contributing individual(s) or organization(s). The material in this document is subject to change in form
and content after further study. The contributor(s) reserve(s) the right to add, amend or withdraw material
contained herein.
The contributor grants a free, irrevocable license to the IEEE to incorporate material contained in this

Release contribution, and any modifications thereof, in the creation of an IEEE Standards publication; to copyright in the
IEEE’s name any IEEE Standards publication even though it may include portions of this contribution; and at the
IEEE’s sole discretion to permit others to reproduce in whole or in part the resulting IEEE Standards publication.
The contributor also acknowledges and accepts that this contribution may be made public by IEEE 802.16.

Patent The contributor is familiar with the IEEE 802.16 Patent Policy and Procedures

. <http://ieee802.org/16/ipr/patents/policy.html>, including the statement "IEEE standards may
Policy and . X . > . .
Procedures include the known use of patent(s), including patent applications, provided the IEEE receives

assurance from the patent holder or applicant with respect to patents essential for compliance
with both mandatory and optional portions of the standard." Early disclosure to the Working
Group of patent information that might be relevant to the standard is essential to reduce the
possibility for delays in the development process and increase the likelihood that the draft
publication will be approved for publication. Please notify the Chair
<mailto:chair@wirelessman.org> as early as possible, in written or electronic form, if patented
technology (or technology under patent application) might be incorporated into a draft standard
being developed within the IEEE 802.16 Working Group. The Chair will disclose this
notification via the IEEE 802.16 web site <http://ieee802.org/16/ipr/patents/notices>.
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Problem Definition

In section 7.5.1.2.4, PN window has been defined for SA and it can be negotiated during SBC exchanges.
But since no SA is created for basic and primary management connections which also need PN window to
protect against replay attack, PN window for the two management connections shall be also defined and
negotiated.

Proposed Text Changes

[modify the paragraph before as follows:]

The receiver shall maintain a PN window whose size is specified by the PN WINDOW _SIZE parameter

pet-SAID for SAs and management connections as defined in 11.9.36. Any received PDU with a PN lower than the beginning of the
PN window shall_be discarded as a replay attempt. The receiver shall track PNs within the PN window. Any PN that is

received more than once shall be discarded as a replay attempt. Upon reception of a PN which is greater than

the end of the PN window, the PN window shall be advanced to cover this PN.

[modify the 11.8.4.4 as follows:]

11.8.4.4 PN_WINDOW _SIZE

Specifies the size capability of the receiver PN window per-SAHD- for SAs and management connections. The receiver shall track
Operator Operator
PNs within this window to prevent replay attacks (see 7.5.1.2.4).Network Network



