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Corrections for SA type

Seokheon Cho, Taeyong Lee, Chul Park, and Chulsik Yoon

ETRI

Introduction

0.1 IEEE P802.16e/D9 Status and Problems

The SA type attribute specifies several SAs, such as Primary SA, Static SA, Dynamic SA, Group SA, and MBS SA.

Primary SA, Static SA, and Dynamic SA have characteristics as follows:

Primary SA is the fundamental SA. Static SA is an SA that the MS is authorized to obtain keying materials. Dynamic SA is an SA

that the BS establishes and eliminates dynamically in response to the enabling or disabling of service flows.

The secondary management connection shall be mapped to Primary SA. The multicast transport connection shall be mapped to

Static SA or Dynamic SA. The unicast transport connection shall be mapped to Primary SA, Static SA, and Dynamic SA.

Meanwhile, cell-based multicast service and MBS service are carried on the multicast transport connection, because those

services are a kind of multicast service. So, cell-based multicast service and MBS service can be mapped to multicast transport

connection.

In addition, those services can be authorized to the MS or provided dynamically.

Unicast service is carried on and mapped to the unicast transport connection. Also, unicast service can be authorized to the MS or

provided dynamically.

That is, an SA for cell-based multicast service, MBS service, or unicast service is not independent from Static SA or Dynamic SA

but a sub-SA of Static SA or Dynamic SA.

0.2 Solutions

There exists only Primary SA, Static SA, and Dynamic SA.

Unicast service, cell-based multicast service, and MBS service can be defined as the SA service type, because an SA for cell-

based multicast service, MBS service, or unicast service is not an independent SA but a sub-SA of Static SA or Dynamic SA.
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The SA service type shall be defined, only when SA type is Static SA or Dynamic SA.
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Proposed Changes into IEEE P802.16e/D9

[Delete 11.9.18:]

11.9.18 SA type

Table 381 – SA type attribute values

Value Description

3 Group

4 MBS

5-127 reserved

128-255 Vendor specific

[Insert new subclause 11.9.36:]

11.9.36 SA service type

Description: This attribute indicates service types of the corresponding SA type. This attribute shall be defined, only when the SA

type is Static SA or Dynamic SA.

Table 381 – SA service type attribute values

Type Length Description

31 1 0: Unicast service

1: Cell-based multicast service

2: MBS service

3-255: Reserved
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[Change the Table 370 in sub-clause 11.9:]

11.9 PKM-REQ/RSPmanagement message encodings

Table 370-PKM attribute types

Type PKM attribute

29 Nonce

30 Auth Result Code

31 Reserved

SA service type

32 Reserved

33 SS_RANDOM

… Rest of the attributes of this

table remains the same.

[Change the Table 370 in sub-clause 11.9:]

11.9.17 SA-Descriptor

Description: The SA-Descriptor attribute is a compound attribute whose subattributes describe the properties of a Security

Association (SA). These properties include the SAID, the SA type, the SA service type, and the cryptographic suite employed

within the SA.
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Table 380-SA-Descriptor subattributes

Attribute Contents

SAID Security Association ID

SA-Type Type of SA

SA service type Service type of the corresponding SA type. This

shall be defined, only when SA type is Static SA

or Dynamic SA.

Cryptographic-Suite Cryptographic suite employed within the SA

Type Length Description

23 variable The Compound field contains the subattributes shown in Table 380.
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