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Abstract

A proposal to disambiguate the key that is being referred to in the TEK
state machine

Purpose

To correct errors in the TEK state machine.
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Background

The text of the TEK state machine is unclear about what key is being referred to in the key update. The
insertion of the work ‘newer’ in states 8-B and 8-E, along with a change to the diagram clear this up.

This change was proposed for corl by Piter-Paul Giesberts. However it did not get properly considered by

the group. This document merely recreates that proposal as an edit to 16e. My analysis and that of others I
have consulted identify that this proposal is correct ad the error is real.

Proposal

[Change text of 8-B and 8-E of 7.5.2.1 as indicated]
7.2.5.1 Actions

8-B Op Wait (Key Reply) — Operational

a) Clear Key Request retry timer
b)  Process contents of Key Reply message and incorporate new keying material into key database

¢) Set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the newer key’s scheduled
expiration

8-E Rekey Wait (Key Reply) — Operational

a) Clear Key Request retry timer
b) Process contents of Key Reply message and incorporate new keying material into key database

c¢) Set the TEK refresh timer to go off “TEK Grace Time” seconds prior to the newer key’s scheduled
expiration

[Replace Figure 134 TEK Management in BS and SS on page 293 with:]
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