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Motivation (1)

In 802.16eMIAC management messacare sent over the air interface with
clear text

HMAC or CMAC is applied to MAC management messtmprovide
message authentication, but no encryption is used.

An intrudercanobtain the informatioicarried in the MAC management
message sent from/to other MSsdoyiply listening to the air interfa@nd
ISSue security attack.
— Example 1: By listening to RNG-REQ/RSP messages)tauder can obtain
MS’s MAC address, station identifier and mappingnszn them.

— Example 2: By listening to DSA-REQ/RSP messadwesirttruder can obtain
what type of application an MS is running and tleeimespondent IP address
and port number.

Using the current 16e approach, the followirign requirement cannot be
reached

— “Confidentialityof user-related daf@.g., location privacy, user identity)”



Motivation (2)

« Sending MAC address over the air is not an issuke a
cannot be completely avoided.

— MAC address is needed for BS to obtain MS related
Information from other network entities.

— MAC address is used by BS to generate variougisgcu
keys.

— Certificate which contains MAC address is sent dke air
In clear text.
 Revealinghe mapping between MAC address and
Station IDis the real problem to be solved.
— By monitoring the ranging procedures, an intruzier

obtain the mapping between MAC address and StHiipn
based on which perform specific attack to that figadser.



Proposed Solution — Encryption of MAC
Management Messages

MAC management messages that carry user-
related data are encrypted

Special flow identifiers can be used to carry
MAC management messages that are
encrypted.

The key used for encryption/decryption could
be the same as TEK In 16e or a different key
(FFS).



Proposed Solution -

emporary Station Identifier

Temporary Station Identifier MS BS

(STID)is assigheuring
Initial rangingprocess.

After being assigned, it is used
for the subsequent network
entry procedures until the
normal STID is allocated.

Normal STIDis assigned
during/afterauthentication
process, and the assignment
message shall becrypted

The temporary STID is then
released and normal STID is
used for all the remaining
transactions.
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Capability Exchange

Authentication/Authorization > Temporary STID

Identifier Assignmentgncrypted STID
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Proposed SDD Text

Section 10.12: Security

 MAC management messages that carry user-relatachdaencrypted.
Different management connections are used to escyypted and non-

encrypted MAC management messages.

Section 10.x: Network Entry

 Two types of station identifiers are assigned ® diring network entry
process and one of them will be used for the gethaie period.

« Atemporary station identifier is assigned dunimgjal ranging process,
and is used during the subsequent network entmgepdoes until the
normal station identifier is allocated.

« The normal station identifier is assigned durinthantication process, and
the assignment message is encrypted.

« The temporary station identifier is released afiemmal station identifier is
assigned, and the normal station identifier is dsedll the remaining
transactions.



