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Background

e Two security models are adopted3in2.16j

e Centralized security model

— SA is established between BS and MS; No MS kelsisibuted to RSs; RS
just forwards user traffic without decryption amdancrytion
— Pros: Simple; RS cannot see user data content

— Cons: Doesn't allow refragmentation/repacking maal bandwidth allocation
based on piggybacked BR due to encrypted subheddesshead due to ICV
for each MS MAC PDU

e Distributed security model

— SA is established between BS and MS; MS AK igithigted to access RS;
Access RS generates/distributes TEK for accessR&kdecrypts user traffic
from access link using MS TEK and encrypt the tlipaeket using RS TEK

— Pros: Enables refragmentation/repacking and loaadlwidth allocation based
piggybacked BR

— Cons: MS AK (which is the base for all the othey% is transferred to RS; RS
can see user data content



Motivation

e There are iIssues with both centralized and
distributed security model in 16j.

 However with the 16j requirement of no
change to MS, nothing can be done.

* \We propose a new security model for .16m
relay, which providestegrity protection for
data sent over access liakdend-to-end
encryption between BS and MBhere isno
need to transfer MS AK to RS



Proposed Solution — Hybrid Security Model

MS is aware that it attaches to a BS or RS.

MS Authentication is performed between MS and B, the involvement of RS.
Subheaders are not encrypted but protected with ICV

Data trafficis encrypted/decrypteby MS and BS usingEK which isonly known

to MS and BSRS cannot decryptser data.

— In order to reduce overhead, use the encryptgoridhm that doesn’t support integrity
protection when refragmentation/repacking is usectiay link.
ICV is added to the encrypted data to providegrity protectiorof data sent over
access link

— The key used to generate ICV ikey shared between MS and accesswiiich could
be generated and distributed by BS or RS.

— ICV used over access link is removed after RS/Miffies the data sent over access link.
ICV is added to the end of payload of relay MACUPI® provideintegrity
protectionof data sent oveelay link

— The key used to generate ICV iBey shared between BS and,R8d could be derived
from RS AK, or generated and distributed by BS.



Keys Used for Different Links

A-RS AK,
Relay Data MAC key Access Data MAC Key

BS ARS MS

MS AK, TEK

 Between BS and MS
— MS AK
— TEK (generated and distributed by BS) — used toygtlecrypt user data

— E2E MAC key (derived from AK) — used to authentic®tAC mgt msgs that
are only processed by BS and MS

 Between BS and A-RS
— A-RS AK
— Relay Data MAC key (derived from A-RS AK or gertechand distributed by
BS) — used to provide integrity protection to thermugata on relay link
 Between A-RS and MS

— Access Data MAC key (generated and distributeB®y— used to provide
integrity protection to the user data on access lin



Example Processing of UL User Data and
Benefits

plaintext ciphertext Icv ciphertext Icv
A
) ) Generating ICV using Relay Data Authenticating data using
Encryption using MS TEK MAC Key Relay Data MAC Key
v v
ciphertext ciphertext ciphertext
A - _
Generating ICV using Access Data Qﬁgﬁgg;ﬁtmg data using Access Data Decryption using MS TEK
* MAC Key
A 4
ciphertext Icv ciphertext Icv plaintext
MS RS BS

— No MS AK distribution to RS
— RS is not able to see the content of user data
— Allow local authentication at access link

— All keys are generated at BS so that no secuoityext transfer is needed at
relay link during HO



Proposed Text

15 Support for multihop relay
15.x Security Model

MS Authentication is performed between MS and Bifjout the involvement of
RS.

Data traffic is encrypted and decrypted by MS Bdusing TEK which is shared
between MS and BS. RS doesn’t decrypt user data.

Integrity protection of the user data sent overdhcess link is provided using the
key shared between MS and access RS, which cougdrmrated and distributed
by BS or RS. The ICV used over the access linknsaved from the MAC PDU
after RS verifies the integrity of the UL data semer access link.

Integrity protection of the user data sent overrelay link is provided using the
key shared between BS and access-RS, which cowdrbed from RS AK, or
generated and distributed by BS. The ICV used miay link is removed from
relay MAC PDU after the access-RS verifies thegritg of the DL data sent over

the relay link.



