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. Introduction

In reference system there is no explicit means bichvidentity of user is protected. During initrainging
and certificate exchange during authorization AM@@1Address (AMS ID) is transmitted in the clear.
Hence, the identity or location information candaesily inferred from fixed AMS MAC address, resofit
which violates the security aspects of IEEE 802.18RD. However, sending MAC address over the air
cannot be completely avoided. MAC address is neéoleBS to obtain MS related information from other
network entities. MAC address is used by ABS toegate various security keys. Certificate which eord
MAC address is sent over the air in clear text. Howprotect MAC address in the initial ranging and
certificate needs more study. However, the mapbetgreen MAC address and Station ID should be solved
This is because by monitoring the ranging procesjus@ intruder can obtain the mapping between MAC
address and Station ID, based on which performifipattack to that specific user.

In order to solve the problem above, a Temporaayi@t Identifier (STID) is assigned during initianging
process. After being assigned, it is used for tlEssquent network entry procedures until the no&TdD

is allocated. Normal STID is assigned during/a#tethentication process, and the assignment messadje
be encrypted. The temporary STID is then releassdl mormal STID is used for all the remaining
transactions. The detailed procedure is illustratetie following figure.
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1. Text Proposal

In order to protect the mapping between the STId #re AMS MAC Address, two types of station
identifiers are assigned to an AMS during netwarlye- temporary STID (TSTID) and (normal) STID.A
TSTID is assigned during initial ranging processd as used until the STID is allocated. The STID is
assigned during the authentication process, andgsignment message is encrypted. The TSTID iagete
after STID is assigned. The STID is used for &l thmaining transactions.




