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1  Introduction

This contribution proposes changes for the section “Section 10.6.5.2.1 Management Message Protection” in IEEE 802.16m System Description Document [1]. 
Currently information required for selective protection is not defined for management connections.

This contribution proposes "strongest protection" method which does not require any explicit identification in the MAC header. Thus no bits from GMH or dedicated flow IDs are not needed to reserve for security method identification. 

Instead using explicit identification, security state and validity of AK / TEK is used to select the protection method;

- No protection

- CMAC protection

- AES-CCM protection

Validity of AK means that EAP authentication is successfully executed and AK lifetime is not elapsed

Validity of TEK means that Nonce is exchanged and TEKs are derived locally in ABS and AMS. Also TEK lifetime is not elapsed (Lifetime of TEK generation which can be used for encryption) 

For example in initial network entry the following protection methods are used.

1) Initial ranging and pre-authentication capability negotiation - no protection

2) EAP authentication - no protection

3) Key Agreement - CMAC based protection

4) Basic capability negotiation and Registration - AES-CCM based protection

5) Further management procedures - AES-CCM based protection

2  Proposed Changes to SDD
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
10.6.5.2.1 Management Message Protection
IEEE 802.16m supports the selective confidentiality protection over MAC management messages. Through capability negotiation, AMS and ABS know whether the selective confidentiality protection is applied or not. If the selective confidentiality protection is activated, the negotiated keying materials and cipher suites are used to encrypt the management messages. 
Figure 21 presents three levels of selective confidentiality protection over management messages in IEEE 802.16m. Strongest applicable protection method is used thus the explicit identification of the used protection method is not needed.
 • No protection: If AMS and ABS have no shared security context (no valid AK) or protection is not required, then the management messages are neither encrypted nor authenticated. Management messages before the successful completion of the authentication phase also fall into this category.

• CMAC based integrity protection; CMAC Tuple TLV is included to the end of management message as a last TLV. CMAC integrity protects only payload, not header part. Actual management message is plain text. CMAC integrity protection is used when AMS and ABS shares security context (valid AK), but not valid TEK. Key agreement management messages fall into this category.
• AES-CCM based authenticated encryption; ICV field is included after encrypted payload and this ICV integrity protects both payload and MAC header part. AES-CCM based protection is used when AMS and ABS shares security context (valid AK) and valid TEK.
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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