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1  Introduction

This contribution proposes changes for the section “Section 10.6.5.2.1 Management Message Protection” in IEEE 802.16m System Description Document [1]. 
Currently information required for selective protection is not defined for management connections.

This contribution proposes "strongest protection with CMAC extended header" method which does not require any explicit identification in the MAC header. Thus bit(s) from GMH or dedicated flow ID(s) is not needed to reserve for security method identification. 

Instead using explicit identification in GMH the following are used to identify the protection method:

- security state (authentication performed / not performed),

- validity of AK / TEK and 
- existence of CMAC extended header;
Selective protection has the following protection levels for the management messages:

- No protection: when authentication is not performed or AK is not valid 
- CMAC protection: when CMAC extended header is present
- AES-CCM protection: when authentication is performed and TEK needed for the encryption is valid 
Validity of AK means that EAP authentication is successfully executed and AK lifetime is not elapsed

Validity of TEK means that Nonce is exchanged and TEKs are derived locally in ABS and AMS. Also TEK lifetime is not elapsed (Lifetime of TEK generation which can be used for encryption) 

CMAC extended header is added to MPDU contains MAC management message requiring CMAC protection.


[image: image1.emf]Management Message –plain text

Security Info:

PN& EKS

MAC 

Header

Extended 

Headers

CMAC extended 

header


CMAC extended header includes:

· CMAC value - 64 bits

· AK Sequence Number - 4 bits 

· (4bits reserved)
CMAC PN and the 2-LSBs of the CMAC key counter (KEY_COUNT) value (=EKS) would locate in Security Info field.

CMAC protected MPDU shall carry only single management message or a fragment of management message, i.e. packing of other payloads are not allowed. 

CMAC extended header enables integrity protection for whole MPDU (MAC header, Extended header, Security Info and actual payload = management message). Or only selected fields of the MPDU header part are integrity protected (this is stage 3 design issue). Thus protection range would be similar to AES-CCM based protection.
Also in CMAC extended header case, CMAC calculation / verification would be made in MPDU formation entity, thus security architecture for CMAC and AES-CCM based protection is the same. This would enable cleaner security and key management architecture. 

For example in initial network entry the following protection methods are used.

1) Initial ranging and pre-authentication capability negotiation - no protection

2) EAP authentication - no protection

3) Key Agreement - CMAC based protection

4) Basic capability negotiation and Registration - AES-CCM based protection

5) Further management procedures - AES-CCM based protection

2  Proposed Changes to SDD
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
10.6.5.2.1 Management Message Protection
IEEE 802.16m supports the selective confidentiality protection over MAC management messages. Through capability negotiation, AMS and ABS know whether the selective confidentiality protection is applied or not. If the selective confidentiality protection is activated, the negotiated keying materials and cipher suites are used to encrypt the management messages. 
Figure 21 presents three levels of selective confidentiality protection over management messages in IEEE 802.16m. The identification of the used protection method is based on the security state, validity of the AK / TEK and the existence of the CMAC extended header, thus no fields in GMH are needed for the identification. 
 • No protection: If AMS and ABS have no shared security context (no valid AK), then the management messages are neither encrypted nor authenticated. Management messages before the successful completion of the authentication phase also fall into this category.

• CMAC based integrity protection; CMAC extended header is included as a last extended header in the MPDU carrying the management message. CMAC integrity protects both payload and header part. Actual management message is plain text. CMAC integrity protection is used when AMS and ABS shares security context (valid AK), but not valid TEK. It is also used for some management messages that shall not be encrypted, for example the MAC management messages used for the security related key management or error recovery. When CMAC extended header is present, the MAC management message carried in the payload is not encrypted.
• AES-CCM based authenticated encryption; ICV field is included after encrypted payload and this ICV integrity protects both payload and MAC header part. AES-CCM based protection is applied to the payload when AMS and ABS shares security context (valid AK) and valid TEK, and CMAC extended header is not presented in the MPDU.
++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++
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