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1. Introduction

This contribution proposes amendment text to explain the 802.16m authentication and is intended as a section to be included in 802.16m amendment. The proposed text is developed so that it can be combined with 802.16 Rev2/D9 [1], it is compliant to 802.16m SRD [2] and 802.16m SDD [3]. This contribution follows the tentative outline and style guidelines described in [4]. The text proposal is based on current 802,16m SDD [3]. In Section 2, the main changes with regard to 802.16m SDD are outlined, which is aimed at helping the understanding of amendment text.

2. Modification from the SDD and Key Descriptions

The text proposed in this contribution is based on Subclause 10.6.2 in 802.16m SDD [3]. The modifications to the current SDD text are summarized below:

· Updated the authentication of 802.16m.
Subclause 10.6.2 of IEEE 802.16m SDD [3] defined a high level view of 802.16m authentication. We added the detailed descriptions on the pre-authentication capabilities negotiation, authentication and its resultant basic key derivation of 802.16m. Also, more illustrations related to the re-authentication have been made. 
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4. Text Proposal for Inclusion in the 802.16m Amendment Working Document
============================= Start of Proposed Text =============================

15.2.3.2 Authentication
Pairwise mutual authentication of user and device identities takes place between AMS and ABS entities using EAP. The choice of EAP methods and selection of credentials that are used during EAP-based authentication are outside of the scope of this specification. 
Authentication is executed during the initial network entry after the pre-authentication capability negotiation. Security Capabilities, policies etc. are negotiated in this pre-authentication capability negotiation. The remaining AMS capability negotiation is performed together with registration after the successful completion of the authentication and the authorization. The product of EAP exchange that is transferred to IEEE 802.16m layer is the master session key (MSK), which is 512 bits in length. This key is known to the AAA server, to the Authenticator (transferred from AAA server) and to the AMS. The AMS and the Authenticator derive PMK (pairwise master key) by truncating the MSK to 160 bits. 
The PMK derivation from the MSK during first EAP method is as follows:

PMK <= truncate (MSK, 160)

Re-authentication should be made before lifetime of authentication materials/credentials expires. Specifically, after the successful initial authentication, the AMS shall initiate re-authentication prior to expiration of PMK lifetime by sending the PKM EAP Start Message signed by CMAC_KEY_U derived from the AK. Either the ABS or AMS may initiate re-authentication at any time prior to expiration of PMK lifetime. After expiration of the PMK lifetime, authentication shall be performed using initial authentication procedures. Data transmission may continue during re-authentication process, by providing AMS with two sets of authentication/keying material with overlapping lifetimes. Authentication procedure is controlled by authorization state machine, which defines allowed operations in specific states.
============================= End of Proposed Text = m============================






























































































  


